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itmmi ] Tn^'5At, fl7W5A£7n£7°n 
^T^j&Lllff^Tn^A^fi ■ afSSSi:, IS 

Tvfy&mr ■ mimmtmmi'tfomm ■ ^mmm 
7a»t ■ mmmmt\ irn/5AHff ■ iifisgt 

fflSTt Squats J^'K^ith. ffifETn^A^Tut 
A*\ 7W^A**k. Srn^7A<otB0f**&a 

imz^m^titzr^^mmiz x vmimm ■ mm 
mwbmmzfidm^ mtmrn ■ mmmK mm 

mm^fcmmmiz* omern^AHfr ■ mm 
mu^mizfio xmt , fnEg^'fufB7W7 a* 
fatmtirvyy^m&mm'mmtttittt 
wmt\,z^x^%Ktzh<nx'fohzbtimnx-% 

y^zit^mztifzTv-tznmmzx o mmm ■ 
mmwtmmzfiimiz. mmm • mmmm 
myvfy^mmmt&mmm&xmk . m 
fE7°n^7AHff ■ nmmuntmizjmi. ^pia 

7 n 9 7 AcoftFJr i*Sr^-r^fflHSr # &*Lfc*£fc: , 

ffi^Lrn?'? ASSESS:. 
[ mim, 2 ] fflETn 7y AHfi= ■ MftS»' . fflE 
#%«E7°n 7' 5 A*#c t frlE7n 7' 7 AcDttF/r E±3* 

*mmm tm %?w$m 1 1 ± o r tit: t 

fufE7W7~ A*#=£ ^ >y ^ ^MSTCvn ~/vV?\,tz¥ 
A ^iXb^|frlE7°n77Ac?)SHffE±J*S:^t-^IHIIh 

?7A»f ■ »ffilg*\ fjtE#£fi£MlE7°n?'7A 

1 1 i> ttfflE7°n7'7A*#;&yN.y>' JL |lS:-C'^-y 

*M yiX h ffl^M So:* htf-m- hfr 

a 5 a^wrrs z t mwiti-msm 1 lenaiM* 

[|f*il3 ] lulEjifi ■ fflETn^ 7A 

nfr ■ mmmmtimrzwm&zvmmzm^t: 

&MM~)r£ltZ i. 0 fTlE7°n 7" 7 A^ft ■ aflgg^fgiE 
£ffdI§fcBUT, lufEMff ■ afiLT 

t-^ffl«twiETP7"7A^T ■ mmmmzim-tm 
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2 

Hit #-gct&£>k* a U -SW-S*&teW 

1E7W 7 A^ff ■ afi^g^ISIE^S r t £#St1" 

sit^iB 1 ttz\r2im?mm%% Lm?ymm 
a. 

[n*Ji4 ] mmm ■ mmwt>\ «mru7y& 
mi ■ mmmmiznm-tmrmisxmmm^m^tz 
itmrnumzx DiffiErn^'^AMf ■ mmmmmm 

Zftoxmztiux. wm^zkhvy ■ 94 A ■ 

10 a/7Aiff ■ afiSSt 5 y ^A^^^iJ 0 , ff 
IETd^^AMt ■ affSEti, fS£*M2Hl7W:7 

a»t • affgg(c#ffi-ri,i!saT-Bf^LtTffliEa 
fi ■ mmmmzmmL. mmmm ■ mmm*. uff- 

tj&t-a-rwf. luiErn^^A^T ■ affga^isn 
-fs c t * «a t 4 itiRii 1 1 tzii 2 mm^mmmi: 
L7W'5A!Mii:» 

[H*II5] 7°n7"5Ai;, Wuyy^7tiZ7u 

20 -fe^i&R LSSfrTI. 7n?5J*mf • MiiSMit . U 

7nyyj±mft ■ mmmtma'tt ?mm ■ mmm 

tlz£ 0ffl^StLS'[f#^Xf Mz&^X. fufE7W 

7AHff • mm/aw* m7u?yj±9m ■ wmmwiz 
mthmmni^mmt . friErn^^A^Tct 

^LHX^mtlt7^Xbi^. |fflE7°n^7 
A^\ rn/7A*ftt, ^ra/5AeoajBfi**S 
-r&ffl«S¥t , IflErn^^A**^ J;V'lulE&fflill¥ 

=Srt*IM«ifc i Otro fc»BB t Sr ^ , tut E7°n / 
30 7Alff ■ iiffSB*>\ #5^^raiarn7'7A*#:fe 
J;y'tulE^MIIS&ffi^^€TfM$ti^T-7t# 
E a ! : ilJE t S ?WM t .^f i- ^3: t ^tt-^ffl i (c ,t > "C 
^B)t§ tLfc {jWMi 1 if d BIS L. ilSStLJti 

^mhJMt . mfBrn^AH^ ■ affgg«E 
Tn^5A?:7n(c^jt^ii5t7 0 P'fe7.<?)MiItJ; OfrlE 
Mft ■ ^ISStaff ^ffajamt, fffEMff ■ MSg 

«*\ fjiETn^^AUfi ■ mmmwiznMt z&rm 
a ki/wmmz m\ vzimmj&uz i. o mnarn 77 a 

40 ■ afSgg<7)f24I&ff -5Xgt , filE^S^i 

wefts z k tfmi^titzmnzftmh &wm& 1 ^ 

JiLh#^^^t. lulETo^^AUff ■ il^ft&s 
mi7n7yA%mz^$titz7u^xcDmmz±K) 

mmm ■ wmmtmrnzftomiz. mmm ■ m 
ass^BuiETn7"5A7)ffiFjf**^^A v rfSa^f#i> 

xmt. tulE7°n A^t ■ ilfiSM<7)I21Itc^ 
L . **o m lETn 7 7 A « ^ £ frf&HflU & f# ^ 

^ii-^t, ButEam ■ spurn**, ButEro^^A^ 

50 07'7Ac7)fiiHffEil*^S-rklgliE-ri>lSfc fr*tri t 
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3 

[ mm 6 ] tuiern a»t ■ m\mmK m 
mmiitifzT-fb&mnznmh&mmbtt 

$%rr&W8m bizX^X^L^titzh (VXfo iiplzo 

fritmmb, mfvbfzmnzttm-h&mm^Mt. 9£ 

LtM»V^, mfETn^AUff ■ affi§IM 

f ETn A*#c£ i VMf E^M#lf^«^^T"# 

h y^b kffiEr-f So:* Mff 

-iC-f" 4 if 3 j&» £ SifcfciBSte'tS It* if 5 

^Mtt^t i 9 HufETW^Ajiff • jiftga^fSliE 
^ffox^fc^T, mt Eiifi • sassa^ afitr 

mm b *msw- t & b' ? * wse l . -m- 4 *^fcisr 

KTn^Agfr ■ afi8M;»&it£#at-f 
411*115 £fcfi 6fE«?«$t£ iTW^AfgfEfj 

So 

[ If *II 8 ] m lEilff ■ MaiSI#' . HulETn ^ 7 A 

nif ■ mimmzim^&&rm&£mmm£mvz 
amm^izx^mmrnf-y^mn ■ afi^E^isii 

n/5^tr ■ aft§gSc5>^A££WiJ£jI^ hu 

a»t ■ afssgt#is-f-4i:^iiT-Bf^LTf)fEffl 
ft . Mags^iDsiu frfEMfi ■ ^assi. ntf- 
^ mmizim-t mm ixx\ w 

btf-m-tdi. fffETo^A^ft ■ jm§£K£3K 

•f-i.it &^at ^-411*11 s tz\± 6 ia»^«^» 

[ff*If9] 7W5At. MT0^7A^7Ut7°n 

to^ah?? ■ afisatam^ffdafi ■ mmmm. 

bizX ^m^timm^xf-Aizm^X . ffifE7W 
7W5A*#;t. f£7W7A<7jiiiFJr£*£ 

n-r i D^t luiETn^' ^ AUff ■ mm^u 

£\ mfBTn^^A^Tnt^isi^ff^tL^rn-fe 
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7A&7c^fig^fi^7°n^A«Mat J 0 tulEaft ■ 

lifiETn-fe^^Tct ^ 4 7°o^'^ A«^6*&Ht- 1 
DS«-gP*^(±^ai£#4XSt, lufEffiFJti*^^ 

-r i d# i -ooiM^titz b s t . tuiEaff ■ Mass 

^■fTiar n A £S § fL!t 7°n-fex f^HC =fc 

jiff t=t o x?&k Ltz^M^zn \,\x. msmm ■ msm 

io ftm&^m-? i DnzmzLtzTf-txmm^jox 
Ubi^zt^mbi-^ya^yj, i D»fiMa$ij 
mum. 

im^mi 0 ] rnmt, IS7°n^"5A^7ut7° 

ijTn^'^A^f ■ afisstaft^ff ^aft ■ Mag 
atti^sis^^fflig^xA^^T, mtETo 

^'5AA\ 7°n^"5A*#;, i£7W5AOftF;fai*§r 

HffETW^A^fi 1 ■ mmmWtf. WMrvfy^ZTi 

AUff ■ afISWllyfa7°n^7ASr7U^I5!cStL^7° 
n*xo«yifc«J: OmIEaff ■ MSSKtafi Srff^lil 
ffifc, mflEafl • Ma^S^\ tulETn^7A»fi ■ a 

figm^iirn^^AHfl • afiSK^aft 

7°n-feXtf07ct^4fffE7°n^7A(7)tHF^S*£^^ 
BMi«:ftSXgt, HiJlEaff • tulETo/ 

Ift^tiDlufErn^^A^ISiESrffdxet, t?IB 

rn^7A*«s^t&t, ffiaaff ■ ^asa 

30 *\ ffIE^Ma&7C(:t^r^^x$iJW:J: OlufETo 

/7A»f ■ mmmwbmimftoJMb z-ttsz t Sr 
satt57n/7A i Dafs^a$ijffl^ 5 
[ifsRii 1 1 ] fjiaaft ■ 

im^idxmztiv^x, 'jofflmizii&vy ■ ^ a ■ 
^xv-rumm^^fi. friE7°n^"7AHft ■ mm 

mm\ mlE&«£fflEfflfl ■ filE 

aft ■ Mags*\ frtErn^AMf ■ aft^st^ 
40 >^A^^[j^3i o . iuiE7°a /5iHff ■ am mm 
i>\ m^mmmmmrnxm^ikitz^mmim 
m ■ mmmtmmu mmm ■ tsmmm. m 

n Ltd&w t mzm -> tzx^\\ > tf-^cttm. mm 
yu7y&zimt& zbzmm t -tsu *ii i o taa 
«rn/7A i DaftMa$ij»^a 0 

n^X^^LUfft-l.To^^A^ff ■ aff^Et, 

mrvfy&mf ■ mmmwbmmzfi mm ■ mm 
so ubizi^m^fi^mm^xTMz^^x , iuieto 
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5 

W«Tl>&ifM it^BffiStt . frafE7W5A£x 
flT^HII fc , iErn A** fcfcf Lf^HBil fc St 

ami ■ afiiis?^ frfas^^'i?iaTn^7A**t 

MIET n 5 A 7) ffiFJt £ HT^IIJfl fc 2t £ SrtfBfc 
Hfc £ J; i7)T'*l>^fc 3 frfcfcBl'tS 

xst . miTvfy^mtj ■ mimm-fMiiyvy? 
^Ki^j&ztifzTv-txcDmmzx <ommm ■ m 

mrvfy^mn ■ mmmmizim-t^mmaxim 

mmwmmzft 5 xmt mm^tmr^yA 
t MiETn /^ao tm&&zm'mm tnm 
•twsmt t «fc T4fig§fLfe set awe 
friEro^"7^3iff ■ iiff mmmuru 
yy&z^zm&ztitzru^xnm&te^mmw. 
■ mwm t mm zftomuz, mmm ■ mmmv 

witir n / 5 A c?) ajJ3r £ i % & IS fc . 

MIETn^A^r ■ JHHaMiEfcjSS&U **^flr 
fE7°n^7A^£iiHffi*^a^Ma^#^.^S^ 

t:, ffitEMfi ■ flyum**, luiarn^^A^T ■ afi 

Sm*>t ff IB7°n / y A CO SJ fiff i* & fl^MH^ # . 
mmm*7clzLfcT?-bxfflm£X 0 irafE7W:7 A 

nit ■ afi^gfc iiftHf 3 1st z t mwit 

[ If #S 1 3 ] frlETn ^ 7 A^ff ■ affile . Kf 
IES^/6«rn/7A*#:i:MIETn^5A<7)tiiFJTS 

7W y'iXb ^m^rn^7 Awffimi*^*-r&BMi 
t^^il-ffi^-eBf^bL^^fBa^^: 1 ? , rnlET 
n/5A|ff ■ aftgg*\ |tjlEW^fa^tulETn^7 

5 fc b h tz TffflET n 7 y A*#; £ ✓ \ -y v a fMW ~£> \ -y v 

*»fc* d ^£ffl£T§ £ fc HfSfcT&flt^iJl 1 2iS«7) 

7W7A i DafiSPisiJS^a^ 

[it*ii 1 4 ] tuiEaff ■ mmm-hK mietw^ 

mtfioxmizimx. msmm ■ afit 

mm mmmm-t & &mm t mmmm l t x \ m^z^ 
-t'Afflmttf-^t&frz o t&w&h z. fc mmt 

■1%mm 1 2£fzl± 1 3ld«^7o77A I DMtM 
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[fisn 1 5 ] ifftaaff ■ mmw&. ietd^? 
as^ ■ a^siBt:#ifrrs^itijitmasi^ffl^ 

xv-K^r^'fflv^tL. friESfi ■ august mm 

miruyy^wn ■ mmmma. wefwzww? 
5AHff ■ afisat#K-ri.««iiT"Bf^^tTmiE 
aft ■ »ii§g«*0}KU tffiEafi ■ ©agsti. m 

nbtf-mmi. miruvymti ■ nmm.m 
mth z. fc mwib-tmsm 1 2 ^ 1 3fE*«r 

[ff^Jll 6 3 7n?7At, IS7°n^"7A^7ut7° 

myofyAmi ■ mmmw.bmm^nrmm ■ mm 

Ublzk om^^^'Wffi^-XxAtfe^T, frfETo 

^'5AMf • afi^*^\ Krn^5AHff ■ mwm 
> iznmt h >kmm x xtwm fc . mam fy^iit 

t,z£j&&£lfmff£ii&rn^xbZ-£&. HulE7°n7' 
5 A**, 7o?'5A#L STo/7A^ffiFjfS*& 
a^MPfc . HfflE7°P^7A*ftfe iV'tufE&Mtt 

mm^bmm s *tat - ^ t« t #^hui t » 

t=flrt*fBaMifcJ: Dff^^S^Pfc lufErn 

^•^A^ff ■ aftSi«*\ :g.g^A^tfriEro^7A*fr 

«t tMf lE^HWISf S: ffl^^^T f« S ftfcr - ^ fc 
#S*tWJC-rs#&BMIi: W^^t#*g*ISfc i o 
T^fig § titz h CDX'fo & j5> fc 5 *> 2r HIS t , *fi!c § ti/c 

4 <9 zntJMb . miruyy ^mn ■ wmmwtfm 

tiy"ay'y^^z^^tif^ru^xcr,mmzi. *)m 

taafi ■ wmmtmmzftomiz. mmmm ■ mm 
mm \ mmTvry^mi ■ mmmmmtm 
m& ct mmm *m \ •> t i o m tarn ^5 

ASHf ■ afSSMgfiE^ffdXSfc, lufE^^iifc 

<> § z fc *qiig § tuts^ iznm s 1 
oiiLh#^a^*i^c, mtiruyyAmi ■ mmmw 
m?,d myyj.zjuz'mz t nt?, ^wi (7 . t 
■ ofriEaft ■ jywgfcam 3 jaiut, tuiEaff ■ 

Ma^WmlB7°n^7AioaiF^i*^^&ifl«^# 

sxgfc. miETn^7A^T ■ mimw-mmBzsm 

^^■t. mmm ■ mmm*. mmr^^y^m 
n ■ wimwizxm&mm^crymm^Mt 
m tzit±m^mz t tz r 9 ^ xw® \z x 0 fflf eto ^ 
^a^ ■ aftssfcaft o xgfc ir-i-tf ^ fc 

Stt570^A I Daff»I$IJ»^o 

[isa&i 1 7 ] fffe7W5 am ■ mmmmK & 
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b^tx ittft $ tut t * t tat j&t& t 
z-tzwam t iz i -> x iitz i> nxh & &z 

^A 7 y a P^ftTV N >y v > ? Ltz ^ V ; x X f $■ Mf £ 

■ MimwtiK &m%m&&rmx*zti%'tim.^itz 
a a^ns-ts - t mmt-tumm 1 etEf^ro 

[ If *II 1 8 ] frlEMff ■ *&a§gg# , fulETn <fy 

izms&mzi. ^i^w^ahs ■ mmm-^m 
mzfioxmiz&^x. mimm-wmwff. mmt 
x^m^^t&mmzmi, mzTnyy&mft ■ 
mmmmzimt&mmtmimmixxum^z^ 

■f sti^s 1 6ttzn 1 7iEaw7°n^7A i Dmmm 

[if$E 1 9 ] lulEMfi • ilii^, fulETW:? 

fc4^H«KrSfci oiutErn^^A^ • mimw.com 
uiftoxmzti^x, $mmizx&*7> ■ ^a -n 
x7-hwffli^ii, mfEiift • mmmwii. ms. 

7Aiff ■ aftsstcftMt-i.w^iirBf^-^tTmfE 

ail ■ MyH^iM^MU mlEilfl ■ Jfiia^Sfi, Hf 
^ft§ fi*:*^ £¥m tft^f-f S jiff LT I \ 

?ijfc^-sam«\ tuiErn^^A^T ■ mmm.*u 
mtzbrnmi-mmmi ettzin 7imcor 

[||*II20] Tn^Ak, Ztl^yu^y^jt 

iz.ru ^.x z -rii-fii'm i mj-tzmmvyufyi* 

fflE7W7>A£\ 7Wt>A*#;, fcitMSTn 
n-fe^tf, f|7°n y'yKii. tz MWffi J> •§> 7o/5 A £tc 

cs[|«t,s7n/7Aiff ■ mimm^fcLtzmm 
&y°n^xtmmitftoMiz^ nrnyy^mn-mm 
mmK isf7n/7AiR ■ afiSM^7J7°n-fe7s^ 

ttzn^mzn&TMt, msaffl\k**mtiDmiJ s 
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WftcD7v*XCD7tt%&mZTu7yJ±coiil?Jr&£$: 

t i^tiz t zmit-thruyyA i DaffiEfflsijfP 

[HM&S2 1 ] Tn/7Ai;, #7W7A£7Ut# 

ro-fex&^iriiLMft--g.ai:«7°n^"5A^T : ■ aft 
n^'7A/j\ 7n?7A#, ll7°n^"5AOtBFJfi* 

io m-t'mm, &ztmmmtm%-mmz& 
^ hhruyy^jtizhhruyyAwn ■ mm 

htru^y^jtizm^hhru^yi.mi ■ mmm 

m^fcUzMcDfohTvi^xtwm^loMiz^ 

n/7i,ifi ■ mmmwtf. W7n/7^itf ■ mm 

giA^ffl^7n/5A^T ■ afiSBftWn-feT^ 

-pii#SlSt . Wrn^5ASgfi= ■ affSS*\ ffl^ 
7'D7'5Alff ■ afi§§B*><M#^ti*:&iM!i: g7°n 
20 ^'5A§|ff ■ aft£Mrt«7°o-feX<7)7T;t^^|irfETo 

w^tsigt. M7n/7Aiff ■ mmmmtK «^ 

7n7'7Al1f • aff^Srt7;rn^^^7ut^l»mlE 
7°n^7A«aiFJT6*^lR^if»J:VSf^^ffl^ 
tffl¥7n^7Altf ■ a^Krt^rn-fe^cojcti 
h ra 7yJ*c7)mm%U£fi ixmt, ffi#7n 

■ aftgKrt«7°o^7.!^7cfc ; Srljtf|IE7°n^'7A<7)tli 

30 4t ■ affSg|^<7)7°o-fex<7)7Ci;^^rn^7A^ffli: 

imEZtitztzi,^ nmfyAmi ■ m\wm.tmm 

n * m < I m b tr i fc S: #a 1 1 £> r d / 5 A I D 
3lffieilSiJ»^o 

2 2 j s7d?"7amt ■ aft mm. m 

70 77AMT ■ aff^E^TjTO^XWTCt^^ffiia 

Tuyy^m&mm'mm&kmmm^ 

tffi^7n/7AMf ■ afi^Krt7)7°n-t:7,<?)7ut=5r 

40 fyimi ■ mmm.nK wu^yi^mi-mmm. 

l:f«t^«&ffl#7n/7AM ■ affSgtM 

fif7n^7Aiiff ■ mmmzvvfjjzxm 
^.■n^m^rxi^y^mj ■ mmu^ru^xn 

Kb%mm7v?y^m&*$:^jkmMbm 

z-immxv&wtLti-xmz STuyyAmn ■ a 
50 ^AUff ■ mmmWMmmuncryru^y^Ttt^hr 
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[ff*Ijf 2 3 ] k , #rn^5^*7Ct* 

Tn^X^^LMT^MitWW^AMT ■ Mil 

o/5AIfi ■ aflSg#\ ■ afiS 

■ affgawtra-r^&HBiit. tfriETn^A^Tc 

5Ai\ ToT^ivfcf+k, ll7°o^"7A<?)tiiFJTEij*^ 

m-tmm t , miero ^ ^mzn tmmm t n 

fcl,7°n^7^afi£fT7 H7a/5A^T • ffl 

fiilg£\ fffiaw*^frfa7°n7"7^**i: ifriarn^- 

vmim^ti'JMteffitzj; ^^7o/7Aiif ■ a 
mmw^mmn 7 xnt , wmrj&mf ■ mmm 

Wff. MISS^^'tulB7°n^5A*fti:|?IBrn^7A 

j££ OTt £ i k . luiEaft 

fcfr o irt, Pil2^ffl«&ffl¥7°n/7A^f • 31fl^ 
Wcfsi&lSk , i7n^'7A»T • JHHSfca*, ffl 
^7n/7Alff ■ jlff^B^^ff ^tifc&ISttk gr 

n?~7 ^mA^mtummt^-^i^t' 7 & 
f7o77Aiff ■ aft§»^# w^iitk gr 

n/5Alfi ■ iifigErt«7°n-feXi07ck^l»B>rfa7° 
o? 7 A Wiri*!- ^-f^itfc Lfc k # t , 

[ if *ii 2 4 ] iBf rn ^ AMf ■ afi§§a#\ Mia 

friarn 5 A** k mlBTo^^ A^JUBf 

otJ) s f 7 a* £«gj-r 5 igtii v . mem%& 
imyu77j**fa£K<y ^ raster -v ^>?Ltz? 

^y'xXf £ rolETW? A«Jt £*£l^4«k 

sts %-mmw&fc Ltzm^m-htc o , M7W 
7Aiff ■ afi§g§*\ Mias^ffl^HuiaTn^^A^ 

t & t friaTn 5 a*#c& y n - y ^ a Bnurcv w y 

\,X? 4 yix b yiX htf-SttSfrif 

7 i?mm.-$h z t mmt-tm^m 23ttz\±2A 
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1 0 

taa^rn^A 1 vmmmmmm. 
imm.2 5 ] wrn^j^mf ■ mmmwff. 
7D/7Aifr ■ mmmmznm-Wimmiixmm 
Mim^fzmmxmzx vmrvy^mf ■ mm 

Sa<«E£fT 3lgtfc^T, S7n/7A»f ■ a 

ftLT x^m^^-t^mmtm^ru^y^mn ■ a 

-ttipiioipztnfctz, z t ^mmt-tumm2 3 & 
10 fc« 2 4 iea^r n 77AID afitEfflw«73 
t ar^s 2 6 3 i7D^7Aiff ■ aft §g*&* , 

ffi^ffll^&rja^t X 7fi^7n/5A»f ■ aft 

A ■ ^"XV-K^^'fflv^ix. |7n/5AMf ■ 
aftSBii, ffl^7n/7A!R ■ aftsa*^ffl*T 
n/7Alfr ■ 3IfiSSt#BW-|.^MIi^#. ffl#7° 
o/5A*ff •afiSWc^y^^^ij^jMO, ffl 
f/o^7Aitf ■ afi^gJi, mxmzw^my 
20 7a»t ■ affSSt#Bfi-ri>««ii-r"Bi^-^t-c ir 
n/7Aitf ■ aftsa«iO}Mt, grn/^A^f 

• afl^gii, «S^t§futX^!ISffl¥rn^5A|| 

^ij k jtfcas o fcs^ii k *»-ifc-«i(f , ffl^ ru 
• afigs&isiiE^^ z k ^^ak^-i. if ^12 

3*«i2 4fEf$?)7W7A I Datl<EH0J»73ffi, 
[H*«2 7 ] S7o/7AitT ■ aft^g^\ 
7n7 , 5A»f ■ amS«<7)IS!iEtj3i<;i7jL, 4*oprrn 

^7Arft ■ mmmmz£&g%mi&mwm<7)M 
30 aot-rcr^r^siA^skstc. -MVrin,, 

B*BB<lSfcfcv^. H7n/7A«fr ■ aff^S 

«\ ait 1 -7$)^ 7 izimmzmmmmmmB 
mmmzttth ismmsmmmt . nmm$m 

n^tifz^iz s lulBT n ?*5A £ 7cK£j£ § ii/t To 
-tx^afl^fi 1 ^^, M7n^7Alff- af!SS<7) 

art sa* 1 , # t ftm&mtmt&rmizftmti 
mgmmwmM?) 1 ota^g&^ssij 0 m . « 
40 aff^«ii&ffiv^ams&M*t-i> z t mmttm 
SM2 6ia»«7"n^"7A 1 vmrnmsm-Jim. 

[fl*5S2 8] 7n^7Afc, #7°n^"5A^7t:t# 
7°o-bX^^LM : ft-|.Sa«7°n7'"5A» : f ■ aft 
SgktiOm^tl^'ltS^T-AtfcV^T, ffllBT 

n/5Aifi ■ aftsa*\ i7n/7Aiff ■ mm 
wizim-t h msm i mmm t , fflf7o^7Ai 

50 mmmt, mmrv^^ik&kvmm&mmnz 
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1 1 

m^b^x f« $ titz t 7 iztt L&mm tn^ 
■rmmizx o mmyy-u 

m&msm £ m^b^tx 7 t 

7^ifi ■ wimwtK fflf7n^7Aifi ■ mmsm 

myuyy^Mft ■ mms.m\ irn/?^ ■ m 
^a»t ■ aftM^. i ra^9 asht ■ aft 

t. m^ru^y^mn ■ mmmm^iiiBzfmi. & 
^TvfyAMfi ■ mmmmz£&w&mtmmco& 
rm^m <o iz-^tmrmtf i i&±.btt § tc, 

W7n77Alff ■ afi-SSA\ Tn-teXPtU^jIfll&Sr 
[ If SII 2 9 ] I7n AUff • afl§gg#\ #S 
£ 2r$-£®saftt 1 1 i -5 -C 4J£S *ut *> 4 *» if -3 

£;vy ^MitCWy y^Lit^ vxX l-£fflfB7° 

Tuff -ft Uc#g*tt^& 0 , fflf7n/7Aiff ■ 
Mff SiAi . J HulS 7° n 7 ^ ^ EfJBFr ^ 

t h t ffiarn 7' 7 A**& J: ^ MlS£PfflftPTl« § 
*l£r-7 *a -y 5^ MSTv n >y i^y ? LX ¥4 isx. X 

v b m^'A ^x x M^-a 

■fS35>fc* d 35>&¥iJ£^-5 i fc H#St"tl.ff*JB2 8 IB 

[ it *ii 3 o ] i7n a»t ■ mimmK 

n^ffl^^s^t i offl^ro^^AUfT ■ aft 
mwcom&zftoxnizm^x, nmyy^mi - a 
fi§gg*\ mm Lx£\^**t$mm*tiiz.. mm 
m lx £vm^^t j mmm^Tuyyi,mft ■ a 
mmmzim-thmm^^ 1 om±^&^at ^-sc 

«i2 9IBIKWW7A i DMMOffltSffi. 

[ if «if 3 1 ] Mrn 7-7 Aii?f ■ aitng#\ ffl^ 
7°o ^ 7 aha 1 ■ mmmmzimt h &mma z mm 
mm^tz&mmttizx ^^70^5^ ■ afi 
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amUBii. ffi#7n^5^ ■ affS»4ffl^7 
*7n77A»i ■ affSSti, IS^M&ffl^Tn^" 

^AUff ■ afis§tf«-ri>«^*T"Bf^^tTg7 

n/5iHfi ■ affMMtMOJML, i7n7"7AMf 
■ afiga*^#^mlB^HitTll^L. S-f-Lst^ 

10 ^mtMzm-otzx^ntft-^-ttiii, m^rvy? 
■ ant mmmm-h z t mmttmsm 

[ if 3 2 ] H7n^7Aiff ■ mmmsff. m^- 
7o/ 7 AMf ■ mimmmmzfrnv. tp^mrn 
■ aft^st^^s^siigfefto&irM^m 

£ 0 t-^S&lfW&S t # £ s Tn-fex^afl 

*\ afts i o izimmzmmcoimmmm m 

fm-lMii^Wt . frlB7°n^7Ai0tiiF^6*^^^ 

20 iinft£#£t£ffisams#fflKSff^, iifiM«i® 

Bk BulBTn^7A(7)t±iFif**Sr^-f-^iMi^ 

tLfzrn-tximiiftomz* mmyy^mft ■ a 
figa^afi^B^'. ftbKkm&xzmmmz 
nmtwmmmmn 1 ota^nifiiBSiio ^ 

fc-t 4lf*il3 l n^i^n?' 7i i i >af?;KF a ! H 

ft. 

[ S*JI 3 3 ] fl^iififfiffl*igfff W tS« L 

30 ^ y ^ - v v x-h o - mmmimmm0>~*>-otm 

ftcWJ{-€« '- ^ v 7 h <?) - 1- icnil- L . 
ffl^iilf^atoy y > y ht-fc o , #a»jM^- 

■o-o*«KiiSoy 7- >y b Mje^S 

Skt4lf*l|2 7* fcti3 2!E»WW7A I Dffl 

[|f*a3 4 3 7W7Afc, IS7n^"5A^7Ct7 
o-fcX^^LHtffc iU^fttSrn^^AUff ■ a 

mmtizx m^tiimmy^r-Mz&^x, fria 

7n77Allf ■ aff^g*\ fflB7n^"7A&7ut* 
40 ^i^'Ufi^ilSrn-bXtSr^, miTuf'yl, 
tiK Toyy^ifct . IS7°n^"5A7)mFJfE±J*&^-t 

mmt . mmn 1 -p*^ o tfsswtsa^wt 

K*®j£tsa^gk, t?IB7n^"^AcomFif6*& 

■ wmgmarv y^j&jt c^is § fifc r n-tx 

S*$ix^^SafiS&ffl»ilfc LTfSSamS&i: 

MjtE$-^. «a!afis&^fs^afiff#^tifftt-i.iii^^ 
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[ If 3 5 ] ffiMfi B&ffl^BP*sfe«W £%.m L 

*^a^7> y ^ > y h b t^jtEt- iztzm 
mtth mm 3 4 i E»^iH#iteafi smews . 

[0001] 
[00 02] 

[«*«S»] «»OfiifgyXfA(Mf!lt fekxii* 
H 1 9 i -5 ruy'yKM* 10 12 1. ioX 
1 2«ffiFjr6*£fg^M»l 0 1 
2 2 1 - 1 0 1 2 2 n k«^Hf¥ 10 12 4 1-10 1 
24nk^tJ: "OtMS^Tn^Al 0 12k, 
rn^AUff ■ afIISgT'l>l>}I3Ml 0 1 1 J: 0 
7n/5A10 1 2£S(c±j£fcj;y'^£;ft.£Tn-<: 
X10 120C± DffJtStSil&s 7W5A1 0 1 2£ 
Mi-k L7W7 A 10 12 ^TCtTn-fe.* 10 12 0 

LUfft* »»«» i o 1 1 , mm 10 1k 

MftSrfi^aff ■ «ITMi«SS§ 1 0 2 fcfcj 

[00 03] tSfcOfffg^Xr A«o-WI±, fek itfH 
1 9fc^rt J: 5 fc, 7u7=7k 1 0 1 2 k , 
1 0 1 2*7CtTo-fe^l 0 1 2 0£4j&L*frtl>7° 
n/^Alff ■ jlfig«T'*l»fi ; t1SII 1 0 1 k , flHff 

«si o i kaff £ff3aft ■ «ui£r?j>s8i«3gi 

0 2k^, Z(vimmm$Lztix^tz„ 

[0 0 04] Tomi 1 2(4, rn/5U«;10 
12 1k, Tn/7A 1 0 1 2coajHffEfe*&^&IBIt 
Hi 0 122 1-10 1 22nk, 1 0 1 2 2 

1 - 1 0 1 2 2 n >*t*<;1-«M8P 10 12 4 1-1 

0 1 2 4 n k £#A,T'-fflK£ flT V ^fe . 

[0005] m^ms ioi!i tm^mmm 1 o 1 

1 k , 7X17=7 h. 10 12 SrHfrf&To-fe.X 10 12 

0 k , 1 0 1 tC#ffif-|>^fflil 1 0 1 3 2 k , 

arm 10132 t*r£&-rstfs» lonit.a- 
■f ■ ^xv-vmmi o 1 9otfrt>m&LZttx^t:. 
[ooo6]ibio2!i mmtx^m^mt 

1 DT'fe^fi^Ki o i izimi-t&mmi 0132 
k, aft lt tf^n-r^— f ■ ^uy-Kfs 

1 0 1 9 0 k S^-CffiJgS^LT^fe. 

[0007] zcvx o^mtcommi/XT-kTiz. to 

10 12 &7t^^t$fLfe7°n-feX 10 12 0c?) 

Mat «t 1 0 1 t>mm%s 1 0 2 tatt^a 
jaisrt. sn»i 0 2ij\ iiBio i»t>9ffiffli 

1 0 1 fc:aft£$-£&7°EHrXl 0 1 2 0c07t:fc5:S7° 
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1 4 

1 0 1 2«oajJ5f***a-t-&BMIl 0 12 2 1 
-10 1 22n£#l>Igk, IBl0 2i\ #£>*l 
fe#&fflH 101221-10122 nfcOWC, ft# 
flftl 0 1 fcjHi£§tfSTcM:*l 0 1 2 0«7Ck£ 
47nmi0 1 2<?Dffi0f**Sa-t^^Sf 1 0 1 

2 2 1-1 0 1 22n*>J:tfliB®£Sfl 0 1 2 4 1-1 
0 1 2 4 n Irffll ^-frTfgffifcfT 5 £ tX\ 7°n-trX 1 

0 1 2 0<7)7Gk&S7W7A 1 0 1 2 3&*fgaEfcf£#lL 

fe^ffltt-r^T & t -o k mm ^^-c^it. 

10 [ 0 0 0 8 ] £ fe, 'fPg^Xf AOffiOMti. fe 

k;t(f02 ot^ti3t, yuy'^Ai o l 2t, 7° 
n/5A 10 12 fcTCfcTn-fe* 10 12 0 ££j£L* 
fr^Tn^AUff ■ 5IffSST'S,l>»#«Sl 0 1 

t - miosis i o i tafi £fi= 3 aft ■ *oa§grcs>£ 
iisi o 2tfrt>. zv>3im®tfmm$tix^t:. 
[0009] $mm%i, i o i (i, Mfr&xmm 1 o 1 

1 t . rnm 10 12 SUff-tSTn-feX 10 12 
0 k . 1 0 1 CfflSi-tS&gafit 1 0 1 3 2fc i 

mmmi o 1 3 1 1 - j.— f ■ kauri 0 1 

20 9 0k^fe«l^$ntVfe„ 

[00 1 0] ««BS1 02{±, StfiUTiVWSSrt 

&wiik L-cc7)ji#«^i 0 1 Mm-tmrmi 0 1 

3 2k, ^--^ ■ ^XV-Yimi0 1 9 0k£ko 0 
[0011] ^co ± 3 i^^fAtli M» 

US 1 0 1 ~Z\ jl— y ■ y^7- HflHB 1 0 1 9 0 to 
V^TBE*ffV\ 0 1 2£mr$-£7"n-fe 

X 1 0 1 2 0 f ■ h'fffg 1 0 1 9 0 ^ffi 

JWS. Tn-feXl 0 1 2 0*«iHa58l 0 2 
«fc 3 k LTaffS^mLfe^, MS 1 0 2(4, 
30 »^«S 1 0 1 *^ifi! 10 13 2 SrSftK 0 , ^§B 
110132 k-ittl. hVVfctlli. MB1 0 1 
tc^L^Wl 0 1 3 2t-^vtiMfi : V\ ISIB^ 
*Lfe*i^i4, mmffll 0 1 fi«7n/7A 10 12 

^tarn^x 1012 o k«s i o 2 k^aft 

ft 3*\ ifeiiaffffl^yn-trT. 1 0 12 OcO^o^- 
— (f ■ A"X7-Kffl0 1 9 0 f|g 

40 fe 0 

[0012]$ tt. fflffg^-f AWgiJWMJi. 

fe k 2 1 iss-r i 3 1 , 1 o i k , mm 
[0013] sw i o i (±, a^a^tsfigsp 1 o 1 

lk, 12k, 7°n^"7^1 0 1 2SrH 

ft-th7n^x 10120k, mmmgs i o i 
hwsmi 0131k, wmmi 0131 tm%-t& 

Wmi 0 1 3 2 k, aftLTJ;t#S:*-r^«l 0 

2 3 2k £#^"«J&£ix-Uy^ 

50 [ 0 0 14] 102(4, i&*&*fi|g|5 1021 
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b , 7°n?"5 A 1 0 2 2 k , 7W7A 1 0 2 2 *|gff 
-#-&7cMr.X 1 0 220k, »f§ 1 0 2 IZffltthU 

mmi o 2 3 1 1 , ««tii 0231 fc*r&j£t&nsi 

1 02 32k, afftTj:V«^^-r&lf1»l 0 1 3 

[0015] 35r«*«'|f«^xAT1i. 7vj 
■feX 1 0 1 2 0 k 7°n-feX 1 0 2 2 0k ^jlfiSr L i -5 

t tTMfiSS^mt^^. a^a^ffigaii o i 

1^102 111 £T\ «10 132fcMl 
0 2 3 2£5V«U SttK^Tt-^Hfiai 0 2 3 2fc 
Jtf 1 0 1 3 2k«ftLTi;Uffl¥2r^-OTtl 0 2 
3 2i>itf 10 1 032kHWMS«. HStt 
«-ffi^&^«f^ 1 0 1 1 1 0 2 Ui, S 

itffio fc&BUSl 1 0232fc±y'10132 -CfflSBE 

*frw fflSBiE^iitsmur, 7u*x 10120k 

Tn-fex 1 0 2 2 0 bffMm £¥Ft. Sttffiofc 
i«l 0 2 32i3j:tf 1 0 1 3 2 kMfilT J:nffl# 
£jjs"t&BMtl 0 1 3 3fci;m 0 2 3 3k#M&& 
*\ &fflH 10232fcj;V' 10132 T(OfflSBiE36* 
£UcLfc%£ii, To** 10 12 0k To** 1 0 2 

2 0k wra^iiff £fF fc. &££mR*S(P£ 

[00 16] 

[^*«tiokt-|.iSS] SSleora&iBi, fflfl 

r*l>. *fi93&l±, To?'5A#Ml£kO;£^ 
[0017] |!2«I£f2, *tSjS«^V>T, 

[oois] m3commm. i-f ■ mv- Ktt# 

T ? * x $j » & -f § fzib co IE S tt £ ffiH r S 5 ffl* 

^fi&^j^r&S,, 

[0019] m4«raS*ii, 7W5A&UL 

Xtoaff k«7n/7Ak 1" 5#»&fflB'Jfc: 
tatf Ltltfilft > k v ^5 i k "C* S . ^coili 
(i . iiff ffl#iiSM f i> or ^ S i±-f 

[0020] ms^mm. ^y^cDtmaxwm 
gun y xt- o A^oieo^is*«# ^ k \ * a ; k r 

r AiDfgfW , To ? "5 A& V * L (iTo-tr X <?>a 
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[0021] mecomm&n. wtA^M-t' 

^ £H5£ t t> 0 *^r* S £ k r*fc I o %cow 

<mk<n^wf%\ ^hx-h & . 

[0022] mKDmmgn. z<ommt* m&mm 

iznm tf mt & . vm-t s s ^ t ?$> 

[00 2 3] 1 oaW(±, -7X37=7 

"ix-xvmmx-co. mmizm&m*)i-tLm£f& 
wm^i7u7yAmsjfm^m^-ti t\b\zhh, 
[0024] -¥m<n%2<nm>i\±. m^mmfuztsiu 
Miitt it h 7 n ^ 7 Araiifi t i o ^-t s jaa 

[0025] mmn^mmt, wmmz.*^ 

20 r. fflff^ieH- -ot VfflknWMzr>\\XVmtfifto 

[0026] *IHH«ffi4<0B«l4, ^MltSiJ^Mff S 

[ 0 0 2 7 ] &i5 s ^TS«X«k Lr#M2 0 0 0- 
1484 6 9^^, ZCO&Mlzm^ZfLtz ^iSj. 
30 7-TT'J ^-^ g >?3C07~¥ X^<7)7 7 *.X%\M] 
W, icoziy^ a--97u7y^"J a--)Vi?W, 
2 <7)a y f a— ?7u 7^7 A^E ^' A <?> -tf- h'xso 
T ? - t x £ Jf I S «7J £ * ^ W 1 5* § fitz k" 3 
L , f^»i«§^^t$ 1 nay 
b° a - ^ 7 Q ^ 5 A * ^ a - / V 1 1?"- 1" X ^ O T ^ -fe A 

Slc 7 )ayhfi-^7°n^7A ; E^i-;W^2<?) 

40 'Ja.~^iii.l/m2nziyK^~^7u7 : 7l,^iJ^~ 
)V* m 1 3 y b° a — f A "y 7 J - H±«0H 1 7 H l^Ts^ 

srtTSifrS-frs - k ^'r# t-rs^»<7)t^r 

» 0 , *56BflWi a fcftSrST-n^AUff ■ Mff^g 
[00 28] 

[ as£«^s fcfto^g] *wmmmm% ltd 

^7A|StE7f^{±, 7n^At, l|7°n^"7A&7ct 
7rt-t7*t£$Limft&7n7y7Mt : T ■ MffSg 

50 k . i7n ^7Aiff ■ aft §sg k aft ^ff 3am ■ m 
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Tuyy^m ■ mtmmK mr^y^mf ■ mm 
mmmm-t^&mmaixfwsmt , friarn^A 
£7tiz&jti&£vmfZti&7v*xb£i&; frier 

n?"5A*\ 7W5A*#;t. mru^y^itimfk 

mmrnrmb . mi7v?7^mzttummm 
yj&mf ■ mmmst\ mfas^^friarn^^A* 

-t&xut , mur^yy^mn ■ mmmumuru 
■ mmmwtwmitftomiiz.. mmmm ■ mmmw 
j: m&mmzm ^mm^z * o friaro?^ ah 

t IfrlETn ^"7 A «;fi* £lrf £IHII t 
*f *&t1Mfl! tCio T & <JOT* £ £ t A 5 ' 

wb-cs futern^AHff ■ mmmmm 

il7°u7'yJ±%mz^%htz7°n^X0Mmz£ Off 

ism ■ mmmbmmznoimiz, msssm ■ ®m 

SUftfKiETn ^ 5 AcOffiFJtS*Sr^^MliSrt#l> I 
St. fluiern^AHff • ii^aoBiEfcj£8!;L. 

ffiaiff ■ «HS6ll!6m«*19iE7-n^5 

A^ajBf***^tfcBtE-r sigi: **tr; t 

[00 29] ttz, #3£^fgflRB&LTn^5A8E 

ffiarn^^AHft ■ mmmmtf. msmztf 

Miar n y j* t mi ar n 7 A ay aj jjf 5- *f 

s^t" ? t^mithxmzn^x , tffia^^frijier 

iwmm^ititemmir mfsrn^A 
»t- stttsK^ tufe^«£fi!aTn?"5A^ajFjf 

izmiir\=t^y^^j\-y^ A mmx7\-yiyy7"Lx 

7* A yiXbJI, pj^W yiXh #-fct 4 if ? 
[ 0 0 3 0 ] Sfefc, *H0i*Oi^it^LTn7^Afg 

tiE^ti. wiaaif ■ ®n§gg*\ ffieTp^7AH4T 
mmzs. DiuiBTn^^ASff ■ aifgg«i^ff 

axSt^^T. pIBMft ■ ilflLTJ:^ 

n^"5 ash? ■ mmmmimmtt i t £*tat -ts . 

[ 0 0 3 1 ] #&hjj<o^8&LtW5 
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AlgiE^Ji. luiaifi ■ «BI#'. frfE7°n^"5A 

&HWRr3$fc i DlirtETo^^AHff ■ Mii SMSfE 
£ffdxgtfcvvc &§§!ti:l>7y ■ ^ a ■ ax 
"7-b**^*«fflMtfL. Miasm ■ «iitgi±, miar 

o/5AIff ■ MfiSg(c5y^A££^iJ£M^ ffi 

laro^'^A^ ■ wmmm.t,±. mx&ntwvry 
ahit ■ afi^at#Mt^if:^fST"Bf^LtTMiaa 
m ■ mmmzm<omL. mmmm ■ >&mm±. m^- 
10 {tztdzxmt: iumMm-ti mm lt i v «^ ^ 
t-A«Tii^ l . m^f t tixm t fozm *> ^ 

k^-^-rWf , lifiarn^^A^T ■ ilMgg^igaE 

[ 0 0 3 2 ] *»i!^«««^Lrn^5AIg|iE 
Tn^AL IS7°n^7A^7u{=7°n-bXSr 

^sULm^hru^y^mj ■ mmmst , isrn^ 
7AHff ■ aftss tiifisrff 3 mm ■ mmmmtiz x 

tf ■ »ftsa*\ Mrn/5AHff ■ mmmwmm-t 
20 ^ &gmt« i « a . friar n / 5 a 7ttz£j$& 
xvmfZti&yvi-txtZ'tfr. frlBrn^7A^\ 
rn^5A*frt , &Tvr5J*<nim&&i&t$M 

SHMIfciOtf-sfcS^PfcS^, IfrfBrn^'^AH 
la^HP^ ffl^^^TfW^ ti^r-^ t #»& t 

& # &mui t *r ^ !5rt«-«fWi fc c i -> xms 

tvrzi><DX'fo&frt°ofrZm%l. ^.^tLtz^cox-h 

30 &zt tmmztitzmnzttmh&mmnmt 0 
sxet. mfernr^AUfT ■ afiswitrfarn/ 
7ASr7c^tit§^7°o-feXio®iit ± 5 tutaam ■ 
Mgatafi&fi^i^frt, friaaft ■ 
iiriara^^A»T ■ a^acftBt-rs^gaifcitje 
wmmm^mmjT^zivmmynyyAmn ■ 
mimmcommti 0 xm t , fria^s^t t> «t-j> 

fjfarn^'^AiitT ■ affSM^'friar 
n^'^A^TLt^is^tL^Tn-fex^it i Dfriaa 
40 m ■ mwmbmmmi^mtiz^ mmm ■ mwm. 
tfmiiTuyyj+emm^^mmmTM 
t. iriaro^"7A^T ■ mmmiimz&toL. *> 

^ffiiaTn^7A£0ffiFJt[i*^^^ll&ff^^ii 

^■t. HuieiSfS ■ MasE*\ friarn^7A»T ■ m 
j*(?)m&mmtbm£rz>xm}i &^oi t 
[ 0 0 3 3 ] $ fee, *HBflc7)ie®ji^ 1 rn^Ag 

50 mtl7'^yyl,M^ii,m\xl ^ikb^tX 
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STCA - y ^y^tfc^ x h £iiafB7W7A<7)tfi 
FJr tWSr 5rt-#8^»T-Bi#ft Lfc 

##Mt*^£9 , fufETn^AUff ■ »fl§IB#\ 

* iff tar o ? a « ffiHfr 6* £ nt-^nii-e 

0 7 A*frfi i iPpflE^MflffifiOa^iHirT^jSS 

h h t mm?j yxxMf^i-t 

[oo34] $ tiizttz, *%mm®m&L7viry 
mm-x-mz. mmmm ■ wssmff. MfB7W7A 

■urmiiMzx vmirvfj&mT ■ mmmwnim 
moxmzm^x, misafi- wmw&, mmtx 
x^m^i^mmmi . tmmixx^m^ 
•t$mm t mier uyyMmfi- mimwMm-r & & 

mmt Pb' 3 L , -gcWi^Oiu 

fBTn^AHfr ■ 5ilS!I^BiEi-6if:*«ai:-f 

[ 0 0 3 5 ] &tz, *WRcoWm%: L7n 7 y MUM 

umi* mmm ■ mmm\ me.7vy5M.9m ■ 

ttizi *)mz7v7yMmft ■ mmmrtffis&fto 
igfcfcwc, ^mmzxtvy ■ *a a ■ ;«v-K 
u^m^^ii, mmm-wmwit, warn? 5 
mmi ■ mmwizyvyM^-x^mm. lutarn 
7yMmi ■ mamma, mxmm7a7yAmf 
■ mmmmmmtmmmxm^itLxmmmm ■ m 
mmtzmmi. mmm-mmmma. mritzn 
tzx^mmmzmi-mm lx x v wtz*tm 
mxim 1 , m uz^m t mm-rtzscm t 
wcttitf. m£7uy yM,mf ■ mmm%wmt&z 

[00 36]-*, jfWm7u7yM, I DJIftMaSJ 
flttrli, 7o^5At, m7uyyM^7t[Z7U^Xi 

$&Lmrth7u7yMmi ■ mmmmt. wcmy 
yMmti ■ mmmmbmmztimm ■ mmmt^zi. 

£\ 7a?"5A*#:t, M7W5AcottFJf&*£^-f 

1 Dfft^^. BuiaTn^'^AUfi ■ sums**, m 

I ETn /7A^7C =fc VUff $ n S To -fe x 

7ct4^§ix^7°a-feX(7)WcJ; 0 PilEiift • m®m 

w.tmm*fio£).mz. mimm-mmmmti\ mmy 

n^X^jzb %h 7v7y A^ffiFJTEfe*^^! DM?) 
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1 oiy±#4iifc t £ ffilEiiff ■ MJISE«E 
7°o 7'yM &7tt« $ fut rn ^X«f t i 0 MIE 

7u7yM,mi ■ mmmmtrnm^i oxnt , mmz 

£->-Z¥&LLtz9mtzts^X. tulEMffi ■ WSMSff. 

I 0 0 3 7 ] ttz. *mXD7n?y-M, I DMffMIJl$iJ 
10 WT ; M&. 7u7yMb^ W7U 7 yM^%\Z7Xi^X 
*%$Xmi-th 7u7yKmi ■ jffltUg fc. IITd 

/5a»t ■ wmm t mm m mm ■ mmmmbiz 
xmfcztimm^^Mzti^x. w&TvrjM. 

rw, i : mmtbm , ^ 1 wie ' 

n^^AUfi 1 • Mfl^a*\ ffilETn^'^A^^^jS 
«t y'Uff $ tit 7°n -b x £ #7* , |frlE7°n / 5 ASSff 

co«LfitJ; DfifEaff ■ ^a^stiiff stf ajafrt, 

20 lulEiiff ■ ffl^gf^. MiETP^^ASIff ■ Mftea 
X<7)7Ci:^l>1ulEro/7Ac7)aiFJT**&^t-&iBii& 

mumb. mmm ■ mmmmtK fnern^^A^ 

fc i D milETn 7 y M colM. %'fio-TMb . fff E7°n / 
5A*«iSIES*ifcf:#(c, ffEfflft ■ ffriE 
4»Bai*7C t Ltz T 7 ^ x%m [z i. *) ffl E7°o 7y Mm 

30 [0038]$ ^mnc07n?yM I Daff^I 
#J»2f£ti, lufEMff • #^i't^i;raf{-_ 
o^T, BulET-u^'^AcoajFJfi^Sr^-r^ifllifcj;^ 
«^ £ ffl v ^iMt^fc J; D fflETn 5 A cofglE 
£ff o Xfflzts v . $m&z X h 7 y ■ 9 A M ■ A7 
7-K*^ffli^ti. ItjIETo^^A^T ■ iimUS 

*\ ffiE&stt^itrfEam ■ , lutEais 

• mmm-. mi7uyyMm7 ■ mmmm^zyyy 
M.^jcmzm*). mti7u7yMmi ■ wmmm\ 
mtcm z mmwmmxm^it i tz-%m £■ tut mm ■ 
40 wigst'^ojgt. firiEMft ■ mmmm\ s&^fts 

izscm b mzm o fcs^n t *s-srmtf , iutE7°o 

[0039] S t>lz& tz, ^mm7u7yM I DilfS 

wmmmm.. 7nyyMb, mwyyMZjt^ 

u^^$LLmith7u7yMmi ■ Mwmt. 

m7u7yMmf ■ mmmmbmimfi mm ■ mmm 

■ttiOffi^^^tPS^xAtfeUT, flufBTo 

7yMmn ■ mmmmtiK mrvyyMmf ■ mmmm 
so izmtt mm mmt mti7v7yMitjt 
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ah?? ■ sums**. mfas^^mi2To^7A**t 

MIET n 7 A ay ffiFJt £ f^iH b * 5rt»« 
XSfc . OTfBTn^AUff ■ afiSB^WfETn^ 

^jtizm&ztiiz.rv-bxcoymizi. o meant ■ & 
gnat aft £fm:me mmm ■ *pii»\ m 

ffHB«!gtiE2rfT 3 Igfc . luiaS*^|fflBTn^7A 

t frisr a y'yj^i?) \m&*immm bMm 
-mm b \z j; o t 4Bg§ ftfc *> s i t #«ist- 

futETn^AUff ■ afi^B^miETn 
£ Tct&fc $ jfXJt 7°o -tr xcomm l/ZX 9 MIEMfl 
■ MS§SBfcafi£ff mfESlft ■ »»B# 

lulE7°n^7AcO£lififf***l»^Wit^#^iei:, 
MfETn^AHfr ■ afiSB^fSfiEtJ&ftU *»off 

e mfEafi ■ assm**, iuie7°o^5amt ■ mm 

feflJISTn /5 AWffiBf fl^Mit£#. 

Si^Mis jet: t fcr ? -tzmmz x o friETW:? a 

-rs. 

[0040] ^Bg^rn/^i, i DafimaiiJ 

tt£r$£ti, mlETP^^A^ff ■ afiSB*\ il5fEg£ 
^'fif S7°n frlETn 7' 5 A ay £fJt A* £^ 

•r j mm,bm^-r%mmb izx ^tsj^tw 
sb § *> t" 3 *>s?is-f siscfc ^ , friE^^'friB 

x.xy m^rxiy^^mm^^t'kwmbn^ 
m^mmt^mrnxu^Lxr^ yi^h £#s 1 1 

y'xXb £f#, ffl^SM h**-5rt4*»ir5 
[004 1] 3 fet, *H0J!WTn7'5A I Daff»l 

mmm\±, mmmt-mmm-, mmm^y^m 

n&tFastJ: o mErn^AUff ■ m\wmmm 
ff3igm^, ffiiEaff ■ jp^Kj&s, afiLTi: 
v^£^&i»§t£ffe. miru^y^mi ■ mm 
mwizim-tmmmbmmmbx ±i»^ 
rant ^-srts ? a>£ W5&ts ; t sitafc-t 

[0042] ^tit, #%ffiC0y°n7yA I Dafl 
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AUff ■ mmmmiznmt^mmaxvmmmm^ 
tz-mm&zi *)im7v?7j*mf ■ mmgmrn 

x7-FMi ! ffln^> ffliaaft ■ tammmz. wia 
rn/7AWi ■ afiSSt^y^A^^ij^M^ , 

yj^mn ■ wmmmzim^mmmxm^ikLxmm 
mm ■ mmwizm<omb. miEafi ■ ^asati. m 
^ffc§ fife & mmizim-t h aft l t x * 

10 ^aWCIM^-L. m^LtzX^bMm^fzX^ 

n-jmt. 7uy?Ab. mru^y^mzrvi^x 
tz&Lzgtt&rurvMmr ■ m\mwb. i/n 
^5AHfi= ■ afi^ataft^ff 3 aft ■ Masatt 

'Mf)£?iU.'lfflf^ 2.7-y,t_£sn-C. mtrn'/yJ, 

Mil ■ namm s . mru?yj*mi ■ mmmmzim 
-ti^smaxx/mmt . mmruyy^Mztm 

20 HXlfMl^fihru^xb^^, Miru^yM, 

ffl^-^^-ti-T fft£§ fifc r- ^ t *r L&mm bm% 
AUff ■ afi^a^\ #w^^tffiarn^7A*#:i3j; 

ME^itS¥^ffl^^^Tf^§^T-^ fc#» 

tuz i> cnx-fo & b 5 fr£1ffl L, £.$t£iit.ii><7) 

30 £fc&Igfc , B5IBTn^5A|i^r ■ affSa^'fjIET 
n ^7 A £7tte£j££ tifcrn-b x^Jlt ± 0 tiffEM 

ft ■ »gataif atifrt. ffiEaft ■ 
*\ fiiE7°n^5A^ff ■ mmmzttmthmm& 
xmmmm^Mm-M^z^miir^yy^m 
\i ■ m\mm.mw£\ioTMb , friE^^^t^ 

±it^nit^-tc. ffiriETn^^AMf ■ mmmmm 
tiru^yA^^z^^Ktzru^xamm^zi. 
tEafi ■ wmmtmm&itTo&Miz. mmmm ■ ms. 
40 mmmmru y y a co tM** & ^-r^a & # s i 
st. HuiETn^'^AMf ■ mmmmmmzmhL. 
fr^mmr vfyAcommz m-t&mm mt> titz 
tuiaafi ■ »i^a*\ miaTn^^A^f ■ 
aft sat ± m&mm%mmmcDm o 

nfx ■ afisatafi s-saist &^tf- 1 §r»at 

[0044] § feC ^m^ru^yK I Daff^I 
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xim $ titz'T — 9 1 %m%£ftj&t&&mmtft* 
%-fM&mm t iz ± r> x>m § titz t> nxh & *» f a *» 

£5Hrr £ Igfc is V , #g£«E7° 0^7 A##; 

J: t< iilE^affif Srffi^^T ffcjtSfifcr - ? S- 
A^ya MftT-v \ «y y y t y'xXf £ mf E7°n 
^5 A^ffiFJri*£ltt-#A v l§ifc 

A'j^xvb, friarn ^5 x tfam&msm 
m&sirtx im*iifrr- ? w > :,msiX' ^ ■■> 

[ 0 0 4 5 ] 3 *fra<7)7W':7A I DMfl 

«SI«Rf3c{i. frlEMff ■ fulE7W;7 

AH*? ■ mmm^izttmi-i&mm&zvfflm&m^ 
mzfioxmiz^x. ffiasmm-wmmff. mmt 
mmmmzimt & mm t Krism 1 x ± v « 

[0046] ifc, *^Bj^Tn^"5A I Daii^nM 

fflttrffit±. miEaft ■ IuIeto^amt 

attttzi. DIulETn^^A^f • aflUg^iSM^T 

Ytttm^^ti, mmm • jaajiini, tutE7W 

■ fflftgat^y^A^^JSrillO. MET 

ft ■ mmmm^nm-tmmmximitLxmtmm ■ 
wmmzmtoML. mmmm-mmmmz. m^itz 
fitzx^mmm^imth mm lx z. i w^t^ 

-8ct*Uf, fufETn^ASff ■ jiff ggSrlSIItl. 
[ 0 0 4 7 ] flHi\ if^Wyruy^M, I DaftiSBftJ 

£ ttfiiM LUfit- s mm? n ^ 7 AHff ■ 
mmm.uz^m^Kh'mk^^nz^x . m 

IE7Wt>A£\ 7n77A#, fcitAflTo^A 
«ftFJTE±J*£?rf 1 Dffie£-&#. fcSrn^^A^Tct: 

*s , lira A i fcfcjJS'JO ft h ?u?y A &7cfcJSfl£> 

hh?-a?=>^mi ■ mmm>^Ltzmmh?v 

%&mm?n?y -A«tBFJri*£ii'f I DfflfiO-SSifc 
ti^SP*#SIgt, 1ufB£F/ri*£fl^ I DMfimt> 

m&mm 1 D^t irn^AHfr ■ mmmm 
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co?u*x<v7tt%&mi?u77j><viiii%&£zmt 
zmt 1 dpi ^y±i?&ttiirmmm<-mt % 

[0048] ttz, ^WRco~ru77A I DafftEHSiJ 

^^Lmff~thmm^?^y y ^wn ■ mmmwt 

tz£ OfflSSfLSfiHS^-rAtti^T. 1ulETn^"5 
l tz?jp) ,f ) -/ n -fe > m £ 'ii ill , M ? n 7 ? A 

Hff ■ afii§g£\ ffl^7n77Aiif ■ aftsg*^ 

W7p^5A»t ■ affSBW«rn-feX07Ct^l> 

HfriETo^7AotijFJt4*^^^Mit^*^mf#§ 
• afi^g*^#^^^ffiiit @7d/7ai 

20 ■ afSSfirtto^D-fex^Tct^ljlirfETn^^AfiO 

xmt. m?v?7j>m ■ mimwtf. m-?*?*? 
AUff • afi^Srt^rp^xo7ct^i=iuiE7°n^7 

n^AHf? • afiMSrti07°n-t^tf07ct^l.7°n^ 
^AWfflSIIiE^f olgt , ffif7n^7iilf ■ a 

m^g^^ff ^^^ffliit g7n/5Aifi ■ mm 

Uft<7)?v-tX(D7tk %&MS?vy7 A<7)ttiFJfi*S: 

tt«t«L, ^fflf7n/ 7 At}f ■ aft 

30 mm fro ? n ^ x <7)tc t =3c § ? P ^ 7 A ^'ffi 5f HI $ n 

[0049] ^*hvtmi^ 7.% 1 Dar,«n 
mm*.. m?vy?j*m-mmm&. m-?*r 

yJ^m ■ WimWftV?n^xcr)jtt%&mm?n7 

y^m&mmi-itmm&xmmmzfn^xm^ 

7n/ 7 AlR ■ aff^a^<7)7°n'fc:X<?)7ut : 5:-l»7°n 

77 J±<r>mmm$:fi 0 xmza v , ^iHiit i § v 

y ■ ■ nxy- FttfM^^fi. S7n75A 

40 »f-aff^s*\ i7n77iifT -mmmmzim 
-t&mmim^TvrvAmT ■ mmmmzm<o. m 
f7o^ 7 Aiff ■ aftMc^y^'A^^ij^^ix 

^#umo, fi¥7o77AMf ■ mmmwij\ wcm 

^ffl#7o^5A^ ■ amHBrt«7"o-fe^«7ct5: 
^fTlETn^7Ac?)ffiFJf6*^^A v if«t»^^i< 
««TBi^L^3t^iJ^S7°o^':7A||fi ■ affSB 
tSOJEL. l7n75Alfi ■ aftsw, Bf^ftS 

50 ff ■ aft^safi^artforo-fex^Tc t ^ s 70 
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[0050] sfet:, jfimaymy^j* i Damim 

^fc^t^l-SIS^OTo^A^fT ■ MftSM 
fc£± 7-«£ti&ff#vX-rAti^T, fufE7W 

fflStt 1.^^*5 J: U^Kifc. ffl^7n7'7AWf ■ 
MflSSBttfll-tS&ia&fc . mlE7W7A£x££ 
mi X X/mn Zti&7vHzAb%'&&. iflETn ? y A 

frias«^'tfriS7°n^"5 miEMffirn?" 

aSB^fflV^illtt^t J: ^f7n/5AIfi ■ a 

fiiiiwigiESff en^t . nru^yAMx ■ mmm 

cO£KBf t&fcfcftt&flMi: *f fcfciiMffci: fc J: T£ 

tifc «> OTt £ ; t fimmTZ tzm^iz , lutEam 
o irt, tute^fflii^ffl^rn/^A^f • aim 

Wcfsi&lgfc , i7n^"5A»T • JHHSfca*, ffl 
^n/^Alff ■ afiiSE^#^^AMltlfc gr 
nyyimi ■ afigart^rn-fex^jct ^rsiiner 

yv^x(?)7tt%& rn ry&tfmmm. £ ft . trow 

f7n/5ASff ■ affl»^# W^lltfe gr 
n/5Alfi ■ iifigErt^7°o^^«7ct5:^f)fET 

A Wiri*!- H-f&HWIfc St Lfc t # 
S7n77Alff ■ il^S*JiifiS&S:ia<lSt £Hr 

[00 5 1 ] ^WiOTW'^A I Djifit 

IEH$iJ»*^(i. ffiTn^AHfr ■ afl§»\ Mi 

m^mmru y y a** t mam? ? ^tm 

OTI) 4 A> t* 5 M^f & iStris v^T, fuf EW£#* 
lulE7°n^"5A*ftc^^-y^^MSTVN- 7 ^y^Lt^ 

7^1fi ■ afiHS#\ MIEg£ffi£iiufE7W7>A<?) 

1 1 £ fflE7°n 7 7 A*#;^ y s ■/ v a BfflfttV n >y ^ V ^ 
yiX 1- M^M yiX b^-SnT^i: 
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[0052]it, ^BJ^rW^A I DaffteWJ 
«ttrffi«, WTn^A»T-iIfiS»\ ffl¥7W 

^tz&mmttizx w¥ruyyj*$m ■ mmmwco 
izm'tfoxmiz&^x. M7°n^An?T ■ affgg 

j;^ffl*&^-r&«tffl*Tp^5A^ ■ amse 

10 t'o^w^rsit^^fstt-rs. 

[00 5 3] S tt, i$mm-T x n?=>K I DafftSH 
®J»*iS«i. fi7n^'7AitT ■ affga*\ fflf7n 

ffl^jt&sit^cj: Dffl^rn^'5A»T ■ amiss 
eDigatefreigcri^vc. &MHtJ;S7y ■ ^^a 
■ ^wv-hm^m^ srn^AUff ■ am 

SSJi. fflf7n/5AMf ■ afiSS^^ffl^rn^" 
•7A^ff ■ M(h^M(c l#fi-r*&f#IS!£*!k fll r-ru/ 

7Aiif ■ mwm^y^m-x^wm , m^r 

20 n/5ASfi ■ aifgati. f^^?iJSrffl#7°n^7A 

»f ■ afi^Bt#n-^i:^aT-Bf-f^tTg7°n^ 

fi^BJi. Bi^Six^^iJ^ffi^7°n^7A»fi ■ 

[0 0 54] SfetSfc, *^B^7°n^'5A I Dfift 

my 7 Aiff- fflfinai (oigSE t t , *^W7°n 
30 yyimi ■ mmmm^zxhm^mm^mm^m 
& ') iz-m-zbrnMiAhz, t *• t. m-txisiwaR 

*\ afis# 1 o tfiswtaa^ffisaft 

mmmm^ummimmwMmt . aff^^in 

»t mKT'o^^AWEflBf***:^^^ 
^^nfc^C 1ufE7°n^"7A^7t;^4i)t§^7°n 

■fe^afi^ff^^, mruyyj+mi ■ mmrnm.^ 
40 ffegafs^Wigffiw 1 otanis&^&fj 0 , &s 

[005 5] ife, t^bHwWt'A I DafftEH$iJ 
«SS<±, 7D/7AL «-7°a^"5A&7C^7°o-b 

x^^L^-n.sawro^^ASff ■ aftsat 
tj; m^tuwmiyx^Mzn^x . mmruyy 
AUff ■ afiss*\ S7P/7AM ■ aftsatft 

Kt-|-A v M«fcJ;y'MW«t. ffl^7n^7Alff ■ W 

mmmzimi-hitmmb , #Tn^"^A^7ct^^ 

il^UffSfiSrn-feXt^^. ^7°n^"7A*\ 7° 
50 n/7A**fc, ll7°o^"^Acoa5FJTi*&^-rA v mit 
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h^tx <m § titz r - 9 izn L&mm tm 
mmm». m»'n/7A^j:t;ii^ 

ft ■ MffgS*\ ffi^7n/5Alff ■ jUMgHfctfB 
i>lrRjf J; C^E'^lt-r m \ •■tz 'i^Wt Hi^Xz 7 ') m 

lift ■ Mffgg^fEX, &7n/5Alfi ■ MflSat 

7n^7Alfi ; ■ afiMS«!,gEtfiS.*L. ^S7n 
t *) l,z-^t&&WM& 1 oOh*4 1 S fc, M7o;" 

[00 56] jfWmruyjM, I DjiflieH 

fMttfrStfi, K7W7^Hff • afi§ta#. 
Ml E7° n / 5 ± V m iw *a»£*>-rc 

=t twiE^iaasp * ffl^^r im § r - 9 * a 

7 i^HitCvvy ^y7"U^"7 > ; xX h Srmfarn^ 

0 . m^Tuyy&mf ■ mm 
mm* , =s-w^fi & tfff B7°n ^5 Awaifiif **&*-t# 

tiff BTo 7" 5 A *fr£3 i t^iE^M 7'fM2 ftfc 
t — 7 v y ^ A piK"A v 7W =JxX h £ 

#, IS7"7 yi^ b fc 1uiE7M vx* MJf fc#-ltt& 

[00 57] Zh\Z&tz, ^WncoyvfyA I Dilft 

7o77Aiff ■ mmmzim-th-'mm&kmm 
immv^mmk^zx ^m^r^yy^m ■ mm 
mmmmizftdTmiz&^x, wru^y^mi ■ a 
mmw&. mmixx^m^^i-mmitffit. mm 
mLx^m^^t&mmtm^Tv7'y^mft ■ a 
imwizim-ti&mmMv 1 ^a±^mmt^-^ 

[00 58] ±tz, ^m<7)TU?yJ± I DJIfttEWJ 
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ISfE&ft^IfStfcUT. ^m^tisyy ■ 9 41* ■ 
;«y-F7fit»^^ |7n75ASff ■ m\m 

m±. m^ru9yi,mn ■ mmm^w^ruyy 

AUft ■ mmmwizy yyjjzxmzm . «f7n 
^"5A^ft ■ Mfisati. it^^iJ^ffi^rn^'^Aii 
ft ■ m\mmzim~thwmrz'mmtLx 
AUft ■ afisat3iD3it, arn^AUff ■ afi 
MSi, Bi^£fi^£^£ffl#7W5Afift ■ a 
10 m^a^^#^»A v Hpi«ra^L, mLt&cmt 

[00 5 9] § *Mffl7n^7A I DMfftSffl 
S0«*ffiJi. Srn^5AHft ■ jlfigW. »7o 

/7Aift ■ mmmmcmBz&ThL. t^nru^y 

t-srts ^m^'fe h t # t , Tn-fexraioaft s^sr 
iKigfcfcwc, ro^^Asift ■ jiftsa*\ a 

UIE7'n^5A^ajJJf**** , t4«l!«6 J 1 oja 
±»^,^»^(c. mlE7°n^7A^7t^^S^7° 

coiifi^a^\ # ^tLfc ajFJti* & m-t&rmizttm 

[0060] *M«7n/7A I D®fi 

l t y 7 >y h 7)#* - b l . mim% 

-P— P^il»c?)y 7 »/ b t*fj£t-S i t * # 

[ 0 0 6 1 ] -77, *^3J!«&^«ttaffS&S«77& 

Litft^J:y'afit-i.rn^7A^ft ■ mmmwtiz x 
<om^tii>mm>'^Mzm^x . mmr^^y^m 
40 ft ■ iiffga*\ iiriE7°o^77,^7ct^jtfc ir/mf 

^tihrrt^xb^^. friar n 7" ? A ^\ 7°n7"5 

ms& i oftfc o ammzmm^immmmmm-t 
mmmmt . msTn^^tamAmm-t^mm 
iz i ^&±ffitf-s>wmmmmm®ib . 1 i&±<m 
(mmxmbiitZ; frtETo^7AHft ■ aftsa^' 

fiETP^^A^Tct^^tL^Tn-bX^^Jlt J: 0 
aff &ft d etc, £Mi*£i^f-^glfc 

50 t?«n ftt^iffl HtfftT-SIgS-lr^ifcSr^ 
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[0062]£4fc^. 

I * 1 „ ir£ Li, tl L, > < fnnni - 

s« t v . 7 h b t^fjE l . wimmmM 

[00 63] 

[00 64] ( i ) mi emmmm 

m i £#s$ts fc , i nmmmmizmm 

(4. HffWfgfc i^il€«tg&*tS7-n^5^llff • 

•g-Mft ■ MagS^'M^i-LitMfil 2 i: . flt^itS 

1 llzj yxv-fUZtiXMftZtilTvyyJ+l 1 2 

[00 6 5] ggfr«ffi*3 «fc t^MMKBtt . Javalt 

[0066] mtm\ 1 1 t-m. mm ( ph 

S (Personal HandyPhone) ^ 
if) , Stfffll««5l^E*qB£S#lS. 
[0 0 6 7] lBl2tUli, POS (Point 

of sales) wmtm^tih . 
[oo6s] 8t#ts& 1 1 tsttft 1 2 tsor^afia 

IBii. XiJ^V y^mm^-ft Bluetooth, 
MILAN (Local Area Net wo r 
k) , PIAFS (PHS Internet Acc 
ess Forum Standard) m&mM 

[00 69] mm m±, mmx^ &m&*mm 

SPl 1 1 fc, 7°n7'5Al 1 2Jltffl,Tn-t:Xl 1 

2 o t . 1 1 iznmtmmm 1 1 3 1 & 1 # 
^raii 1 1 3 2 1 azA,"cmf8.ztix^&. 

[00 70] 7n7'5A 1 1 2(4, 7W7A** 1 1 
2 1 b . TufyJ* 1 1 2<7)ltiffi&%i&t£SMl 1 
2 2 1 fc. 7°n^"^A*#cl 1 2 1 Sr^-y^AlWi^TVN 

y^y^L^^^xxh^^Miii i 22itnm 
•mm (w&tr) xmmtLtzm^ w*)V& 

m^W^) Tj>SA-yy A g[l 1 2 3 1 fcfcSXT 
ftj££irO^ 0 7W5A1 1 2(4, Zcoim 

n/7A#l 12 1, £§Mtl 12 2 1, tUWVy 

[0071] itsi 2(4, mmt-z^m^^jk 
mm± ix . mm& 1 1 i-f«i-i>^fflii 1132s- 

to. 
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3 0 

[ 0 0 7 2 ] 02 t . Ifll 1 1 

frwmmi 1 lfeitfiigi 2«ii4, vN-y^^fi 

mZ^y7S 101t, iIfM3g4XT>y7°S 1 0 
2b. Jt^MStLXx-yTS 1 0 3 b . TnfyAft 
BfiSHS^T^-yTS 1 04b. 7u?y£.mEX c r>y 
7°S 1 0 5 , Tn^5A^IUiE7.f-'y7 0 S 1 0 6 fc*> 

[ o o 7 3 ] act. ^ o «t 3 izmmztitzm 1 onstw 

JBIBtffi S 1 7°n 5 -A |gE*ffi!6* jSffl § tut 

io mm^^y-^commz^^x . mimv ! m2amL 
xmmmwi-i. 

t o o 7 4 ] i-r . imtm 1 1 (4, &m*wm 1 

1 ItiO, A 7 yafl 123 1^7W5A*#;l 

1 2 liUV'&«l 12 2 1 fc#£&t18?&»fcfc,fc 

TS 1 0 1 ) . PL<J4. S^^Affigg»l 1 K4. a 
•y ^ j-fl 112 3 1 Sr^Mli 112 2 1 T"fM^LT7°n 

^-Mstffcl 1 2 ljAyy^Lt^yiXMH 
-S— 77 . 7"0/5A*f 1 1 2 1 &Ktt^A.y^aWSS: 

112 3 1 #7W7A#flsl 1 2 ltJiV^HUil 1 

2 2 1 f:*t*!3rt«t«ii:fc:J:o-c^SfLfet>«Tfc 

2 1 is ±tf£flWJ| 112 2 1 **iS«Sflfc t < » 
7n/5A 1 1 2#jtiE&ffiFJT£*£ fcoi t SflBgl- 
4. Srii, ISB1 lt7°n^'5A 

1 \ 2imX. tzbUi¥*7Vxi-Y^td-zb%\ i z\\& 

30 [0075] mz. m^mz 1 1 ^«rn^7 a i 1 2 

* Hfft 6 Tn^x 1120 1 2 t fflfl£ L J: 

-) b ixmmmsz^z^tzm^ (xf^rs 1 0 

2) , ^^(4^MUfft. »#il 2(4. rnmrni 1 

tfffii-rs^sii 1 3 2&*rfwmi 1 3 1 s-ffl^ 

TS 1 0 3 ) . 

[ 0 0 7 6 ] b Mis 1 2 (4. i ttfilfi UT 

±v^ffl¥S:5rr&iifitt Lxuntm^mzi 1 1# 
sw-5&s» 1 1 3 2 1 . mmmz 1 1 

40 ffijg 1 1 tdffRTTS^jl 1 1 3 2 t s&s— St-TS frb o 

ipitrnt. -WiLtz^z'mmm lmmzaz 

[0077] RSA (Ri vest, Shami 

r, Ad 1 eman) CO&BMIfclASyy ■ A ■ A 
XV— K (One Time Password)M 

^^IJ^MO ("Challenge"). 1 

l^a^a^iggpi i K4-eco^^ijsr^Ki 1 

fcfffifrtSfBlfi&l 1 3 lT-Bf#ftLTfi«Sl 2tM 
50 OJILC'Response " ) . %LMs 1 2 (4B#^€ 
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itt^\mmzwmix x^w^z^-t&mmb i 
xim-tm^tmi 1 mm-rimmi 1 3 2tim 

v-m-mi, wmmm 1 (04 

0. MflLTiMffl^^&ISSfcLTft^SiiSIf? 
«s 1 1 t#ia-t S^Uft 1 2 3 2 fc 1 
1 3 1 kfm-fh t>0» -chittm-ti, 
[00 78] »^«s 1 1 mzmztm itz^. mm 
si 2(±. »«si iiki 

«S HCiSA-y yiMiESwfiHI 112 2 

1 mmm 1 1 ti5A 7 zsz.mm8&&£&3 

^T7o77Al 1 2 3&*^jE^rffiJ5f t»o t, 

-5 L (Xf77Sl04), 
(i'ff ibtut^tBHfll 112 2 1 T7"n7'7A 1 1 2 t^ISIE 
Lfcfc-*"* U-r-y7°S 10 5). 
[ 0 0 7 9 ] -77. »^«S 1 1 «SIEfc:*Bctfc«^ 
U^v7°S 10 3). SfcJi&li&l 1221 &7U 
7yJ± 1 1 2«*jE*ajBf****'t&HW|-C*36»ofe 
Utv7°S 104). ftffiftl 2(4, 7W5A 
1 1 2£i&iELftv\ 

[ 0 0 8 0 ] H 1 tfOHifceOJMSC J:tl(4 , To ?y A 1 
1 2*««&t^5r<Tt. MSI 2(4. a«Sl 
2taff£fcJ;dfcLT#£fJi^iiSl 1^7n^X 

1 1 2 0?)7Cfc&l>7W5Al 1 2comm^ffiX'fo 

5Aii2 *7c(cLT«fM-sst»aKB 1 1 tmmmi 

3 ttMftl 2#7°n??Al 1 20^0^4 L 

*B&± L^ofMff? i fc £ . 

[0081] (2) m2^mm<^mm 

m3% imt & k . #fra«si 2 ^%m.<mmz\% & % 

(4. ilT»J;y'IflIt^WtS7D/5A»f ■ 
£fl§g^®ffl§*ifc£#«&2 1 fc . }IfI»^Wt 

mm ■ mimmfimmtvtzMmz2 2 1 . mmz 

2UZ4>Z h-il ZtL'CmtfZilZ Toy y 1. 2 1 2 

[0082] HffHSflgfci^afiiaiili, j a v a&fc- 
a^sfts. 

[0083] KB2 1 fc LT(4, »M£« ( P H 

starts) , w$mmmmsiztiz>. 

[0084] il«S2 2 fc LT(4. P O SS*^£« 

[0085] W2 1 t»S2 2 fc<«»fift 
ffi(4, xU^y yft^i&qgifi-rs Bluetooth, 

«lan, p i a f s f&immm&mffi"&& 
[oo86] »^«S2 1 (4. mmx-% sa*&*«ig 

U2 1 1 fc, 7W5A2 1 2^fitl,7o«2 1 

2 0 t . »«S 2 1 fcfflSW-SSBHi 2 1 3 1 is Xl/ 

mS&2 1 3 2 fc 
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[0087] 7W5A2 1 2(4. 7W5A*#;2 1 

2 1 1 . rn^"5A2 1 2ffm%&mmt&rmn2 

1 2 2 1-2 1 2 2 n ( n(42tl±«IEffitt OTN 
«) fc . 7W:?A*#;2 1 2 1 fcJ:V'&lf1il3¥2 1 2 

2 1-2 1 2 2 nM^MTf «?^f-^^A 
■y i^MirTWy S'^U^ vi* h £#&MH2 

1 2 2 1 - 2 1 2 2 n fcM^&^H^i ( EKHfcf ) 
T"^mnf^LfcS*ST"S)l>^'7^^fil¥2 1 2 

3 1-2 1 2 3nfc££vW1ft£3*VCMS. &fc. 7° 
10 P77A2 1 2(4. ^WffiFJr (SBijG^) fciV'S* 

(A->f g y^) tfeut, 7W?a*#;2 12 1, 

&§BStSf2 1 22 1-2 1 22 n, fcit^Vy^ffli? 

2 1 2 3 1-2 1 23 n*M*fc LTffrS^ftT^I.. 
[0088] a«S 2 2 (4 . Iff IX X \ *&ttv?t4i 

mmb lx . ^«S2 1 mm-tt&mm2 1 3 2 £ 

[ 0 0 8 9 ] 04 b . BB2 1 cOffi^S 

&mmm2 1 ifciv««S2 2«i(4. A^ a « 

«1S^T 77S2 0U. Mimti^?- T '7 7° S 2 0 
20 2 fc . »«S!SliEXr 77 S 2 0 3 fc , 7D/7Ai 
*WSX^-/7°S 2 0 4 fc. 7°n^7A|gfIE^T77°S 
2 0 5 fc . Tn^A^igiEXfyTS 2 0 6 fc^& 

So 

[ 0 0 9 0 ] act, i W i 3 tSMtSsftfcSS 2 c^UMO 
»Ka tffi £ L 7°n ^7 A ISIE^** ilffl § 

flHB^rAWlM^Kov^, 03iij;VM4^#B3L 

[0091] ti*. »«S2 1 (4. mmmmu2 

HCi 1 ), #A.yy i!2 1 2 3 1-2 1 23 n#i7° 
30 n/5A*#2 1 2 1 fej;VmmP2 12 2 1-21 
2 2nt#«2 1 22 1-2 1 2 2 n fc 
««iifc(- ± oT^S^i^T$>l>^fc 5 

h Uf77S20 1 ) . f¥fc<(4. 8»a*S2 
1 1(4. #^>y^^ffl2 1 23 1-2 1 2 3n£#£HB 
12 1 22 1-2 1 22 nT'-eit-?'ixfI-^LT7°n^5 
A**2 2 2 1 J:U'£!p11P2 1 2 2 1-2 1 2 2 n 

^XPP^ff^-TT. 7°n^'7A*ft2 1 2 ItiXlf 
40 ^liS¥2 1 2 2 1 - 2 1 2 2 n ^ffl^fc^T#^$ 
ivfcT- 9 * Wf&W \ y jl MST-v n ./ ^ y ^ L X ¥A 
yxXb^fl, fS^M y'xXb fc ^ yiX bffico— p 
—?fc iffi££r^Sct&frH o friZti?tUm-f& - 
fcT. #A 7 yaf2 1 23 1-2 1 2 3 nifT*?? 
A*ft2 1 2 1 J:U'^!§tlff2 1 2 2 1-2 1 2 2 n 
fc#4MM2 1 2 2 1-2 1 22 n fc«§r^t-#*^ft 
fc l/z X -> X « $ titz t, !> fc" 5 3{p £■ ^i'L-fi iffi 

sl, miLtz^is^mznfo-th&wmniikiL ^ 

^ib^. 7°n^"7A*ft2 1 2 lfciV'&HBii 
50 fflf2 1 2 2 1-2 1 2 2 n*\ ^M^Ktz\h<nXt£< , 
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2 1 2 ^zJJA. k yo- F k # 1 1 @ 

[oo'-)2] #(c . 1 n<rrm>/yjs 2 1 2 

*2gff$-*Tn-fe.x2 1 2 0*i»H2 2t)ifi^tj; 
a k LTSflS^fteLfc^U'r -y7"S 2 0 2). 
^cii Willy »S2 2(4. I5B2 1 fcttK 
t-|.i}««2 1 3 liJilfMl2 1 3 2»*^I 

03) . 

[0093] taif, «H2 2«i, i^^'afttr 
ia-ts4^a«2 1 3 2 1 . »«S2 1 mm-tirn^ 

fits 2 1 tf«-f-^&M2 1 3 2 fctf-atf-fc*^ 
U -i[L^*^tii^«§5 2 lOfgaES-fr 

•3 . 

[0 0 94] RSAW&iiKiSVy • 94 A 

2 1 iZ 7 VVhtz-X^Wik 0 ( " C h a 1 1 e n g 
e" ) , 8t#tR&2 1 ^ffl^a^fifggE 2 1 lli*<0S: 
^J£*»l»»2 1 W«t-I»f£^2 1 3 lt'Bf^ 
LTffl«^2 2£ilML ("Response"), 

2 2 \m^\tuz-x^-mm^jm tx^m 
***-tm&k ixmt&mmm 1 Mmt& 
mm 2132 l , Lfcx^j t £ 

k tTffi^fl>j««S2 1 t#HtS^M«2 1 3 2 

titFrfs«2 1 3 1 £FjfWir§ km 
m-i. 

[0 0 9 5] traiS2 1 <?yi>mz.mi> l « 

S2 2 fi. W§mZ2 1 C0ffi^3^«flga52 11K» 

A2 1 2&nm:m i ft&^zh^h<nz'hhkm'&L 

Uf77S2 04) . ^WiEom^^-gP^fi^ 
SPT'Tn^'7^2 1 2£l2ELfcti-5 (7.T--y7°S2 

05) . 

[00 96]-*, »^«S2 1 tf>^aEl3fclftLfc#£ 
(Xf77S203) , *3t«7°n^7A2 1 2S0SIE 

7S2 04) , IB2 2I±, 7nm2 12^Si 
Uf^ (XT77S206) . 

[0097]^, mm2nmmnmmrc\t. xf? 

7° s 2 0 4 TB§#«3! 2 1 £ J: h )\ •■/ jl tt «f So 
n/5A2 1 2^'*iE^tBH)f6*Srtot(?)T'S)l.tW 
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34 

M&OM* *)lz$ffi8m2 12 2 1-2122 nCO^ 

xffit&tLX\'*tik%tzwrxii' ! 7j*2 i 2^'SjE^- 

[0098] J +!he 1.^'- I'll, ' n ' - ' _ 

1 2#&MR$2 122 1-2 1 2 2n£^Oik£tt 
■**£(4, 7W^A**2 12 1k k ttffifi^-l.^ 
Iflllff2 12 2 1-212 2 nfcftUI^frC&^vy 
^jl«S2 1 23 1-2 1 23n^#«:tH, 

[0099] (2) m3commmm 

0 5 fciHH-f S k . ?&m<?M 3 coMMcoBBm h T 

■ »fii£g#Mffl£^»raif!3 lk. affair 
-rasui ■ ?asga* s 3iffl$ix^«S3 2 k . 

S3 lfc-f yxb-;k§ftTilff£;ft&7W7A3 1 

2 *w±g&#1fjfc£;frO>.&. 
[0100] HffflMBfc itMfiTO. Javaif 

20 **Hj&&;h.S. 

[0101] jf«S3 1 k LTi4. ( PH 

[0102] S«S3 2 k LTJi. P O SS*W«S 

[0103] ws3 1 k»S3 2 kcomcvmim 

ffili, y%mtmmi-& Bluetooth, 

nefc l a n , p i a f s m<ommmmii%mxmM> 
[0104] «n*&3 1 ji, mmx-% tmm^mm 

30 §153 1 1 k. 7W7A3 1 2&»fi : tS7ntX3 1 
[0105] 7U/5A3 1 2(4, 7°n^"5 A*#;3 1 

2 1k. 7n/5A3 1 2<?mf\&&zm- j jkvm3 1 

2 2 1 fixmmms \ 2 a 1 1 ^^titBgstir^ 

*. ^fc, 70/5A3 1 2i±, ^«tiiFif (S^7C^) 
(A'-y 3 y|) tijvvc, rn^'^A** 

3 12 1, ^«3 12 2 1, ti£r/Wmm:3 12 4 1 
* 5 '-*kLT#fi)c§aTV^ 0 

[ 0 1 0 6 ] H6 k . »^«S3 1 ^fi^ii 

40 *tggE& 3 1 1 ti i tif«»*i 3 2 vrnmi . aft 

tXr,.7S3 0 1 k . i:RRjfrcn.^7'V 7 S3 0 2 
fc . 7°P^7A!StEXr 77S 3 0 3 k . ail ■ Max 

f77S304k aft ■ mmLXTvrs305k 

[0107] St, a taUS§fl)t^3c?)ISMSC?) 

»ss7n/7A 1 Dafi^a$ij»73ffi^3tffl§n 

^'fPS^xAOllff^UT. 05fcj;V'El6^#EB 
[0108] Btra«S3 1 fr(V7n?y A 3 1 2 £Hfr 

50 -rs7°n-tx3 1 2 0 /j'Stf 1 - 2 - a#t§t^a 
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mm&mLZttmet (xf^rs 301). «s 

3 2(4. »«#|3 l«ffl^«^3 1 1 ZftL 
T, 7°n-tA3 1 2 0«7ct£&7W7'A3 1 2tf>ffi 
FJf**^lSt-&Mii3 12 2 1 £#S (Xf77S 3 0 

2) . 

[0109] ii«ls3 2f4. KB3 1 

a^Mfi&8B3 1 1 fcjtfU &I8&3 1 2 2 1 itSIMff 
H3 1 24 1 ^M^^M^ti 17a«3 1 2 
0<?)7ct5rl>7°n^"5A3 1 2^»iE : SrtiiFJ f fEil*^ i>-3 
^T&S^t'oj&^fgfiE-f & (Xf77S303) „ 

[oiio] tztm, RSA«oAH«itJ:4yy ■ * 

^A ■ y^y-K^Srffl^l^, H«H3 2{4Ji-f| 

«S3 i^a»a*iS3 1 1 (^y^A^^^o 

("Challenge"). MB3 1 <?Mfr&fr 

mmms 1 im<D^mr^x3 1 2 o^t^ 

1 2»aj0fi5fE^a-r^Ha3 1221 
t*t£3rtI5®ll3 1 24 l"Cie#ftl/C8M»3 2t 
jIOjIL ("Response"), H«§|3 2{iBf^ 
ftLfc:^J£ftfcgW^fc&li§t3 1 2 2 1-C-fI-t 

t , a# Lfcx^j t sfcts -5^5 >yj*%icm t a* 

-frftiff, 7°n-fe^3 1 2 0«7Gt&l>7W7A3 
12liJljE=3ra}I5f***«>o«,W'Cft« l (0413, 7n 
/5A3 1 2#1S7W7A3 1 2«OfflJ9r**£*t& 
1I&3 12 2 1 tft£%Tf1&«$l3 12 4 1 

[0111]7nm31 2<aBBtej£E&l,fc#£ 
Ur v7°S 3 0 3), gK3 2(4, mfMHIfci 
o-C^-f &HHH3 12 2 1 tWiWS jl- 
^MlT'T?*X$MLTllfftl> (Afv7S 3 0 

4) . 

[0112] ~2f, 7n/5A3 1 2 ^I,SliE(^I£ 

( Xfy/S 3 0 3). ££(44^83 1221C 
*M?t -S f L * t ^ . ffiSfg 3 2 S4 , 

fco.— f*KTKyi*||fff-S (XT77S30 5), 
[0 113] ||3<!OSeHSeo^®(;J:iUf, 7D75A3 
1 2«ffiFJT**£fltA v Sll3 122 1. D7W 
5A3 l 2«Sji7u^s->>'3yta-r§ffi*^7c(cL 

^ r 3 ^xmm^z j *) mm -5 ; t tph , &Eorn 

[ 0 1 1 4 ] 7W5A3 1 2<0{BJJW***$- 
^Hf1il3 1 2 2 1 , o4 97W5A3 1 2<7)SB§7C s s :> 

ffim&FTnmmizj: mmiz-o^x , n»7n/ 
[0115] (4 ) M4(D9mmm 

A(4, StfflMH l i ' ilfffi f^*tS - a ? 
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3 6 

■ am§gg*«ffl3*ifc8i««ffi4 i t . amg** 
-r&iiff ■ ^isg*«^ixtfflK4 2 t , mm 

%4 1 Wl^flfgfrSftSrn^JU 1 2 

[0116] •mmwz xvmwm&i. Javait- 
[oii7] MtffKM 1 t lt(4, at^misa ( ph 

[0118] i»S4 2 t LTI4, P O SWmiffifc 

10 

[0119] mm* 1 ta«^4 2 tnmmm 

f&(4, I'J?V y}±W^1-§ Bluetooth, 

m&L an, p i a f s^«i£gggiiEiaaff swc-^jj 

[0120] «^«S4 1 (4, ft flT's? 5ffl^ii»»ffi 
SE4 lit, 7n?" 7 A4 1 2 SrHlrtSTn-feyU 1 

2 o t . wihhhm 1 tzmti-m®m4 1 3 1 fe.ttx 

&EBSI4 1 3 2 t . 
[0121] 7U/7A4 1 2(4, 7Wr?A;$*4 1 
20 2 1 b . 7D75A4 1 2^ftiffi*#££-$-£IMi4 1 
2 2 1 1 , 7°n7'7A*#:4 1 2 1 £A>y ^aUCScT - ^ 
■yy^Lfc^ xxXh&«4 122 1 tM^^ 

ffl4 1 23 if:*^'citias#i.T^6. =3rfc, ruy 

?J±4 1 2J4, -?-cO£±JFJf (i©§7C^) fciV'i* (A- 

^• 3 y^) tfcv^r, 7W7-a,#*4 i2i, wsm 

4 1221, fciWN»y^afB4 1 2 3 1 LX 

[0122] mmm 2 {4. ii« lt w^jstt-^ 
30 pint lt , »^K4 1 izmtr&'ABmi 1 3 2 ^ 

[0123] 08 &#Hfrr£ t , lfB4 1 tOfi^E 
^Sfg^4 1 lfcj;y'ii«S4 2«»ii4. ^vi^jLffi 
m&XT v r S 4 0 1 t . aftSS^Xr -y T S 4 0 
2 t , SfIWf7/S4 0 3 t , 7°v7y Aft 
J5f**W5£;*T v 7°S 4 0 4 t , jiff ■ MH^f" -y 7° S 
4 0 5t, Iff ■Mfl ; 5rt7s7"-y7°S4 0 6t*^^ 

[0 124] ^(C, ;<?)j;5tc«)S$^S4«t<?) 
40 Mcf£ 5 TO y A I D Bff JPil»^*^Sffl 5 ft 

^'fflB^-rAOliff^^T. Il7fcj;t/'ia8&#ts 

Lxmmtzmwtz. 

[ 0 1 2 5 ] 4t\ »«S4 1 {4, ia«4 
1 1 tCJ: 0 , VN-y ^^fj|4 12 3 1 #7W7A:£#c4 
1 2 li5iUf4^6i4 12 2 1 t«£&Tr«!«llttJ: 
o-C4jSS#ifefc«T»S36»ff 3 3&»*lES-f 4 ( -y 

7°s4o i ) „ pl<(4. m^m^mmm 1 K4. ^ 

-y >-jLfl4 12 3 1 i$&m4 12 2 1 T'lI-^tTTo 
>?'5A2tsf*4 1 2 l&yN-y^y^'L^^W^xXh^ff 
50 5— 2k 7n77A#4 1 2 1 -y >-aBISt 
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3 7 

4 1 2 3 lifiruVy^WA 1 2 1 £ J;t>'&$(gi4 1 
2 2 l fctffcarfiB^fctioT^Sftfcfctfrc* 

2 1 J;V'&Mii4 12 2 1 ms&tilzi>0r<ft:< , 
7n?yA4 1 2*«*jE=5:aiBf**^t>oC:f:*«gft 

4 \2tmx, tzt im'iyyn-vztitztzizi® 

[0126] M^m^4 1 \HC0TU77^4 1 2 

zm?t 1 2 ommm 2 kmux 

a t (^t7TS4o 
2 ) , s^ii^^frt. mmm 2t±. $$«K4 1 

fcttll^l>i«4 1 3 2£ j;«git4 

^HiKf st^ 4 0 4 l <nm. £ ft o (xfv 

7°S4 03) . 

[0127] fcfc Hi, $H§#§4 2(4, g^^'jiff LT 
6M-4&BMI4 1 3 2 t , W^4 1 tfftJW-SJWff 

«HS4 1 wmi-i&mm4 1 3 2t3&«— sw-**>4T5 

[0 128] ±tz, RSACD&mmiZkUy ■ 

■ a-x7-km£h«^ «^4 i\mmmt 

4 IfcJVyj&S&ffi&'&i) (" Cha 1 1 eng 

e" ) , m^m4icom&mm^4 1 m*<nx 
^mw§m%i4 1 fcfflsw-4«sa«i4 1 3ix^t 

LTSt»4 2t}?ML ("Response"), 

«iff 4 2 (±B§ #>ft Lfc^5ijsr*iufcjai it 4 urn 
ttw-rmmb ixmi-m%m%4 1 tfta-f s 
&M«4 1 3 2 wi-u imitzJt^mtMzm-otz 
j>yj*%&mb&-^tii&. m^mz4 1 ^att 

t LTffist-s»«^4 1 mmthmm4 1 3 2 
t#£&i-«a?ti4 1 3 1 £0f*tst,<o) t-$)-s tm 

[0129] iiB4 1 mmizfm uzm^, mm 
m 2 t4, »#a^4 1 m.frj&wmm4 1 1 ipt>& 
mM4 1221 £#, m^mm 1 1 4 s^-y y^mm 
immz-m^ux7uy=7^4 1 2*qtjE*ajBfi*^ 

fc^tOTil. if 3 ^£ WSe L ( •/ T S 4 0 

4) , ^dx-hixiiimcommtzi^xm^tmw^ 
mm4 1221 i»i 1 ^ffiit7nxM» 

LXMft-fl (Xf77S405) 0 
[0130]-J, »^«S4 1 WSaEtiyBttfc^ 
(^T77S40 3 ) , 7W5A4 1 2^"«iE^mJ5f 
E±J*£ t t -> tztm& (XT77S404) , 

;l«4£Hff1IS4 12 2 1 titJE-f Si— Wffl&ffiEL 

mm^42i±. mm££->x¥t&.-t&xm£ 
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SMl/tSSfr*-* (Xfy7S406) . 

[0131] w,4nmmmm^zkmi, 7d^^4 

1 2 t> fc£ < X i> , IB4 2 f4 . MM 

2 fcfflfiSr L4 3 t LT#fd*^St2l4 1 fi«7nt^ 
4 120»7tt^57n^5A4 1 2 c^K^flBTfc 

s i t &$> , &&M^mtt>^m%mmTiz & s rn ? 

7A4 1 2*7EtcLT»fM-SBI««Sif4 1 fcilft£?r 
■5*£fc, lB4 2*>'7n/5A4 1 2f)fi£9-t£L 
£fi&it L^lgll&ff a £ t S 6 . 

io [ o 1 3 2 ] ( 5 ) msffymmmm 

as* t , 5 commmmm&7 

■ afi^s^jiffl 5 it, »fi«M 
-tsjai ■ ^a^s^3Sffl$ix^M^5 2 t , »m 

20 [0 1 34] 1 blXlt, (PH 

[0135] MM%s 52b LXtt. P 0 Sffl*^^'ffiS 

[0136] »«s 5 1 tmm% 5 2 1 <nm<nw\m 

mt. XiJ^V ytt^»^l> Bluetooth, 
*S»L A N , P I A F S ^OifiSgfif *HaftS»T^ 

[0137] mmm 5 1 i±, ftfi-c-t immmm 

gE5 1 It, 7n^7A5 1 2£Hfrf &7°n-!rX5 1 
30 2 0 1 , Bl#«^5 1 (CfflSI-f SSKMIS 1 3 1 io £V 
m&5 1 3 2 t . 
[0138] 7U/5A5 1 2(4, A*#;5 1 

2 1 1 , rn/5A 5 1 2^^i*£i?I^IMtP5 
1 22 1-5 1 22nt. 7n^7^5 1 2 

51221-5122n £ffl^;6W« 

§ fl^T- ?^ 7 ya gUSrey \yi/y7'L tz ? A V i 

Xb^#^H«5 122 1-5 1 2 2nt*f£3r?-#lS 

•y >-^fiP 51231-5123nt Sr^T'fftS^tl 
40 T^S. 7D7 7A5 1 2(4, ^cOttiFif (SmTc 

^) fe^y'tid* (A'-y 3 y|) tiswc, rn/5A 

*ft5 12 1, ^lf1ISff5 1 2 2 1-5 1 2 2 n , fc± 
tP^v5/ifflff5 1 2 3 1-5 1 2 3 n^-frt LTff 

[0139] IB 5 2 (4, Mfl UT X I vffl^S-^^ 
«t LT , mm® 5 1 t#BS-T5^iHft 5 1 3 2 & 
to. 

[ 0 1 4 0 ] 0 1 0 &#Hg-f S t , Ji^ftlff 5 1 10» 
a^«ffig|S5 1 lfcj;y'»#55 2«»4, ^-y^j. 
50 mmUXr- 7 S 5 0 1 1 , fflfI^^4iX r -y 7° S 5 
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0 2 fc , v 7°S 5 0 3 fc , 
ffiFJf**Wg^f - 77S 5 0 4 fc , jlfg ■ »f 77 
S50 5L Mff ■ 9m&LZT<r7S5 0 6bfr$>% 

[0141] act, zmxo izm$LZtLtzw,5<?mw.<n 
HSLTpaetiKHj-rs. 

[ o 1 4 2 ] a -f , Bt#«s 5ii±, a*a#«tgas s 

1 ltlO, #;v/^*ffi5 123 1-5 1 2 3ni>'7 

n/5Mft5 1 2iaj:if^mmm5 1 2 2 1-5 1 

2 2 n b&mm 12 2 1-5122 nfc 

fct±oT£j£$ii*:fc ff)~ct> h fc o fr*W& 

& UT77S5 0 1 ) . PL<(4, »^a^«^5 
1 Hi, #^>7^j.fl5 1 2 3 1-5 1 2 3 n£#&gfl 
151221-5122 nTZtlZtim^lXTv?? 
A** 5 1 2 1 £ ±t/&BWtS 5 1 2 2 1 -5 1 2 2 n 
T ft S ftfc f - * 2: a ■/ =s > ? L fc ^ 
^'x-Xf- T0^5A*#5 1 2 its XX/ 
&mm%t 51221-5122n Srffl^iHKffcKS 

jxtzT-f £BBn*y \7ya ware; > ■/ is yyixr-f 

t *^t-Rt-& ;5>fc" 0 *»* *sh.-WtBSH-* i 
fct", ^-/^al5 123 1~5 123ni«7n/5 
A#flc5 1 2 ltJ±t/&aWIS5 1 2 2 1-5 1 22n 
fc#&Btt5 1 2 2 1-5 1 2 2 nt*fS:it#«Wflt 
fc t i: o T £i£ $ ixfc fc «TA l> fc' d A>£ £ 

•ftzhh, 7n/5A*ft5 1 2 lJUt^H 

US 5 1 2 2 1-5 1 2 2ni\ &« $ tlfz fc 

<, 7D7'5A5 1 2tfnjE%m&mi>izt$:m 

[ 0 1 4 3 ] &t , ji^Stff 5 1 fr)7o/5A 5 1 2 
£Hff*-S7"n-fe*5 1 2 0^i&«5 2fc»fi£Lj: 
■5 fc fcTHfIS:£#%fcfc^Uf-'y7S 5 0 2), 

^itfiw^mt. »^5 2fi. si^uss lttfB 

-f 5^a5 1 3 2fcJ;tmSfNi5 1 3 1 £fflHfc&B§ 
&fin*t J: OBtflFiSffi 5 lcDimZ'fro (^f77S 5 
03) . 

[0 144] fcfcxif, i»i§5 2{4, g^^aftLT 

iv^^^-r^at LTfmt-i>»«H5 1 1# 

1««5 1 3 2 fc, IK5 1 ^tfia^tftSRff 

«^5 1 t#Btrs^mt5 1 3 2 fcaMBtf-s^ir-s 

t , -It Lfc^fcSHWHS 5 1 fi 1 

•5 o 

[0 14 5] £fc, RSACO&WimizX&yy ■ 
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4 0 

5 1 t^y^'A^^lJ^SD ( " C h a 1 1 e n g 

e- ) , m^mzs icomm&mmM5 1 u$wx 
^mrnsms 1 tttBW-s«#F&5 1 3 1 

LTffl«^5 2tM03It ("Response" ) , 

mm 5 2 {4H§ mt l izxm * mm tawi t t «t ^ffl 
^^^^ffiiifc LTfm-r§»^K5 1 tf«-ti> 
&HHII5 1 3 2-C'fM^U a^-L^^jt^tao^ 

10 fc LTffi^£»«#l 5 1 IZttm&Qffim 5 13 2 

fc^^-ra-^iis 1 3 1 itm-th^) ?$>&bt& 
mti. 

[oi46] m^tm 5 1 «istEtj£»Lfc±§^, w 
^52(4, »#«S5 l^a^a^ffi^s 1 1*^^ 
vis+immMi^yAmmvm »«S5 1 

t<t £ a -y ifl5if,m*«&Ma««S 0 1 1 oJiLh 
c0^ffllt^tiiT^ti(f7°n^"7A5 1 2**KiE*EiJ 
J9f*#£t>oic')"e*5fc¥(J5£L (^f77S5 0 

4 ) . wmmmzx -.xm.tmm^ -> > ?.mm 
mcom^bMx-T f^xMMix mtt h (xt77 

S50 5 ) . 

[0147]-*, lass 1 ommzmxtzn^ 

(XT77S 5 0 3), 7n7'5A51 2^'jtIEftffiFJT 
S3ft*fcofcc0-C^V^*^ (Xfv7S504) , 
I^HftmNK 5 l (;i§^7 ^a«ffiiS*SSw&U«Sw» 

4 0 MSIWlBt^ J.-f-'SRS^ 1 o t#Sfc^ 

t'ttj^-, KS5 2fi. jfi^lCl-'T^^^&Wi*-^ 
L^r^*\ #5e«$ iJ PIS ix^c ^--^MITT 9 
30 PtT^fff h (Xf77S 5 0 6 ) . 

[ 0 1 4 8 ] 3:8. ±fB»5^HJfi^JgJB"Cli. Xfy 
7S504 T'J«^K 5 1 CiJA ■/ ^itages® 
4iBH»Oft* 0 1 1 otl±«&iIi%iiitl>Jxlf7 
n?7A5 1 2*i«jE^ffiFJti*^i'5ti7)T"S)^fcW 

ILfci\ »«5 1tWA 7 y a fI|ffiH^ 

^«<7)»4 o iz&rmm 51221-512211 «^ 

T^ttLTV^fc^tO^TP^^AS 1 2fmjE% 
ffiUf t o A S fc WS-f S J: 3 1 -f 5 - fc fc 

[0149] mscommmmiz xtin , to^a 5 

1 2*17P/'7A5 1 2«^E±3*?r^&iflltP5 
1221-5122n^fc-92:fc S" 1^^(47° O^' 7 
A*fr5 1 2 1 fc fc fctfiUftS^mjlSf 5 12 2 1- 

5 1 2 2 n£#LTS£#r&£;vy^ A ffi!|j¥5 1 2 3 
l-5 12 3nJ#fitK, 7°P^"77,5 1 2?M 

*)T£lttm±-tlz\tVT%. mimzx^x^-ti 

[0150] (6) mermmmm 
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hi i nmtt t . *ffflH^6<onffc<omt«5 

7n^5A I Daff|g»ij»^A«§^tt#^x 

fl&SfHSSS 6 1 k , H t < To ?7A«i«fe J » 
fi*fg£3r*£Si«E6 2 k , 6 l ^ yx h 

-JUZiimmtlZTvyyI±6 12k, &«J£6 2fc 
>f h-JUZtl$mZtL&-7v?7J* 6 2 2 

[0152] BK6 1 k LT(4, JIMS« ( P H 

[0153] mm^e 2 1 lt(4, p o ss*##to 

[0154] 1 k«^6 2 k<0ia£«HIS 

Bluetooth, MILAN, P I AFS^CDjJrgg 

[0155] m^m^e i (4, fug-cs mm&m& 

B6 1 1 k, 7n?'5A6 1 2S:^Tt^7°n-feX6 1 
2 0k£#A/»c§;fxT^I>o 
[0 15 6] 7n/5A6 1 2(4, 7W7A*ffc6 1 
2 1 k, 7nm6 1 2^ffiFJf£*£fif&Sll6 1 
2 2*i«tt^tfaftt6 1 24fc££X/C»j£;5sh.'0^. 
7W7A6 1 2(4, *c9tfJJ9r (IStTU^) fcJ; 

2 1 , &fflH6 1 2 2fcJ:tffB««6 1 2 4^-ffck L 

[0157] iB6 2(4, 

6 2 1k, 7n/7A 622 SUfrt 47o« 622 
0k£#^T'«S££^-O^ 0 
[0 158] 7075A6 2 2I1 7n?"5^f6 2 
2 1k. 7W5 A 6 2 2«ffiHffE&*&^^P«l6 2 
2 2 iilxmsm 6 2 2 4k £-&X,Tfl|j££*Vt . 
=5:±5, 7o77A6 2 2fl (»^£) fcJ; 

tfi* (A-^' 3 y^) tcfcwt, 7W7A#ft6 2 

2 1 , ^nn6 2 2 2^ xmmme 2 2 1 
to 1 59] 01 2^#M-tSk. AS^isse 

3i^«^6 1 1 fei^«^6 2«a^E^«g|56 
2 l<7)®Ii4, afl^^XTvTS 6 0 1k, 
ttS#Xr 77S 6 0 2 k , ffiSglEXT vTS 6 0 3 

k , ^MilitKx f •/ r s 6 0 4 k , fflSBK ■ 

-IffiS^f" •/ 7° S 6 0 5 k , aWfT^T 77S6 0 
6k, Mff^lt^x-yTS6 0 7k*^^l> o 

[0160] o izmrn^ tifzme^mmco 

fcfflffli^rA^IM^to^-c, 01 l&itMai 2£ 
[0 1 6 1]}|fS6 1^7 : 'n?7ib 1 2*-Hff 
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4 2 

tl.7n-tX6 1 2 0kffl«S6 2ft<D7W5A6 2 
2 fc^tftSra-feX 6 2 2 0k ^•CilfiS&&%£ 
L£#& (XT77S60 1) , if, ifB6 1» 

mmmmme mi §aig§6 2««^a^at^ 

6 2 lC7n«6 1 2 0<7)7ck &&7W5A 6 1 2 
<3iBj5fEil*£S-r&IS&6 1 2 2 , IE6 2^ 

ffl^^«ffiai6 2 1 (4, m%m&6 1 

S156 1 H;Tn^6 2 2 0«7tk£l>7W7A6 2 
2 EB 0f Srlrf ^ v ifl» 62 2 2SS9Ufv7"S 

io 6 o 2 ) , aac , wjj~z\ &mgt 6 1 2 2 k &sgt 6 2 

2 2k tf*-Sfr £ A 1 k" a tliK § U r >v 7° S 6 0 
3). 

[0162]^:, »^«S6 1 0M&&&mm6 1 

1 kffl«S6 2Wffl»a»«m6 2 1 k^TC, 7o 

1 2feiy7n77A6 2 2 7)fflSfSlE£fi 1 5 
(X-f^7°S604) . 

[0163] tk -iff, rs AtfMfciMtei: 4 ■ ? 
-f a ■ Axy-K^£fflvvys^, J*«§§6 l^H 
*&*«flg$6 1 1 (4IHitf 6 2«oe»5L»lSSeSP6 2 
20 1 ^Zyyf^-X^-nV^ (" Chal leng 

e" ) , mm^6 2com^A^mmm6 2 utwx& 

m?a7'7^6 2 2(7)W®m6 2 2 4t"Bf^LkTffl 

wm6im*&*mm6 1 ikiml c Re 

s P o n s e " ) , »«S6 1 ?»&&«Sfl6 1 
1(4, «#>fcLfc:fc^*£IIM6 2 2 2?a#U « 
# LfcS^H k 5fc(CjH ^ A**39iJ k #-&t 

#UT, 7n-bX6 2 2 0C07ck&&7W5A6 2 2** 
&HSIS6 2 2 2£ko (O^D, 7°P-tX6 2 2 0<7)7C 
k=Sr67"n^5A6 2 2^a«6 2 2 2tttZ%i-W 
30 $?H6 2 2 4£ko) kf2aE-t^o 

[ 0 1 6 4 ] , Sli§§6 2^ffl*a*«ffia56 2 1 

^H^jSO ("Challenge"), »«S6 1 

c7)$i^a^«ffigi56 1 1 tezcDxtrnzmme 1 1 

ftSTT 6 12 4 -C-Bf^ft LT»#ff 6 2 Wfi^ 
a*18flga56 2 1 ti*"5iRL (" Respons 
e" ) , ii«f5 6 2 0ffl^}7^«t^6 2 1(4, Bf^ffc 
L7^^J^&W«6 1 2 2T1M^L, fX^k^^^iJ 
k *(ci*-5 5 y ^r^^ij k ^-Srftlif, 7°n^r 
40 X 6 1 2 0 <?)7Ck^-g»7°O^A 6 1 2 ^^H6 1 2 
2 Sri-? (■oiD. rn^zxe 1 2 0«7ck5:§7°n^" 
7A6 1 2tf£mM6 1 2 2 k*f^^-r««ll6 1 2 4 

[0 16 5] 7n^7A6 1 li3J:t/rn^7A6 1 2 
WfflSISIEAWJjL, «16 1 2 2 k&«6 2 

2 2k Lit*i^ Uf77S6 0 5), IMS 

6 KDm^^mmme 1 i^j;w'ii«S6 2?m&& 

frWtmme 2 1(4, 7°n-feX6 1 2 1 0k7°o-feX6 2 

2 1 ot0>f8?mm : £fffii-& (xx^7°s 6 o 6 ) „ 

50 [0166] ffit, 7°P^"^A6 1 lfe±I>*7n77^ 
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6 1 2coffl5BiEfc*B:Lfc*&, fcSW±7-n^5A 
6 1 2«ffiIf**S:^-t&afit6 1 2 2t7n^7A6 
2 2«ffiFJT**&?m«6 2 2 2 fc*s-Stt^o 

»«H6 lwa^a^ame i mxum 

«S6 2<7)ffl^^«£§E6 2 1(±, 7°n-fe^6 1 2 0 
t7n«6 2 2 0 fc^ia-CMfi fcWiTfc-rS (xf 

•y7°S 6 0 7 ) „ 

[0167] S6«»4«JF^J^J;ixii\ mfflgffie 1 
ftW7oy'7A6 1 2fcJ;ylB6 2to7n/7A 
6 2 2 fj\ -gcf &£Hffltl6 1 2 2i5 ±tf 6 2 2 2 $■# 
mthruy^K 6 1 2fci;V'6 2 2 fc L^Mfif S 

S6 1 WTn^7A6 1 2 is J: #811886 2rt«7n 
^A6 2 2«^fffS^ Ma-t§KH&aiFJTE±J*5- 
[a] t < ^&7W:7 i^tEHft till. C t S „ 
[0 168] »W6 1^7P75A6 1 2 

tekUmMkb 2 ftWW^A 6 2 2 #\ -SW"4& 
£!£6 1 2 2fci#6 2 2 2H«-fl>7WyA6 1 
2£ < tf r 6 2 2 t l/WmTS-f , ffii<Dfl!lc07W7 
AtfflfrC#*V^fe, *ifflfs6 1|*JWW7A6 
1 2fei:V'SS«^6 2fl»7n/5A6 2 2<?)iotf$g 
^tx.Tn^'7^6 1 2fcJ:tf 6 2 2#*£l/t 

[ 0 1 6 9 ] § 1 fc, #«Sfcfcttl>«fIiSH^MW 

tfctt 4 «> o 1 1 ag^raa^ i o-e* samwflHR 
wsmtmmMmztm < x i> , «t?)$> s 

flfct^jffiS*, 70^7iW^, 

70y'x? M^#*& ktf)£flcT&5 lOtOSiS/ct 

[0170] (7) m7<r>mifcmm 

m 1 3 *mkth t , ^.wmmi ^mmmmizm 

7n77i I DafltEfflSW^^iiffl^fL^lfffi^X 

m^mz 7 it. mt<rv yy^mmmio «t #m 
ff«&*t-s»^7 2 1 , mmm 1 >x h 

-^ftHfr £ft&7W5A7 1 2 b , 811ft 7 2t 
4" XX h-^^fl»T§il^ro^"5A 7 2 2 bfrt,, 

^±wmmi&ztixv^» 

[0171] mfwm&zvmmmi*. j a v a *t* 

[0172] j«^«^7 1 1 lt«±, jn^mfsa ( PH 

[0173] mW,Z 7 2 fc Lt!j, PO Si§*^ffijg 
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[0174] »«^7 1 tiB7 2 t«r^aft« 

|gtffiffl$*i5a^f^(±, x y y y yawSt^S 

Bluetooth, MILAN, P I AFS^Wjfigg 

[oi75] »^«S7 1 (±, fiiiT"^ 

m lib, 7n7"7i,7 1 2r:SfitS7'n-tX7 1 

2 o > . mmi i tcf*»*4tt*ii7 1 3 1 axv 
&mm7 1 3 2 1 . w§i7 2 t#KN-s^B^i7 2 3 

10 2fc£^Tlfj££il?V^ 0 

[0176] 7D/5A7 1 2(4, 7°ny"yA*#;7 1 
21b. 7n75A7 1 2^*FJTi*S:S-r&lf1ii7 1 
2 2t, 7n^7A*#:7 1 2 1 &\yi/a.JmC?»>y 

^yVUzfA yiXhHH7 l 2 2 

S?H (0*^) T-'Hf^UcS£T-*^vy^«7 

1 2 3fc£<£/CTflWt3frO^. 5:43. 

1 2ti. *«DHiJ?r (M3£t^?) isitftfe* (A-^ 3 y 
m) tiiV^rn^5A**7 12 1, &^IS7 1 2 
2, ^i^Vvy^Afil 7 1 23^-fri; LTfftfcSflT 

20 ^6. 

[0177] ««S7 2 {4. flffiTS ^ffl^S^Mt^ 
72 It, Tn^7A7 2 2^Hfi : t"l>7°n-feX7 2 2 

o fc . «ii^7 2 wmi-m®m7 2 3 1 ^ 

m 2 3 2 b , SiB7 1 tftStt64«l!«7 1 3 2 

[0 178] 7D77i7 2 2li, 7n7 7 A#7 2 

2 1 b , 7°D^"7A7 2 2«0ajBFr***^^IMl7 2 
22t, rn^"5A*#:722 1 *A.y^a|RBR"C^-y 
^y^'Uc^ y'xXb«7 2 2 2^^5:tfl 

30 «MI (HSHhT) TZ§^tlfzm%X-'fol^v^j.m7 

2 2ii, ^-^aiBff (M3i7C^) fiit/i* (A-^ 3 y 
W) tfeV^T. 7n77A*ft7 2 2 1, &MII7 2 2 
2 , iJ±tf;v/^ A fit 7 2 2 3W-Wb LXi¥mtlX 
US. 

[ o 1 7 9 ] 0 1 4 £#Hg-ts t . »«H7 1 mm 

3i^«|ggE7 1 lfcJ:V'ii«l|7 2«ffl^E^ai^7 
2 1<7)J50.II(4, ^vy^fI5llSXT--y7 0 S7 0 lfcj:t/ 
S 7 0 2 t . Mm WS^Z- T •■/ 7° S 7 0 3 t . fflSS 
lEXx 7° S 7 0 4 t . 'Affim-WfflfcZT v r S 7 0 
5 t . MflfF«rXr 77S706L Mff ^IWXT" «/ 
rS7 0 7fc!6»fe!3r4. 
[ 0 1 8 0 ] &lc, i W i 5 tffljjgSfut^ 7 
»«S7n77A I DSfiiEffl$W:^£^3OT£ix 
it'fPg^xAWijff^^T. 013fcj;y'El4^ 
#B3L-CI¥ffl!;I^-fl». : . 

[oisi] if, mmi m. m&mmi 

1 ItiO, v^-y>- A ^I7 1 2 3^7°n^"^i,*#;7 1 

2 lfcJ;tK&l«gti¥7 1 2 2t&M«7 1 2 2tttm 
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SP7 1 H±, A7«/ a t7 1 2 3*&BB«7 1 2 2TUC 
^LXru^y^m 2 2 1 *A V ^^Lfc/>fj; 
xXb^#^-^ 7n^7A*ft7 1 2 1 ^StaWN 

y'x x h ^'S^-Scf £ A 1 fc" o tPiimth - fc T\ 

^•yi/a.l§.7 1 2 3jf?7Xi7 y b&fol 1 2 lfcit^ 
liS7 1 2 2 fc&MH7 1 2 2 fc*J£$r$-f&iSgi:fc: 
X o-CMSflA t>«0-C*l. £>fc' 5 a^UgftS . ^ 
fc*> N 70^'5A**7 1 2 Ii5«fctf&ffiii7 1 2 2 A 5 ' 
BaKSfifcfctfrCSK, 7W?A7 1 2*miE^aiFJf 

W7 1C7n/7A7 1 2*i»A, tiksM^y 
o- F § fife fc £ * fc" K 1 @ff fcftftff «kv\ 

[ 0 1 8 2 ] Sfc, 8HS87 2 a^^W^7 2 
1 "5, ^■7^J.fl7 2 2 3^'7W5A*f*7 2 2 
lii.I:tf4tflW7 2 2 2 tmmi 2 2 2 fc*t£=5r?- 
Ml fc iz X ~> T £j£ § tutz i> er&b £ *» if 5 *»*1B8 
(Xr'/7°S 7 02) . f¥L<J4, fi^SZ^HtEgfl 

7 2 1 f4, ;vy^afl7 2 2 3£&BMi7 2 2 2^11^ 
tT7°n^7A*#:7 2 2 1 i-'y^'Lfc^-'f s^'i 

X\>*%h-H. 7n/7A**7 2 2 1 £f»vv y 

i7b *^fcHfct*36»if 3 *»*«(iE-t6 £ fc X\ ^ 
<ySo.fi 7 2 2 3#Tn^5A*flt7 2 2 lfcitf&B! 
HS¥7 2 2 2 fc&BH7 2 2 2 fc#££?««lti: (C.J: 

7P^5A**7 2 2 1 hklf^fmi 2 2 2jM&K§ 
;flfc h W'%-< , 7n/5A 7 2 2 tfMJE%&PJ\&M$: 
hiZbtmkti. =3rfc, 22^£ilB!PI(i, MIS 7 
2t7W7A7 2 2*q*A. fct^Ji'-f yxf-;^ 
ftfc fc §= * fc't 1 mihtdxliX \ •> . 

[oi83] mz. m^mm 1 ^70/7^7 1 2 

£TU^7 1 2 0 aB7 2^7D/7 
A 7 2 2 £Hfft*7"o-fe* 7 2 2 0 fc #3If|£ L X 5 
fc LT»flg*«tlLfc*§^ (7f"/7S 7 0 3), 
afcte*ftjaii-£, ST. I«7lffl»a» 

as7 1 1 turns 7 2««^a^«fggp7 2 1 tcom 
t, m^mm 1 *™^§««?it7 1 3 1 tjiv^s 
H7 1 3 2 1 , mmm 2 mm-tmmm7 231a 
xxf^mmi 232b zm^vmm^zx m^m 
m laxx/mmm 2commm^ifd (xtvts 

704 ) . 

[0 184] fckiif, a»{»7 2(4, g^^amtT 

inffl^^tWi tT«^SBIS«S7 1 (ctt 
Ktt-§&r»7 1 3 2 fc , »#StS7 1 **fiMM-4SHff 

«S7 1 mm-t^mm7 1 1 3 2 k#-&t&frx 
a^wgu -&Ltzi%£iztmmz7 inmmft 

5, ifllff7l!s.. iotfilfll-TJ^ffl-^ 

srr^at lt«iw§M7 2i;zttmti^mm 
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4 6 

7 2 3 2 fc . gum 7 2#tmttmm7 2t#lt 

S&BWt7 2 1 3 2 fctf-Srr&A'fc* 3i5>£ffl5£U - 
& Lfci^tMIS 7 2 coBBfcfr 3 . 
[0 185] tfz. RSAco&rmizX&vy ■ "9 'Ah, 

frmmm7 1 i{±«S7 2t5y^A^^ij^M 1 9 

("Challenge"), »S7 2 0ffl^a^« 

seai7 2 1 «4^c?)^:^ij^iiK7 2 w«-f £*^n 

723 lT'Bg^LT»Mfi7 ltMD^IL (" Re 
10 s P o n s e " ) , »«|§7 1 0$l^E^«t^7 1 

u±, m^tuz^mmm^7 2 ^nm-timm 

7 2 3 2T1M^L. U^Uz^mbmzm-ofzyyf 
J>%Jcm fc * { -itr#iii\ ffl«S 7 2 SrMff tT J: c > 

( os 0 . ass 7 2 tf«-ri>&iflft 7 2 3 2 fc 

M^^«^il7 2 3 1 £FJf1nM> tco) -CfcS tlSlI 

■ri.. -u. a«S7 2«a^a^«t^7 2 iti}*^ 

«S7 llZyyy&tts&ltem*) (" Ch a 1 1 e n 

ge- ) , »«^7 ic?mm&mmm 1 K4^« 
x^nm^mm 1 tfffiw-ssswi7 1 3 1 ratf- 

20 ftL-Ca«H7 2CMD3It (" Respons 

e" ) . S»S7 2«0ffl^a»«liESS7 2 1(illt#ftU 

/i^ij&fi«S7 1 fcimt&®m7 1 3 2-ca 

# L . L^^C^iJ fc fc 5 y 5r^?iJ fc 

0. fll^il^7 1 t#ttf S4MB*7 1 3 2 fcM^^ 
16*117 1 3 1 SBffrfSfcW) T*£tl8liE-f S. 
[0186] ffl5BiEfcj£S&U:*&, »^«S7 1 «0 
*a^a^«gP7 1 1 iy'ffl«S7 2Wffl»ii»»ffi 
SP7 2 1 14, 7n/7A7 1 2<3iBJ»*#£lrt&§IHi 
30 7 1 2 2 fc 7U/7A 7 2 2«Ef}J5f**&^-f &H«7 
2 2 2 fc * iJS^fcffl^te^. , M^BH«!6«-irt-|.*> 
fc'^^&fiJjgL (7t»/7S7 0 5), -iScLfc«^t 
PI*}, Tn-tX7 1 2 1 0fc7°n^X7 2 2 1 OtffM 

xmtm^-th (xt-/7°s 7 06), 

[0187] )mm% 7 1 t «« 7 2 fc OfflSlgflt* 
ELfcJ©-^- Uf77S7 04) . Sfci47°n^'5A7 
1 2<oa}0f***^-t&^7 1 2 2t7n/7A72 
2^)KFtt*^^t-^ifll!7 2 2 2 fc^'-icL&*^fc 
i^(7f»/7S70 5), li^aS? 1 CDffl.fr&frM 
40 l^gP 7 1 1 H i. VWm& 7 2 CDfi^a^lSffiS 7 2 1 
(4. To-feX 7 1 2 0 fc 7°n-tX 7 2 2 0 fc OP^fif! 
^fF^rfc-TS (7f-/7S70 7) . 

[0188] mmmmmzkti^ m^mm 1 

to7P^7A7 1 2HXlfmm^7 2ftCDTv7'?M, 
7 2 2i>\ -Wct&&rm7 1 2 2 H XV 7 2 2 2*# 
Bf-r^Tn^"7A7 1 2fc «ttP7 2 2 fc L^ilffT^ 

ffiE«ffi^7°n^"7AfcaffT'#^ufc^. 
S7 lF*3<7)7°n^"^A7 1 2fcJ;V'»S7 2(*It07n 
/7A7 2 2<Ofco1fSco. 3BfftS«H£ii}J5ri£#£ 
50 |b| t < -f 5 7°n ^ 7 A ^teHrt t RS l> 2: fc #T # S . 
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[ o i 8 9 ] afc, «t#«S7 i mnruyj&i l 2 

ZMWami 2 to7n?*5A7 2 2£\ -gcr&7> 
IBH7 12 2tJilf7 2 2 2^fflSlt5ro^7A7 1 
2£J;y'7 2 2 k U^aftT^-f , ffS«f«7n/5 
Afc3IftT£3:^fctf>, MB7 1fl»7n/7A7 

1 2 £ «t VU« 7 2rt«7n/5A7 2 2 <0 i>offi$g 
£\ tzhiynfy&l 1 2fcJ:U c 7 2 2##?£LT 

[ 0 1 9 0 ] $ £> fc, ^fficS*ttfc^l>affleffl^ffl» 

tfett i. t -5 1 *> as&rasf) i r>T$>zmmcwm 

flU^coifiS^, 7n/5A«A7, #*fcJ:4SKfc6* 

[0 19 1] 7n75A7 1 2, 722**Sf» 

«£fcfc$:<Tfc, 8tffHS7 1J3J:^Sffl»7 2Ji. ffl 
Wl«7°n-teX7 2 2 0, 7 1 20, <7)7t;k&£7W 
5A722, 7 1 2 tfOfSiE^tgTS) SitK, ^ 
J14>&E*^tMt|TtcS) 5 7077A7 12.72 

3&7 1 , 2i>'7n/5A7 2 2,71 2««0 

L- Sr Kit t fy-izMM. £ ft oZb ifiv* & . 

[0192] (8) m8commcomm 

m 1 5 k , *HBH<?)^8<?)j|ffl<?)m{=«a 

7n77i I DjlfiffiTOJffl*1£±5J;t>'^itttiHt» 

st«^7n77A i DMimmwmmmmttfz 

£\ $ aft SS8 1 5 fcitf 8 25t, £0M!& 

R tt?— h f^TftMtifltt CMffiE U#£ fSffi V77h 
8 15 11-8151 i ££1*8 2 6 1 1-82 5 1 j 
k, 1-8 1 5 2 1-8 1 52ki3±tf82 52 1 

-82 5 2 1 k&!!A,-cmjtLZ1VZ^&. =5tiJ. S7SD 
»»SWIS7n77A I DafSlEH0Jffll77SA : a 
ffl 5 fifcfflfg^x tfc ft 5 k *tJW-43Pfl-fc 
ii, ft-*^5fcSB#? r 7j r 8j fc3SeLfc«r^£tt 
LT, W^BU^l^t^tl.. 
[0 19 3] fSfflV7--yh8 1 5 1 1-8 1 5 1 i *5 J: 
1X8 2 6 1 1— 8 2 5 1 j J±, f-^^Jl, n-iymeM 

commmmmzttzhcoThK, vr-ybsi 5 

2 1-81 5 2k£i;lN'82 52 1-82 521, f-^r 
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[0 194] 01 6 Zgm-t k, »B«»8 1 

S 8 0 2 k , aft^SIMl^f-'/TS 8 0 3k, fflSB 
tEXT" 7° S 8 0 4 k , ftHBII-aWSX -r 7 7° S 8 0 
5 k , afilt^^x 77S806L aft ^MXf 7 
7°S8 0 7 k#> 

[0195] «fc o lzMf&2tit:m8nmtib<n 

iiti«7n77A i Dmmmmiwjimimmzti 

10 ^'fffg^T-A^Sl^toV^T, 01 5fc/J:i7'01 6£ 

[0196] 7f77S8 0 l-.Xf->y7°S80 
t/7r 77S80 711 $7 7)^ffl7)ff#Jt $ S 7n 

I Dafi»§lJ»7^£ti^t!>Xf->yT S 7 0 1- 
x^-yrs 7 0 5tij:VX'r"y7"S7 0 7fcHtT» 

[0197] m7commcommizmtrn^yj^ i Da 

T , 7°a-fe-7 8 1 2 0 1 7°n-fe7, 8 2 2 0 t iOKTfifl 
20 &it«Ttl)-7T>y7°S8 0 6^i3V^, 

1550 . aftggs 1 5 a xx/ 8 2 5(±, -eix-efi, ^bh 

H8 1 2 2*3iV82 2 2i:rn-b^8 1 2 1 OiSitf 
7°n-(rX8 2 2 1 OimStt&ISMVirv 

^w^l, ft*a*«stia58 1 1 tm^mm^ 
mtuzmmmw i^m>o%x, immmmmz 

J;"57n-t7812 1 0t7°n-feA82 2 1 OfcOlSTC 
[0 198] (9) I9(?)IiOfl 

30 017 zmmti t , *%Bjfiosi 9 cvmmmmizmi 

7u?y& I DafHEWJ»*3c^MSt7^'H#^X 

r^ti, 7n77A«^«t3 i^'aif 

I«9 1L Pt<rn^"7A«MT : «ffifcj;y'a 

mm^tmmz92t, gmm9iM>xh 

-^S*lHffS#l4rn^5A9 1 2t, K«S9 2t 
yxY~)V^fmfs^tih7°U'7'yM,9 2 2 k^fe, 

[0199] Mrllg J;y'afl«fg(±, J ava^i' 

40 [0200]i»91tUlt «^miS«(PH 

[020 1 ] H«9 2 fc LT(±, P O Sffi*^ffi,g 

[0202] »«^9 1 tie? 2 tommim 

Bluetooth, MILAN, P I AF SW?)MB 

[0203] «t«n9 1 «i, ft fiT-# mm&mm 

$9 1 1 k, 7°n^"5A9 1 2S-ilfi : -tl.7°n-feX9 1 
50 J ( i k rt^fefs ' 1 ilftP ' IL 77 W ' 1 3 1 J3«£ l' : 
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&BH89 1 3 2 k . 8^&9 2fctflft£&IB&9 2 3 
2fc^A/CffiE££trO^ 0 
[0 2 04] 7W5A9 1 2(4, 7W7iv*#9 1 
2 1 k , 1 2wajJ5f***Si-&iMt»9 

1 2 2 1-9 1 2 2 nt, 7n/5A*ft 9 1 2 lfcj: 
t^flllS9 12 2 1-912 2n^l^MtM 

Xb£#4«9 122 1-9 122nJ;^t#|f! 

M9 1 2 3 1-9 1 23ntmt"«?ll^^ 1 
&fc, 7nm9 1 2(4. ^cojfJBr (SEtTC^O HX 

2 1 , «H9 1 2 2 1 -9 1 2 2 n , fc y > 
^f!B9 1 2 3 1-9 1 23 n^'Hfck LTfftfcSftT 

US. 

[0205] mmz9 2t4, ftfiT"# sffi»a»*iga5 

921k, 7W7A9 2 2£fltrfl>7°n-feX9 2 2 

0 t , IB 9 2 KflH-tS ffttRK 9 2 3 1 fcit^^BB 

H9 2 3 2 k , *^»S9 1 i,zimtimm9 1 3 2 

[0 2 0 6] 7°n^7A9 2 2{4, 7n^5A*#;9 2 
2 1k, 7n/5A9 2 2^ffiEffi*^^f-&i3llll9 
222 1-9 222m ( m(4 2±?)IE8iL &TH«> 
k , 7n/5A$ft9 2 2 1 is itf&HMHff 9 2 2 2 1 
-9 2 2 2m(: i Offi^StLfcr-^S^v^aRIftT 

t\"t s svy\jzy4 'Jxxb *&>mm 2221-9 
2 2 2 m t*fs*-f#*wwi (s^e-r ) -mfSftLfc 

#feS¥"C2(il.A^^jtfflff9 223 l-9 2 2 3mk£ 
#A/C'ffi$£fr0^o &fc, 7n^5A9 2 2ti * 
WtfSJJr OBEE^) fciV'i* (A-y 3 y^) £fc^ 
T, 7n^5A*ft9 2 2 1, &UHi¥9 2 2 2 1-9 
2 2 2m, iikX^^-/^^WM9 2 23 1-9 2 2 3m 

[0 2 0 7] 018^#Hg-T5k, »^«^9 1c7)|a^ 

aw^g 1 1 fc 9 2««^a^ai^9 

2 1 «MS(4, A -y is iffllfgXf - 77S9 0 1 fc itX 
S 9 0 2 fc , MflSS^^-r .y7° S 9 0 3k. fflSS 
fl^f-'/TS 9 0 4k, ^Mffi-icWEXf-'/TS 9 0 
5 k , ilftffC* x -y r S 9 0 6 t , iHi^lf *r X f «y 

7°S9 0 7k^£>&& 5 

[02 08] iJcfc. £$DJ; 5 t«§tl?t®9«IISfi« 

»cfS£7W7A i DaftiSTOJfflS'ffi^OT^ii 

tifyXfAWim^Vit, HI 7 is ±1*01 8£ 
•;,;« : l!:,;!di'J|-t'' 

[ 0 2 0 9 ] £t\ »^«S9 1 (4, ffl*&#«!gaS9 

1 ltiO, #A. 7 y^fI9 1 23 1-9 1 23ni'7 
n/5A*ft9 1 2\miJ J kWmW9 12 2 1-91 

2 2 n k#^H 9 1 2 2 1-9 1 22 n 

WSm fc£J:oT£j£§il*:i COT'S) & frk* 5 ^£«f£ 

l, ingkfcA- y y A fiic m r fflmnm&om 



26) »H2 0 0 2-1 52 196 

5 0 

5 Uf77S9 0 1 ) . Pk<(4. mfr&frMWffl9 

1 1(4, #A ? y a l9 1 23 1-9 123nm^ 
H9 1 2 2 1-9 1 2 2 nT--etL-?'tLfl^-LT7°n^5 
A*ft9 1 2 lfej:yllif9 1 2 2 1-9 1 2 2 n 

y'xXMJfll,^, 7o7'5A**9 1 2 lis it* 

^MilP9 1 2 2 1 - 9 1 2 2 n 

iifc-r - * * BEfcKTV ffi&?J wisyflX ?'A 

io -^a^t-strs ^k 5 -fii-f ^iiE-r-s ^ k 

f , #A«y y A fi9 1 2 3 1-9 1 23 nW7u?3J» 
**9 1 2 1 ±y™ia9 1 2 2 1 -9 1 2 2 n k 
#»M§t9 1 2 2 1-9 1 2 2 n fcM£^-&»lk 
[ZX-oX ±f&Ztltz h<7)Xfo%>Z. b % ^tlf«I k , 

«igk^A ••/ v ^mmmh'km&tsg. o . 

-f&4o*>. 7W5A##:9 1 2 ltiJ:tf&|IMHff9 1 

2 2 1 - 9 1 2 2 n c£<%KK k fc 1 OJJU:«0&§IBfc&* 
S^ixfcfc^T*^ , *ZE^tHFJTi*^toik^5t 

=5r*5, ;^5iWI(4, J*#flS&9 1C7D7' 
20 7A 9 1 2 ##A, k U$¥*7 >u- F Sftfc k 
ktimff^fiiitfiu,, 

[0210]*^. »flW»S9 ffl»a*«tgss 

9 2 1**, #A 7ya l922 3 1-922 3n*i7°n 
^5A*#:9 2 2 1 fc iVmi«S9 2 2 2 1-922 
2nk«-&Mtt922 2 1-92 22nkW&5r^H5 
fflt ttz£^X4Lf&Ztitzi>cDXfo&frb' 

*a"5*1#S (Xf77S90 2) . !IL<(4, ffi^ii 
#M!fiSS9 2 1l±, #A 7yi l9 2 23 1-9223 

30 mSr^a 92221-9222 mtWmfU 
7n/ 7 A*ft9 2 2 1 fi±l>'&H»9 2 2 2 1-9 
2 2 2m^|I^t)-1i-TfW$tl^T-^^A-yyy^ 
Lfc#^>f y'iXM:i^^ 7W5A**9 2 2 
lfciy'&l^«ffi9 2 2 2 1-9 2 2 2 m 
T^S^r-^ & HteD«0A .y yaPltT'A 7 yy^' 
\jtz¥ 4 yiX 1- H#- y'xXf^C-t 
■tS k 3 ^il^'tL^llEt- Slfct, #A 7 yaf 
92231-9 223 n*i7W 7A**9 2 2 lfcj: 
V^SWS9 2 2 2 1-9222 n k#^IHii9 222 

40 1-9 2 2 2 ntm%i-&m®M (ffi^hH tti 
^ T4J«§ flfc t, «T* S Cl t & ^tL^fillg L , 

hh, 7'uyyl,^W.9 2 2 1 fc J;t^ffl!!P9 2 2 2 
1-922 2mW4 < k 1 oJ3Lkc0^gafl|*SKSE 
%tvtzh<nxts:< , »iE>5rffiFvT**^ fco^ k 
S. ^fc, r«ilf2mii(4. Slli^o 21:711/7^9 
2 2^'WA, k m4 yxv-^titz t*%tlzi 

[02ii] jisasg 1 rt«7°n^"5A9 1 2 

50 -k^Tt l> 7n+:.7, 9 1 2 0 k Hffits 9 2 ft«7'o/7 



8/26/2008, EAST Version: 2.2.1.0 



( 

5 1 

A 9 2 2 &mrt&7v±A 9 2 2 0 fc imm&Lz? 

t Lxmimmm^Ltz^ik (xt^rs 903), 
SP9 1 1 tmtmo 2<m*&*m$®ai9 2 1 to^i 

X\ »#«^9 1 tf«rf&?if«#l9 1 3 1&XV$m 
H9 1 3 2 b , 1E9 2 KtttttS»ffi«9 2 3 1 

xt/&mm9 2 3 2 1 m^izmmjjafcz mm& 

(Xf7TS904) „ 
[0212] tzbHf. »S9 2(±. i^'MflLT 
LT«S-«»»«II9 1 fctf 
M-tzmm9 1 3 2 fc , 3$#ffift9 1 *s«m-5Slfff 

sits 9 1 iztfm&mm9 1 1 3 2 1 

a^£W£U -at^«^^»«H9 l^MtESrft 
i -7k MB9 1I1 gb^iIfilTiuffl^Jr 
LT«^l»»S9 2(Cf«-ri>^Mfl 
9 2 3 2 t , 9 2 *JffiSfi-4ffl*8|g 9 2 KftHrf 

2 1 3 2t^-ltr&^'^£«EU - 
St Lfcitetlzm® 9 2 WISE**? o . 
[0 2 13] RSAw^awitisyy- ^-fA 

»»ffi«9 1 liM«*s9 2t7y^"A^ : f : ? ; lJ^3lD 
("Challenge"), ffiffi»9 20fl#&#4l 

9231 TBt"f"fii ixmmm% 9uzmmi C Re 

s p o n s e " ) , mm^9 1 9 1 

Hi, Ht^fcLfc:*^£8i«K»9 2fcf*BM-4&BIMt 

923 2-cii-f u 'mLtzx^ntytiz^tz^yy 
^^mt^-iktmi. §tmn9 2mmix ±n 

ffl^ (Oi 0 , ffl(!89 2fc#tt*£&iB«9 2 3 2 t 
^5:^^119 2 3 1 &J9Rrr Xfolbtm 

-tt. -77, mm^9 2m.&&&m&m 2 1 
m^9 wz^yy^-x^wm cchaiun 
g e - k m^m^9 1 coffi^3^«sga59 1 1 \i*co 

^ij^»f=«9 1 fcttirf £15«§t9 1 3 1 T'Btrr 
ftLT«§|9 2^DEL (" Respons 
e" K 8H83S9 2««^7^«§P9 2 mmHHfcL 
t^?iJS:BMS9 1 C#Bli- S^H9 1 3 2X11 

0 , m^m^9 1 tftK-f 5^119 1 3 2 fc*f£3rr 
H^H 9 1 3 1 & BFf#^--5 hP))X-foht mttt . 
[0214] fflSSJiEW7jL;t±§^ J§^«9 1 CD 

$ms^k^9 i lMifiss 2cDmm&Mm 

SP9 2 1 f±, ;v y ^^filW^>4;««»^ 0 £fc 

St (Xf77S 9 0 5). -Sit-S&Mil^loiJLh 
S)l>^tEB0. 7°n-feX9 1 2 1 0i:7°n-t:X9 2 2 

i o b comxmm m^-th ( xt 77 s 9 0 6 ) . 

[0215] X-fyTS 9 0 4Tj*8ft8&9 1 ifctiS 
«9 2 ^fflSISIKC^Ixl/;^, ^!j.Xf^"S9 
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5 2 

o s-c-sw-a&n** i oifca^wia. warn® 

9 1 ««#&#affigai 9 1 1 is i «S 9 2 wfi^E 
^•«|gg|59 2 1(±, 7°n-feA9 1 2 0£7°n-feX9 2 2 

0 fc<7»jlfi^fW-fl> Uf-'/TS 9 0 7 ) „ 
[0216]^, ±fES9^ffl«ff#J-C'i±, Xt? 

TS 9 0 5T"»^«S9 1 t J:l>;vy^«iS£J^ 

cD&mmnMt *) b iz-m-t &&rmv 1 oj^^n 

T^iiif7°n?''5A9 1 2fcJ;y : '9 2 2^'»IE5:tBFJfE±3 
10 o t, nX% h b f 'J5e Lfc # . J»«t£s 9 1 1 i I, 

^'y^ A faWSHW^M««t D tK«^9 2 1 J: 

<T-|At7th^t«^. Tn-feX9 1 2 1 OfcTn-tr 
X 9 2 2 1 0 t WlS-Ciifi SrS^r-f 5 X 0 IZtl Zbh 

[02 17] m<5^)^^)M_J:iLtf. /n/^AQ 

1 2fcJ;y:'9 2 2i1l7n/5A9 1 2fciy'922« 
fflJ5r**^^-r^ai¥9 12 2 1-9122 nfcitf 
92221-9222n£k-> l lJ: Sftt^^iTn^ 

20 5A**9 1 2 lfeJ:t/922 1 tt^tffiS-T-S&ffl 
Hff9 1 2 2 1-9 1 22 n&J;t/9 222 1—9 2 2 
2nt;«Uf«t&l»A.7yaIi9 1 2 3 1-9 
1 2 3 nfe iy'9 2 2 3 1-9 2 2 3 nSrW-Ti t* 1 
Tn^7A5 12feJ:t/'5 2 2^fiSc0t-4t^Re± 
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[Document Name] Description 



[Title of the Invention] It is the channel offer method the secret-key-less program attestation method, the 
program ID communications processing control method, the program ID communication range control 
method, and the whole public key. 



[Claim(s)] 



[Claim 1] In the information system constituted by the program, the program execution and the 
communication apparatus which generate and perform a process based on this program, and the 
communication and the processing unit which communicate with this program execution and 
communication apparatus The public key and secret key with which said program execution and 
communication apparatus accompany this program execution and communication apparatus, Said 
program including the process generated and performed based on said program A program main part, 
The public key showing the source origin of this program and the signature performed to said program 
main part with this public key and the secret key which makes a pair are included. The process which 
said program execution and communication apparatus check for whether said signature is generated by 
the public key showing the source origin of said program main part and said program, and the secret key 
which makes a pair, Before said program execution and communication apparatus communicate with 
said communication and processing unit by processing of the process generated based on said program 
The process with which said communication and processing unit attest said program execution and 
communication apparatus with the public key method using the public key and secret key which 
accompany said program execution and communication apparatus, When said signature is able to check 
being generated with the public key showing the source origin of said program main part and said 

http://dossier2.ipdl.inpit.go.jp/JP/application/P/2001-250922/22.08.2001_Description_50101223134.htm:JE (1 of 60)8/26/2008 2:00:54 PM 



http://dossier2.ipdl.inpit.go.jP/JP/application/P/2001-250922/22.08.2001_Description_50101223134.htm:JE 

program, and the secret key which makes a pair The process which obtains the public key with which 
said communication and processing unit express the source origin of said program before said program 
execution and communication apparatus communicate with said communication and processing unit by 
processing of the process generated based on said program, The secret-key-less program attestation 
method characterized by including the process for which this public key is attested with said 
communication and processing unit expressing the source origin of said program when the public key 
which succeeds in attestation of said program execution and communication apparatus, and expresses 
the source origin of said program is able to be obtained. 

[Claim 2] In the process which said program execution and communication apparatus check for whether 
said signature is generated by the public key showing the source origin of said program main part and 
said program, and the secret key which makes a pair It consists of a signature value enciphered with the 
public key with which said signature expresses the source origin of said program for the digest which 
carried out hashing of said program main part by the hash function, and the secret key which makes a 
pair. While said program execution and communication apparatus decode said signature value with the 
public key showing the source origin of said program and obtaining a digest, carry out hashing of said 
program main part by a hash function, and a digest is obtained. The secret-key-less program attestation 
method according to claim 1 characterized by judging whether both digests are in agreement. 

[Claim 3] In the process with which said communication and processing unit attest said program 
execution and communication apparatus with the public key method using the public key and secret key 
which accompany said program execution and communication apparatus It is judged whether the public 
key which said communication and processing unit equip with the public key in which the partner who 
may communicate is shown and in which the partner who may this communicate is shown, and the 
public key which accompanies said program execution and communication apparatus are in agreement. 
The secret-key-less program attestation method according to claim 1 or 2 characterized by attesting said 
program execution and communication apparatus when in agreement. 

[Claim 4] In the process with which said communication and processing unit attest said program 
execution and communication apparatus with the public key method using the public key and secret key 
which accompany said program execution and communication apparatus The one-time password method 
by a public key is used, and [ said communication and processing unit ] Send a random character string 
to said program execution and communication apparatus, and [ said program execution and 
communication apparatus ] Encipher this character string with the secret key which accompanies this 
program execution and communication apparatus, return to said communication and processing unit, and 
[ said communication and processing unit ] The secret-key-less program attestation method according to 
claim 1 or 2 which will be characterized by attesting said program execution and communication 
apparatus if it decodes with the public key in which the partner who holds the enciphered character 
string in advance, and who may communicate is shown and the decoded character string and the 
character string sent previously are in agreement. 
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[Claim 5] In the information system constituted by the program, the program execution and the 
communication apparatus which generate and perform a process based on this program, and the 
communication and the processing unit which communicate with this program execution and 
communication apparatus The public key and secret key with which said program execution and 
communication apparatus accompany this program execution and communication apparatus, Said 
program including the process generated and performed based on said program A program main part, 
The public key group showing the source origin of this program and the signature group performed with 
each public key and each secret key which makes a pair to the data created combining said program 
main part and said public key group are included. It is checked whether said program execution and 
communication apparatus are generated by the data with which each signature was created combining 
said program main part and said public key group, each public key corresponding to each signature, and 
each secret key which makes a pair. Before communicating with the process which obtains a collection 
of the public keys corresponding to the signature by which being generated was checked with said 
communication and processing unit by processing of a process in which said program execution and 
communication apparatus were generated based on said program, [ said communication and processing 
unit ] The process which attests said program execution and communication apparatus with the public 
key method using the public key and secret key which accompany said program execution and 
communication apparatus, When one or more public keys corresponding to the signature by which said 
thing [ being generated ] was checked are obtained The process which obtains the public key with which 
said communication and processing unit express the source origin of said program before said program 
execution and communication apparatus communicate with said communication and processing unit by 
processing of the process generated based on said program, When the public key which succeeds in 
attestation of said program execution and communication apparatus, and expresses the source origin of 
said program is able to be obtained The secret-key-less program attestation method characterized by 
including the process at which said communication and processing unit attest each public key of the 
signature check result by said program execution and communication apparatus with expressing the 
source origin of said program. 

[Claim 6] It is checked whether said program execution and communication apparatus are generated by 
the data with which each signature was created combining said program main part and said public key 
group, each public key corresponding to each signature, and each secret key which makes a pair. In the 
process which obtains a collection of the public keys corresponding to the checked signature Each 
signature consists of each signature value enciphered with each public key which expresses the source 
origin of said program for the digest which carried out hashing of the data created in the combination of 
said program main part and said public key group by the hash function, and each secret key which 
makes a pair, and [ said program execution and communication apparatus ] Carry out hashing of the data 
created in the combination of said program main part and said public key group while decoding each 
signature value with each public key showing the source origin of said program, respectively and 
obtaining the digest group by a hash function, and a digest is obtained. The secret-key-less program 
attestation method according to claim 5 characterized by judging whether this digest and said digest 
group are in agreement. 
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[Claim 7] In the process with which said communication and processing unit attest said program 
execution and communication apparatus with the public key method using the public key and secret key 
which accompany said program execution and communication apparatus It is judged whether the public 
key which said communication and processing unit equip with the public key in which the partner who 
may communicate is shown and in which the partner who may this communicate is shown, and the 
public key which accompanies said program execution and communication apparatus are in agreement. 
The secret-key-less program attestation method according to claim 5 or 6 characterized by attesting said 
program execution and communication apparatus when in agreement. 

[Claim 8] In the process with which said communication and processing unit attest said program 
execution and communication apparatus with the public key method using the public key and secret key 
which accompany said program execution and communication apparatus The one-time password method 
by a public key is used, and [ said communication and processing unit ] Send a random character string 
to said program execution and communication apparatus, and [ said program execution and 
communication apparatus ] Encipher this character string with the secret key which accompanies this 
program execution and communication apparatus, return to said communication and processing unit, and 
[ said communication and processing unit ] The secret-key-less program attestation method according to 
claim 5 or 6 which will be characterized by attesting said program execution and communication 
apparatus if it decodes with the public key in which the partner who holds the enciphered character 
string in advance, and who may communicate is shown and the decoded character string and the 
character string sent previously are in agreement. 

[Claim 9] In the information system constituted by the program, the program execution and the 
communication apparatus which generate and perform a process based on this program, and the 
communication and the processing unit which communicate with this program execution and 
communication apparatus Said program contains a program main part and ID group showing the source 
origin of this program. Said program execution and communication apparatus include the process 
generated and performed based on said program. Before said program execution and communication 
apparatus communicate with said communication and processing unit by processing of the process 
generated based on said program When one or more ID(s) which express said source origin as the 
process which obtains a part or all of ID group to which said communication and processing unit express 
the source origin of the program which becomes the origin of said process are obtained In the processing 
which said communication and processing unit generated by the process which communicates with said 
program execution and communication apparatus by processing of the process generated based on said 
program, and communication The program ID communications processing control method characterized 
by including the process which performs access control carried out based on ID group to which said 
communication and processing unit express said source origin obtained from said program execution 
and management equipment. 

[Claim 10] In the information system constituted by the program, the program execution and the 
communication apparatus which generate and perform a process based on this program, and the 
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communication and the processing unit which communicate with this program execution and 
communication apparatus Said program contains a program main part, the public key showing the 
source origin of this program, and this public key and the secret key which makes a pair. Said program 
execution and communication apparatus include the process generated and performed based on said 
program. Before said program execution and communication apparatus communicate with said 
communication and processing unit by processing of the process generated based on said program The 
process which obtains the public key with which said communication and processing unit express the 
source origin of said program which consists of said program execution and communication apparatus 
the origin of the process which makes this program execution and communication apparatus 
communicate, When said program is attested with the process with which said communication and 
processing unit attest said program with the public key method using the public key and secret key 
showing the source origin of said program The program ID communications processing control method 
characterized by said communication and processing unit including the process which communicates 
with said program execution and communication apparatus by access control carried out based on said 
public key. 

[Claim 11] In the process with which said communication and processing unit attest said program about 
the obtained public key with the public key method using the public key and secret key showing the 
source origin of said program The one-time password method by a public key is used, and [ said 
program execution and communication apparatus ] Send said public key to said communication and 
processing unit, and said communication and processing unit send a random character string to said 
program execution and communication apparatus. Said program execution and communication 
apparatus return the character string which enciphered this character string with said secret key to said 
communication and processing unit. The program ID communications processing control method 
according to claim 10 which will be characterized by attesting said program if said communication and 
processing unit decode the enciphered character string with said sent public key and the decoded 
character string and the character string sent previously are in agreement. 

[Claim 12] In the information system constituted by the program, the program execution and the 
communication apparatus which generate and perform a process based on this program, and the 
communication and the processing unit which communicate with this program execution and 
communication apparatus The public key and secret key with which said program execution and 
communication apparatus accompany this program execution and communication apparatus, Said 
program including the process generated and performed based on said program A program main part, 
The public key showing the source origin of this program and the signature performed to said program 
main part with this public key and the secret key which makes a pair are included. The process which 
said program execution and communication apparatus check for whether said signature is generated by 
the public key showing the source origin of said program main part and said program, and the secret key 
which makes a pair, Before said program execution and communication apparatus communicate with 
said communication and processing unit by processing of the process generated based on said program 
The process with which said communication and processing unit attest said program execution and 
communication apparatus with the public key method using the public key and secret key which 
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accompany said program execution and communication apparatus, When said signature is able to check 
being generated with the public key showing the source origin of said program main part and said 
program, and the secret key which makes a pair The process which obtains the public key with which 
said communication and processing unit express the source origin of said program before said program 
execution and communication apparatus communicate with said communication and processing unit by 
processing of the process generated based on said program, When the public key which succeeds in 
attestation of said program execution and communication apparatus, and expresses the source origin of 
said program is able to be obtained The program ID communications processing control method 
characterized by including the process which communicates with said program execution and 
communication apparatus by access control which said communication and processing unit obtained the 
public key showing the source origin of said program from said program execution and communication 
apparatus, and carried out based on this public key. 

[Claim 13] In the process which said program execution and communication apparatus check for 
whether said signature is generated by the public key showing the source origin of said program main 
part and said program, and the secret key which makes a pair It consists of a signature value enciphered 
with the public key with which said signature expresses the source origin of said program for the digest 
which carried out hashing of said program main part by the hash function, and the secret key which 
makes a pair. While said program execution and communication apparatus decode said signature value 
with the public key showing the source origin of said program and obtaining a digest, carry out hashing 
of said program main part by a hash function, and a digest is obtained. The program ID communications 
processing control method according to claim 12 characterized by judging whether both digests are in 
agreement. 

[Claim 14] In the process with which said communication and processing unit attest said program 
execution and communication apparatus with the public key method using the public key and secret key 
which accompany said program execution and communication apparatus The program ID 
communications processing control method according to claim 12 or 13 characterized by judging 
whether the public key with which said communication and processing unit are equipped with the public 
key in which the partner who may communicate is shown, and accompanies said program execution and 
communication apparatus, and the public key in which said partner who may communicate is shown are 
in agreement. 

[Claim 15] In the process with which said communication and processing unit attest said program 
execution and communication apparatus with the public key method using the public key and secret key 
which accompany said program execution and communication apparatus The one-time password method 
by a public key is used, and [ said communication and processing unit ] Send a random character string 
to said program execution and communication apparatus, and [ said program execution and 
communication apparatus ] Encipher this character string with the secret key which accompanies this 
program execution and communication apparatus, return to said communication and processing unit, and 
[ said communication and processing unit ] The program ID communications processing control method 
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according to claim 12 or 13 which will be characterized by attesting said program execution and 
communication apparatus if it decodes with the public key in which the partner who holds the 
enciphered character string in advance, and who may communicate is shown and the decoded character 
string and the character string sent previously are in agreement. 

[Claim 16] In the information system constituted by the program, the program execution and the 
communication apparatus which generate and perform a process based on this program, and the 
communication and the processing unit which communicate with this program execution and 
communication apparatus The public key and secret key with which said program execution and 
communication apparatus accompany this program execution and communication apparatus, Said 
program including the process generated and performed based on said program A program main part, 
The public key group showing the source origin of this program and the signature group performed with 
each public key and each secret key which makes a pair to the data created combining said program 
main part and said public key group are included. It is checked whether said program execution and 
communication apparatus are generated by the data with which each signature was created combining 
said program main part and said public key group, each public key corresponding to each signature, and 
each secret key which makes a pair. Before communicating with the process which obtains a collection 
of the public keys corresponding to the signature by which being generated was checked with said 
communication and processing unit by processing of a process in which said program execution and 
communication apparatus were generated based on said program, [ said communication and processing 
unit ] The process which attests said program execution and communication apparatus with the public 
key method using the public key and secret key which accompany said program execution and 
communication apparatus, When one or more public keys corresponding to the signature by which said 
thing [ being generated ] was checked are obtained The process which obtains the public key with which 
said communication and processing unit express the source origin of said program before said program 
execution and communication apparatus communicate with said communication and processing unit by 
processing of the process generated based on said program, When the public key which succeeds in 
attestation of said program execution and communication apparatus, and expresses the source origin of 
said program is able to be obtained The program ID communications processing control method 
characterized by including the process which communicates with said program execution and 
communication apparatus by access control which said communication and processing unit carried out 
based on a part or all of a collection of public keys of a signature check result by said program execution 
and communication apparatus. 

[Claim 17] In the process which checks whether said program execution and communication apparatus 
are generated by the data with which each signature was created combining said program main part and 
said public key group, each public key corresponding to each signature, and each secret key which 
makes a pair Each signature consists of each signature value enciphered with each public key which 
expresses the source origin of said program for the digest which carried out hashing of the data created 
combining said program main part and said public key group by the hash function, and each secret key 
which makes a pair, and [ said program execution and communication apparatus ] Each digest which 
decoded each signature value with each public key, respectively, The program ID communications 
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processing control method according to claim 16 characterized by judging whether the digest obtained 
by carrying out hashing of the data created combining said program main part and said public key group 
by a hash function is in agreement. 

[Claim 18] In the process with which said communication and processing unit attest said program 
execution and communication apparatus with the public key method using the public key and secret key 
which accompany said program execution and communication apparatus The program ID 
communications processing control method according to claim 16 or 17 characterized by judging 
whether the public key with which said communication and processing unit are equipped with the public 
key in which the partner who may communicate is shown, and accompanies said program execution and 
communication apparatus, and the public key in which said partner who may communicate is shown are 
in agreement. 

[Claim 19] In the process with which said communication and processing unit attest said program 
execution and communication apparatus with the public key method using the public key and secret key 
which accompany said program execution and communication apparatus The one-time password method 
by a public key is used, and [ said communication and processing unit ] Send a random character string 
to said program execution and communication apparatus, and [ said program execution and 
communication apparatus ] Encipher this character string with the secret key which accompanies this 
program execution and communication apparatus, return to said communication and processing unit, and 
[ said communication and processing unit ] The program ID communications processing control method 
according to claim 16 or 17 which will be characterized by attesting said program execution and 
communication apparatus if it decodes with the public key in which the partner who holds the 
enciphered character string in advance, and who may communicate is shown and the decoded character 
string and the character string sent previously are in agreement. 

[Claim 20] In the information system constituted by the program, and two or more program execution 
and communication apparatus which generate a process, respectively and perform it based on these 
programs Said program contains a program main part and ID group showing the source origin of this 
program. [ a certain process which the program execution and the communication apparatus which exists 
based on a certain program generated ] Before communicating with a certain another process to which 
another a certain program execution and communication apparatus generated this program or a certain 
another program to origin When ID group which expresses said source origin as the process which 
obtains a part or all of ID group to which both program execution and a communication apparatus 
express the source origin of said program which becomes the origin of the process in partner program 
execution and a communication apparatus is obtained ID group showing the source origin of said 
program which becomes ID group to which both program execution and a communication apparatus 
express the obtained source origin, and the origin of the process in self-program execution and a 
communication apparatus is compared. The program ID communication range control method 
characterized by including the process which will open a channel if one or more ID(s) showing the 
source origin of said program in agreement exist. 
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[Claim 21] In the information system constituted by the program, and two or more program execution 
and communication apparatus which generate and perform each process based on each program Said 
program contains a program main part, the public key showing the source origin of this program, and 
this public key and the secret key which makes a pair. [ a certain process which the program execution 
and the communication apparatus which exists based on a certain program generated ] Before 
communicating with a certain another process to which another a certain program execution and 
communication apparatus generated this program or a certain another program to origin The process 
which obtains the public key with which both program execution and a communication apparatus 
express the source origin of said program which consists of partner program execution and a 
communication apparatus the origin of the process in partner program execution and a communication 
apparatus, respectively, [ the process which judges whether the public key with which both program 
execution and a communication apparatus express the source origin of said program which becomes the 
origin of the process in the public key obtained from partner program execution and a communication 
apparatus, and self-program execution and a communication apparatus is in agreement, and both 
program execution and a communication apparatus ] The process which performs mutual recognition of 
the program which becomes the origin of the process in partner program execution and a communication 
apparatus using the public key and secret key showing the source origin of said program which becomes 
the origin of the process in partner program execution and a communication apparatus, The public key 
showing the source origin of said program which becomes the origin of the process in the public key 
obtained from partner program execution and a communication apparatus, and self-program execution 
and a communication apparatus is in agreement. And the program ID communication range control 
method characterized by both program execution and a communication apparatus including the process 
which opens a channel when mutual recognition of the program which becomes the origin of the process 
in partner program execution and a communication apparatus is carried out. 

[Claim 22] In the process which performs mutual recognition of the program which becomes the origin 
of the process in partner program execution and a communication apparatus using the public key and 
secret key with which both program execution and a communication apparatus express the source origin 
of said program which becomes the origin of the process in partner program execution and a 
communication apparatus The one-time password method by a public key is used, and [ both program 
execution and a communication apparatus ] The public key which accompanies self -program execution 
and a communication apparatus is sent to partner program execution and a communication apparatus. A 
random character string is sent to partner program execution and a communication apparatus, 
respectively. The character string enciphered with the public key with which partner program execution 
and a communication apparatus express the source origin of said program which becomes the origin of 
the process in partner program execution and a communication apparatus about this character string, and 
the secret key which makes a pair is returned to self-program execution and a communication apparatus. 
If self-program execution and a communication apparatus decode the enciphered character string with a 
corresponding public key and the decoded character string and the character string sent previously are in 
agreement The program ID communication range control method according to claim 21 characterized by 
attesting the program which becomes the origin of the process in partner program execution and a 
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communication apparatus communication apparatus. 

[Claim 23] In the information system constituted by the program, and two or more program execution 
and communication apparatus which generate and perform each process based on each program The 
public key and secret key with which said program execution and communication apparatus accompany 
self -program execution and a communication apparatus, Said program including the public key which 
accompanies partner program execution and a communication apparatus, and the process generated and 
performed based on said program A program main part, The public key showing the source origin of this 
program and the signature performed to said program main part with this public key and the secret key 
which makes a pair are included. [ a certain process which the program execution and the 
communication apparatus which exists based on a certain program generated ] Before communicating 
with a certain another process to which another a certain program execution and communication 
apparatus generated this program or a certain another program to origin Before said signature performs 
said communication with the process which checks whether it is generated by the public key showing 
the source origin of said program main part and said program, and the secret key which makes a pair, 
both program execution and a communication apparatus [ both program execution and a communication 
apparatus ] The process which attests partner program execution and a communication apparatus with 
the public key method using the public key and secret key which accompany partner program execution 
and a communication apparatus, When both program execution and a communication apparatus are able 
to check that said signature is generated with the public key showing the source origin of said program 
main part and said program, and the secret key which makes a pair The process which transmits said 
public key to partner program execution and a communication apparatus before performing said 
communication, The process which judges whether the public key with which both program execution 
and a communication apparatus express the source origin of said program which becomes the origin of 
the process in the public key obtained from partner program execution and a communication apparatus, 
and self -program execution and a communication apparatus is in agreement, Mutual recognition of the 
program which becomes the origin of the process in partner program execution and a communication 
apparatus is carried out. When [ and ] the public key showing the source origin of said program which 
becomes the origin of the process in the public key obtained from partner program execution and a 
communication apparatus, and self -program execution and a communication apparatus is in agreement 
The program ID communication range control method characterized by both program execution and a 
communication apparatus including the process which opens a channel. 

[Claim 24] In the process which both program execution and a communication apparatus check for 
whether said signature is generated by the public key showing the source origin of said program main 
part and said program, and the secret key which makes a pair It consists of a signature value enciphered 
with the public key with which said signature expresses the source origin of said program for the digest 
which carried out hashing of said program main part by the hash function, and the secret key which 
makes a pair. While both program execution and a communication apparatus decode said signature value 
with the public key showing the source origin of said program and obtaining a digest, carry out hashing 
of said program main part by a hash function, and a digest is obtained. The program ID communication 
range control method according to claim 23 or 24 characterized by judging whether both digests are in 
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agreement. 

[Claim 25] In the process with which both program execution and a communication apparatus attest 
partner program execution and a communication apparatus with the public key method using the public 
key and secret key which accompany partner program execution and a communication apparatus Both 
program execution and a communication apparatus are equipped with the public key in which the 
partner who may communicate is shown. The program ID communication range control method 
according to claim 23 or 24 characterized by judging whether the public key in which the this partner 
who may communicate is shown, and one or more public keys of the public key group which 
accompanies partner program execution and a communication apparatus are in agreement. 

[Claim 26] In the process with which both program execution and a communication apparatus attest 
partner program execution and a communication apparatus with the public key method using the public 
key and secret key which accompany partner program execution and a communication apparatus The 
one-time password method by a public key is used, and [ self-program execution and a communication 
apparatus ] The public key which accompanies partner program execution and a communication 
apparatus is obtained from partner program execution and a communication apparatus. Send a random 
character string to partner program execution and a communication apparatus, and [ partner program 
execution and a communication apparatus ] Encipher this character string with the secret key which 
accompanies partner program execution and a communication apparatus, return to self-program 
execution and a communication apparatus, and [ self-program execution and a communication 
apparatus ] The program ID communication range control method according to claim 23 or 24 which 
will be characterized by attesting partner program execution and a communication apparatus if the 
enciphered character string is decoded with said public key obtained from partner program execution 
and a communication apparatus and the decoded character string and the character string sent previously 
are in agreement. 

[Claim 27] When there is a public key where both program execution and a communication apparatus 
succeed in attestation of partner program execution and a communication apparatus, and corresponds 
with a collection of the public keys of the signature check result by both program execution and a 
communication apparatus The communication apparatus with which both program execution and a 
communication apparatus form two or more virtual channels in per channel virtually in the process 
which opens the channel between processes, The resource group for virtual channels showing the source 
origin of said program which exists for every public key, When the public key showing the source origin 
of said program is obtained including the resource group for channels When the process generated based 
on said program communicates, [ the communication apparatus of both program execution and a 
communication apparatus ] The program ID communication range control method according to claim 26 
characterized by assigning channel resources to one of the virtual channel resource groups 
corresponding to the public key showing the obtained source origin, and offering a channel using virtual 
channel resources. 
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[Claim 28] In the information system constituted by the program, and two or more program execution 
and communication apparatus which generate and perform each process based on each program The 
public key and secret key with which said program execution and communication apparatus accompany 
self -program execution and a communication apparatus, Each program including the public key which 
accompanies partner program execution and a communication apparatus, and the process generated and 
performed based on each program A program main part, The public key group showing the source origin 
of this program and the signature group performed with each public key and each secret key which 
makes a pair to the data created combining said program main part and said public key group are 
included. [ the process which checks whether both program execution and a communication apparatus 
are generated by the data with which each signature was created combining said program main part and 
said public key group, each public key corresponding to each signature, and each secret key which 
makes a pair, and both program execution and a communication apparatus ] [ the process which attests 
partner program execution and a communication apparatus with the public key method using the public 
key and secret key which accompany partner program execution and a communication apparatus, and 
both program execution and a communication apparatus ] A collection of the public keys of the 
signature check result by self-program execution and a communication apparatus is told to partner 
program execution and a communication apparatus. The process which judges whether there is any 
public key which is in agreement with a collection of the public keys of the signature check result by 
self -program execution and a communication apparatus and a collection of the public keys of the 
signature check result by partner program execution and a communication apparatus, One or more 
public keys which succeed in attestation of partner program execution and a communication apparatus, 
and are in agreement with a collection of the public keys of the signature check result by both program 
execution and a communication apparatus at a certain time The program ID communication range 
control method characterized by both program execution and a communication apparatus including the 
process which opens the channel between processes. 

[Claim 29] In the process which judges whether both program execution and a communication apparatus 
are generated by the data with which each signature was created combining said program main part and 
said public key group, each public key corresponding to each signature, and each secret key which 
makes a pair Each signature consists of each signature value enciphered with each public key which 
expresses the source origin of said program for the digest which carried out hashing of the data created 
combining said program main part and said public key group by the hash function, and each secret key 
which makes a pair, and [ partner program execution and a communication apparatus ] Carry out 
hashing of the data created by said program main part and said public key group while decoding each 
signature value with each public key showing the source origin of said program, respectively and 
obtaining the digest group by a hash function, and a digest is obtained. The program ID communication 
range control method according to claim 28 characterized by judging whether this digest and said digest 
group are in agreement. 

[Claim 30] In the process with which both program execution and a communication apparatus attest 
partner program execution and a communication apparatus with the public key method using the public 
key and secret key which accompany partner program execution and a communication apparatus Both 
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program execution and a communication apparatus are equipped with the public key in which the 
partner who may communicate is shown. The program ID communication range control method 
according to claim 28 or 29 characterized by judging whether the public key in which the this partner 
who may communicate is shown, and one or more public keys of the public key group which 
accompanies partner program execution and a communication apparatus are in agreement. 

[Claim 31] In the process with which both program execution and a communication apparatus attest 
partner program execution and a communication apparatus with the public key method using the public 
key and secret key which accompany partner program execution and a communication apparatus The 
one-time password method by a public key is used, and [ self-program execution and a communication 
apparatus ] The public key which accompanies partner program execution and a communication 
apparatus is obtained from partner program execution and a communication apparatus. Send a random 
character string to partner program execution and a communication apparatus, and [ partner program 
execution and a communication apparatus ] Encipher this character string with the secret key which 
accompanies partner program execution and a communication apparatus, return to self-program 
execution and a communication apparatus, and [ self-program execution and a communication 
apparatus ] The program ID communication range control method according to claim 28 or 29 which 
will be characterized by attesting partner program execution and a communication apparatus if the 
enciphered character string is decoded with said public key obtained from partner program execution 
and a communication apparatus and the decoded character string and the character string sent previously 
are in agreement. 

[Claim 32] When there is a public key where both program execution and a communication apparatus 
succeed in attestation of partner program execution and a communication apparatus, and corresponds 
with a collection of the public keys of the signature check result by both program execution and a 
communication apparatus The communication apparatus with which both program execution and a 
communication apparatus form two or more virtual channels in per channel virtually in the process 
which opens the channel between processes, The resource group for virtual channels showing the source 
origin of said program which exists for every public key, When one or more public keys showing the 
source origin of said program are obtained including the resource group for channels When the process 
generated based on said program communicates, [ the communication apparatus of both program 
execution and a communication apparatus ] The program ID communication range control method 
according to claim 3 1 characterized by assigning channel resources to one of the virtual channel 
resource groups corresponding to the public key showing the obtained source origin, and offering a 
channel using virtual channel resources. 

[Claim 33] The resource group for virtual channels is the socket defined virtually, and it corresponds to 
each port of the socket which each of these virtual channel resource groups defined as this virtual target. 
The program ID communication range control method according to claim 27 or 32 which the resource 
group for channels is the usual socket, and is characterized by each of each channel resource groups 
corresponding to this socket each usual port. 
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[Claim 34] In the information system constituted by the program, and the program execution and the 
communication apparatus which generate a process based on this program, and perform and 
communicate Said program including the process in which said program execution and communication 
apparatus are generated and performed based on said program A program main part, The public key 
showing the source origin of this program, and the communication apparatus which forms two or more 
virtual channels in per channel virtually, The resources for virtual channels which exist for every public 
key showing the source origin of said program, When said program execution and communication 
apparatus communicate by processing of the process generated based on said program including one or 
more resources for channels It is the channel offer method the whole public key which makes a pair the 
resources for virtual channels required as the public key showing the source origin, and is characterized 
by including ****** which is made to correspond with a virtual channel and offers a channel using a 
virtual channel. 

[Claim 35] The resource group for virtual channels is the socket defined virtually, and it corresponds to 
each port of the socket which each of these virtual channel resource groups defined as this virtual target. 
It is the channel offer method the whole public key according to claim 34 which the resource group for 
channels is the usual socket, and is characterized by each of each channel resource groups corresponding 
to this socket each usual port. 

[Detailed Description of the Invention] 

[0001] 

[Field of the Invention] This invention relates to the program attestation method, the access control 
method of the processing generated by communication between programs in distributed environment, 
and the communication range control method of the program in distributed environment. 

[0002] 

[Description of the Prior Art] The program 1012 constituted by the pair of the public key groups 101221- 
10122n and the secret keys 101 241-1 0124n with which an example of the conventional information 
system expresses the program main part 10121 and the source origin of a program 1012 as shown, for 
example in drawing 19, Are constituted by the process 10120 generated and performed by the portable 
device 101 which are program execution and a communication apparatus based on a program 1012. The 
principal part was constituted by the portable device 101 which generates and performs a process 10120 
for a program 1012 based on a program 1012, and the main phone machine 102 which are the 
communication and the processing unit which communicates with the portable device 101. 
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[0003] As shown, for example in drawing 19, an example of the conventional information system A 
program 1012, The principal part consisted of a portable device 101 which are the program execution 
and the communication apparatus which generates and performs a process 10120 based on a program 
1012, and a main phone machine 102 which are the communication and the processing unit which 
communicates with the portable device 101. 

[0004] The program 112 was constituted including the program main part 10121, the public key groups 
101221 -101 22n showing the source origin of a program 1012, and the public key groups 1 01221- 10122n 
and the secret keys 1 01241- 10124n which make a pair. 

[0005] The portable device 101 consisted of an inclusion functional part 1011, a process 10120 which 
executes a program 1012, a public key 10132 which accompanies the portable device 101, a public key 
10132 and the secret key 10131 which makes a pair, and user password information 10190. 

[0006] The main phone machine 102 was constituted including the public key 10132 which 
accompanies the portable device 101 which is ID showing the partner who may communicate, and the 
user password information 10190 that the user who may communicate is expressed. 

[0007] Before the portable device 101 communicates with the main phone machine 102 in such a 
conventional information system by processing of the process 10120 generated based on the program 
1012 The process which obtains the public keys 10122 1-101 22n with which the main phone machine 
102 expresses the source origin of the program 1012 which consists of a portable device 101 the origin 
of the process 10120 which makes the portable device 101 communicate, [ the main phone machine 
102 / public keys / 101221-10122n / which were obtained / each ] [ attesting by making the public key 
groups 101 221-1 0122n and the secret keys 101241-10 124n showing the source origin of the program 
1012 which becomes the origin of the process 10120 which makes the portable device 101 communicate 
used ] It was attesting, when the program 1012 which becomes the origin of a process 10120 had all the 
public keys that succeeded in attestation. 

[0008] Moreover, as other examples of an information system are conventionally shown, for example in 
drawing 20 The principal part consisted of a program 1012, a portable device 101 which are the program 
execution and the communication apparatus which generates and performs a process 10120 based on a 
program 1012, and a main phone machine 102 which are the communication and the processing unit 
which communicates with the portable device 101. 

[0009] The portable device 101 consisted of an inclusion functional part 1011, a process 10120 which 
executes a program 1012, the public key 10132 and secret key 10131 which accompany the portable 
device 101, and user password information 10190. 
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[0010] The main phone machine 102 has the public key 10132 which accompanies the portable device 
101 as a public key in which the partner who may communicate is shown, and the user password 
information 10190. 

[001 1] In such a conventional information system, with the portable device 101, it attests about the user 
password information 10190, and the process 10120 which executes a program 1012 holds the user 
password information 10190. When a process 10120 tends to communicate with the main phone 
machine 102 and a communication demand occurs, [ the main phone machine 102 ] If a public key 
10132 is received from the portable device 101 and it is in agreement with a public key 10132 When it 
attests about a public key 10132 to the portable device 101 and succeeds in attestation [ the access 
control about the processing which allows communication with the process 10120 and the main phone 
machine 102 which execute the program 1012 in the portable device 101, and is generated by the 
communication ] The user password information 10190 which is not based on a communication partner, 
but performs the same access control, or a communication partner's process 10120 has was succeeded, 
and when user attestation was successful, access control was performed based on it. 

[0012] Furthermore, as another example of an information system was conventionally shown, for 
example in drawing 21, the principal part consisted of a portable device 101 and a main phone machine 
102. 

[0013] The portable device 101 The inclusion functional part 1011 and a program 1012, It was 
constituted including the process 10120 which executes a program 1012, the secret key 10131 which 
accompanies the portable device 101, a secret key 10131 and the public key 10132 which makes a pair, 
and the public key 10232 in which the partner who may communicate is shown. 

[0014] The main phone machine 102 The inclusion functional part 1021 and a program 1022, It 
consisted of a process 10220 which executes a program 1022, a secret key 10231 which accompanies the 
main phone machine 102, a secret key 10231 and the public key 10232 which accomplishes a pair, and a 
public key 10132 in which the partner who may communicate is shown. 

[0015] When a process 10120 and a process 10220 tend to communicate and a communication demand 
occurs in such a conventional information system, [ the inclusion functional parts 1011 and 1021 ] First, 
the public keys 10232 and 101032 in which the partner who may hand the public keys 10132 and 10232 
of each other, and may communicate with the received public keys 10232 and 10132 is shown are 
compared, respectively. If each inclusion functional parts 1011 and 1021 will perform mutual 
recognition with the received public keys 10232 and 10132 if in agreement, and mutual recognition is 
successful, communication with a process 10120 and a process 10220 will be allowed. When the public 
keys 10133 and 10233 in which the partner who may communicate with the received public keys 10232 
and 10132 on the other hand is shown differed or the mutual recognition in public keys 10232 and 
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10132 went wrong, communication between a process 10120 and a process 10220 was not allowed. 
Moreover, the channel resource group was not virtually offered as another resources for every public 
key. 

[0016] 

[Problem to be solved by the invention] In order to prevent ********** at the time of communication, 
as a security level of the areas (a memory, a disk, etc.) where a program exists, I hear that the 1st 
problem cannot be read-out altered, and there is. This is because a program needs to have a secret key. 

[0017] The 2nd problem is holding and carrying out control of maintenance of the common information 
similar to user password information in distributed environment. This is because it is necessary to share 
the information similar to the same user password information in order to attest. 

[0018] The 3rd problem is not being based on a communication partner but performing processing by 
the same authority wholly, when not using the information similar to user password information. This is 
because the information which can guarantee the justification for carrying out access control cannot be 
acquired. 

[0019] I hear that it must be designed individually as which program the partner with whom apparatus, a 
program, or a process should communicate at the time of apparatus, a program, or the design of a system 
is considered, and there is the 4th problem about it. This is because ****** in which the partner who 
should communicate has a communication partner is decided by setup of the public key of **. 

[0020] I hear that the 5th problem has much time and effort in the case of entrance of extension of a 
system, and two or more systems, and it has it. This is because it must redesign separately as which 
program the partner with whom apparatus, a program, or a process should communicate at the time of 
the apparatus for entrance of extension of a system and two or more systems, a program, or the design of 
a system is considered. 

[0021] The 6th problem is becoming what the system fixed to specific service. This is because there is 
much time and effort in the case of entrance of extension of a system and two or more systems. 

[0022] The 7th problem is which channel being corresponded and used for which public key, and 
designing and managing. This is because the channel resource group was not virtually offered as another 
resources for every public key. 
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[0023] The 1st purpose of this invention is to offer the secret-key-less program attestation method of 
preventing ********** i n communication in the environment a read-out alteration being possible and 
good as a security level of an area where a program exists. 

[0024] The 2nd purpose of this invention is to offer the program ID communications processing control 
method for performing access control of the processing generated by communication between programs 
in the distributed environment which is not under central control. 

[0025] In distributed environment, the range is beforehand limited for the range of communicative, i.e., 
circulation of information, and the 3rd purpose of this invention has a system design about the 
communication range in offering the easy program ID communication range control method. 

[0026] It is limited beforehand which channel is occupied by which object for public keys, and the 4th 
purpose of this invention has a system design about a channel in offering the channel offer method the 
easy whole public key, when performing communication according to public key. 

[0027] In addition, although there is JP,2000- 148469, A as Prior art documents [ the "access control to 
service between modular applications" method indicated by this gazette ] It is judged whether the power 
which the 1st computer program module gives access of service from the 2nd computer program module 
was signed in digital one. When signed in digital one, the 1st computer program module is provided with 
access to service. However, [ this method ] so that the 1st computer program module can access service 
from the 2nd computer program module It is for enabling it to perform the 1st computer program 
module and the 2nd computer program module in the same address space on the same computing node. 
It is not for making it make a different program on different program execution and communication 
apparatus like this invention collaborate through communication. 

[0028] 

[Means for solving problem] The program execution and the communication apparatus which the secret- 
key-less program attestation method of this invention generates a process based on a program and this 
program, and is performed, In the information system constituted by the communication and the 
processing unit which communicates with this program execution and communication apparatus The 
public key and secret key with which said program execution and communication apparatus accompany 
this program execution and communication apparatus, Said program including the process generated and 
performed based on said program A program main part, The public key showing the source origin of this 
program and the signature performed to said program main part with this public key and the secret key 
which makes a pair are included. The process which said program execution and communication 
apparatus check for whether said signature is generated by the public key showing the source origin of 
said program main part and said program, and the secret key which makes a pair, Before said program 
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execution and communication apparatus communicate with said communication and processing unit by 
processing of the process generated based on said program The process with which said communication 
and processing unit attest said program execution and communication apparatus with the public key 
method using the public key and secret key which accompany said program execution and 
communication apparatus, When said signature is able to check being generated with the public key 
showing the source origin of said program main part and said program, and the secret key which makes 
a pair The process which obtains the public key with which said communication and processing unit 
express the source origin of said program before said program execution and communication apparatus 
communicate with said communication and processing unit by processing of the process generated based 
on said program, When the public key which succeeds in attestation of said program execution and 
communication apparatus, and expresses the source origin of said program is able to be obtained, it is 
characterized by including the process for which this public key is attested with said communication and 
processing unit expressing the source origin of said program. 

[0029] [ moreover, the secret-key-less program attestation method of this invention ] In the process 
which said program execution and communication apparatus check for whether said signature is 
generated by the public key showing the source origin of said program main part and said program, and 
the secret key which makes a pair It consists of a signature value enciphered with the public key with 
which said signature expresses the source origin of said program for the digest which carried out hashing 
of said program main part by the hash function, and the secret key which makes a pair. While said 
program execution and communication apparatus decode said signature value with the public key 
showing the source origin of said program and obtaining a digest, hashing of said program main part is 
carried out by a hash function, and a digest is obtained and it is characterized by judging whether both 
digests are in agreement. 

[0030] [ furthermore, the secret-key-less program attestation method of this invention ] In the process 
with which said communication and processing unit attest said program execution and communication 
apparatus with the public key method using the public key and secret key which accompany said 
program execution and communication apparatus It judges whether the public key which said 
communication and processing unit equip with the public key in which the partner who may 
communicate is shown and in which the partner who may this communicate is shown, and the public 
key which accompanies said program execution and communication apparatus are in agreement, and 
when in agreement, it is characterized by attesting said program execution and communication 
apparatus. 

[0031] Furthermore, again [ the secret-key-less program attestation method of this invention ] In the 
process with which said communication and processing unit attest said program execution and 
communication apparatus with the public key method using the public key and secret key which 
accompany said program execution and communication apparatus The one-time password method by a 
public key is used, and [ said communication and processing unit ] Send a random character string to 
said program execution and communication apparatus, and [ said program execution and communication 
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apparatus ] Encipher this character string with the secret key which accompanies this program execution 
and communication apparatus, return to said communication and processing unit, and [ said 
communication and processing unit ] If it decodes with the public key in which the partner who holds 
the enciphered character string in advance, and who may communicate is shown and the decoded 
character string and the character string sent previously are in agreement, it will be characterized by 
attesting said program execution and communication apparatus. 

[0032] [ moreover, the secret-key-less program attestation method of this invention ] In the information 
system constituted by the program, the program execution and the communication apparatus which 
generate and perform a process based on this program, and the communication and the processing unit 
which communicate with this program execution and communication apparatus The public key and 
secret key with which said program execution and communication apparatus accompany this program 
execution and communication apparatus, Said program including the process generated and performed 
based on said program A program main part, The public key group showing the source origin of this 
program and the signature group performed with each public key and each secret key which makes a 
pair to the data created combining said program main part and said public key group are included. It is 
checked whether said program execution and communication apparatus are generated by the data with 
which each signature was created combining said program main part and said public key group, each 
public key corresponding to each signature, and each secret key which makes a pair. Before 
communicating with the process which obtains a collection of the public keys corresponding to the 
signature by which being generated was checked with said communication and processing unit by 
processing of a process in which said program execution and communication apparatus were generated 
based on said program, [ said communication and processing unit ] The process which attests said 
program execution and communication apparatus with the public key method using the public key and 
secret key which accompany said program execution and communication apparatus, When one or more 
public keys corresponding to the signature by which said thing [ being generated ] was checked are 
obtained The process which obtains the public key with which said communication and processing unit 
express the source origin of said program before said program execution and communication apparatus 
communicate with said communication and processing unit by processing of the process generated based 
on said program, When the public key which succeeds in attestation of said program execution and 
communication apparatus, and expresses the source origin of said program is able to be obtained Said 
communication and processing unit are characterized by including the process which attests each public 
key of the signature check result by said program execution and communication apparatus with 
expressing the source origin of said program. 

[0033] [ furthermore, the secret-key-less program attestation method of this invention ] It is checked 
whether said program execution and communication apparatus are generated by the data with which 
each signature was created combining said program main part and said public key group, each public 
key corresponding to each signature, and each secret key which makes a pair. In the process which 
obtains a collection of the public keys corresponding to the checked signature Each signature consists of 
each signature value enciphered with each public key which expresses the source origin of said program 
for the digest which carried out hashing of the data created in the combination of said program main part 
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and said public key group by the hash function, and each secret key which makes a pair, and [ said 
program execution and communication apparatus ] Carry out hashing of the data created in the 
combination of said program main part and said public key group while decoding each signature value 
with each public key showing the source origin of said program, respectively and obtaining the digest 
group by a hash function, and a digest is obtained. It is characterized by judging whether this digest and 
said digest group are in agreement. 

[0034] Furthermore, again [ the secret-key-less program attestation method of this invention ] In the 
process with which said communication and processing unit attest said program execution and 
communication apparatus with the public key method using the public key and secret key which 
accompany said program execution and communication apparatus It judges whether the public key 
which said communication and processing unit equip with the public key in which the partner who may 
communicate is shown and in which the partner who may this communicate is shown, and the public 
key which accompanies said program execution and communication apparatus are in agreement, and 
when in agreement, it is characterized by attesting said program execution and communication 
apparatus. 

[0035] [ moreover, the secret-key-less program attestation method of this invention ] In the process with 
which said communication and processing unit attest said program execution and communication 
apparatus with the public key method using the public key and secret key which accompany said 
program execution and communication apparatus The one-time password method by a public key is 
used, and [ said communication and processing unit ] Send a random character string to said program 
execution and communication apparatus, and [ said program execution and communication apparatus ] 
Encipher this character string with the secret key which accompanies this program execution and 
communication apparatus, return to said communication and processing unit, and [ said communication 
and processing unit ] If it decodes with the public key in which the partner who holds the enciphered 
character string in advance, and who may communicate is shown and the decoded character string and 
the character string sent previously are in agreement, it will be characterized by attesting said program 
execution and communication apparatus. 

[0036] On the other hand, [ the method of program ID communications processing control of this 
invention ] In the information system constituted by the program, the program execution and the 
communication apparatus which generate and perform a process based on this program, and the 
communication and the processing unit which communicate with this program execution and 
communication apparatus Said program contains a program main part and ID group showing the source 
origin of this program. Said program execution and communication apparatus include the process 
generated and performed based on said program. Before said program execution and communication 
apparatus communicate with said communication and processing unit by processing of the process 
generated based on said program When one or more ID(s) which express said source origin as the 
process which obtains a part or all of ID group to which said communication and processing unit express 
the source origin of the program which becomes the origin of said process are obtained In the processing 
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which said communication and processing unit generated by the process which communicates with said 
program execution and communication apparatus by processing of the process generated based on said 
program, and communication It is characterized by including the process which performs access control 
carried out based on ID group to which said communication and processing unit express said source 
origin obtained from said program execution and management equipment. 

[0037] [ moreover, the program ID communications processing control method of this invention ] In the 
information system constituted by the program, the program execution and the communication apparatus 
which generate and perform a process based on this program, and the communication and the processing 
unit which communicate with this program execution and communication apparatus Said program 
contains a program main part, the public key showing the source origin of this program, and this public 
key and the secret key which makes a pair. Said program execution and communication apparatus 
include the process generated and performed based on said program. Before said program execution and 
communication apparatus communicate with said communication and processing unit by processing of 
the process generated based on said program The process which obtains the public key with which said 
communication and processing unit express the source origin of said program which consists of said 
program execution and communication apparatus the origin of the process which makes this program 
execution and communication apparatus communicate, When said program is attested with the process 
with which said communication and processing unit attest said program with the public key method 
using the public key and secret key showing the source origin of said program Said communication and 
processing unit are characterized by including the process which communicates with said program 
execution and communication apparatus by access control carried out based on said public key. 

[0038] [ furthermore, the program ID communications processing control method of this invention ] In 
the process with which said communication and processing unit attest said program about the obtained 
public key with the public key method using the public key and secret key showing the source origin of 
said program The one-time password method by a public key is used, and [ said program execution and 
communication apparatus ] Send said public key to said communication and processing unit, and said 
communication and processing unit send a random character string to said program execution and 
communication apparatus. Said program execution and communication apparatus return the character 
string which enciphered this character string with said secret key to said communication and processing 
unit. If said communication and processing unit decode the enciphered character string with said sent 
public key and the decoded character string and the character string sent previously are in agreement, it 
will be characterized by attesting said program. 

[0039] Furthermore, again [ the program ID communications processing control method of this 
invention ] In the information system constituted by the program, the program execution and the 
communication apparatus which generate and perform a process based on this program, and the 
communication and the processing unit which communicate with this program execution and 
communication apparatus The public key and secret key with which said program execution and 
communication apparatus accompany this program execution and communication apparatus, Said 
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program including the process generated and performed based on said program A program main part, 
The public key showing the source origin of this program and the signature performed to said program 
main part with this public key and the secret key which makes a pair are included. The process which 
said program execution and communication apparatus check for whether said signature is generated by 
the public key showing the source origin of said program main part and said program, and the secret key 
which makes a pair, Before said program execution and communication apparatus communicate with 
said communication and processing unit by processing of the process generated based on said program 
The process with which said communication and processing unit attest said program execution and 
communication apparatus with the public key method using the public key and secret key which 
accompany said program execution and communication apparatus, When said signature is able to check 
being generated with the public key showing the source origin of said program main part and said 
program, and the secret key which makes a pair The process which obtains the public key with which 
said communication and processing unit express the source origin of said program before said program 
execution and communication apparatus communicate with said communication and processing unit by 
processing of the process generated based on said program, When the public key which succeeds in 
attestation of said program execution and communication apparatus, and expresses the source origin of 
said program is able to be obtained Said communication and processing unit obtain the public key 
showing the source origin of said program from said program execution and communication apparatus, 
and is characterized by including the process which communicates with said program execution and 
communication apparatus by access control carried out based on this public key. 

[0040] [ moreover, the program ID communications processing control method of this invention ] In the 
process which said program execution and communication apparatus check for whether said signature is 
generated by the public key showing the source origin of said program main part and said program, and 
the secret key which makes a pair It consists of a signature value enciphered with the public key with 
which said signature expresses the source origin of said program for the digest which carried out hashing 
of said program main part by the hash function, and the secret key which makes a pair. While said 
program execution and communication apparatus decode said signature value with the public key 
showing the source origin of said program and obtaining a digest, hashing of said program main part is 
carried out by a hash function, and a digest is obtained and it is characterized by judging whether both 
digests are in agreement. 

[0041] [ furthermore, the program ID communications processing control method of this invention ] In 
the process with which said communication and processing unit attest said program execution and 
communication apparatus with the public key method using the public key and secret key which 
accompany said program execution and communication apparatus It is characterized by judging whether 
the public key with which said communication and processing unit are equipped with the public key in 
which the partner who may communicate is shown, and accompanies said program execution and 
communication apparatus, and the public key in which said partner who may communicate is shown are 
in agreement. 
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[0042] Furthermore, again [ the program ID communications processing control method of this 
invention ] In the process with which said communication and processing unit attest said program 
execution and communication apparatus with the public key method using the public key and secret key 
which accompany said program execution and communication apparatus The one-time password method 
by a public key is used, and [ said communication and processing unit ] Send a random character string 
to said program execution and communication apparatus, and [ said program execution and 
communication apparatus ] Encipher this character string with the secret key which accompanies this 
program execution and communication apparatus, return to said communication and processing unit, and 
[ said communication and processing unit ] If it decodes with the public key in which the partner who 
holds the enciphered character string in advance, and who may communicate is shown and the decoded 
character string and the character string sent previously are in agreement, it will be characterized by 
attesting said program execution and communication apparatus. 

[0043] [ moreover, the program ID communications processing control method of this invention ] In the 
information system constituted by the program, the program execution and the communication apparatus 
which generate and perform a process based on this program, and the communication and the processing 
unit which communicate with this program execution and communication apparatus The public key and 
secret key with which said program execution and communication apparatus accompany this program 
execution and communication apparatus, Said program including the process generated and performed 
based on said program A program main part, The public key group showing the source origin of this 
program and the signature group performed with each public key and each secret key which makes a 
pair to the data created combining said program main part and said public key group are included. It is 
checked whether said program execution and communication apparatus are generated by the data with 
which each signature was created combining said program main part and said public key group, each 
public key corresponding to each signature, and each secret key which makes a pair. Before 
communicating with the process which obtains a collection of the public keys corresponding to the 
signature by which being generated was checked with said communication and processing unit by 
processing of a process in which said program execution and communication apparatus were generated 
based on said program, [ said communication and processing unit ] The process which attests said 
program execution and communication apparatus with the public key method using the public key and 
secret key which accompany said program execution and communication apparatus, When one or more 
public keys corresponding to the signature by which said thing [ being generated ] was checked are 
obtained The process which obtains the public key with which said communication and processing unit 
express the source origin of said program before said program execution and communication apparatus 
communicate with said communication and processing unit by processing of the process generated based 
on said program, When the public key which succeeds in attestation of said program execution and 
communication apparatus, and expresses the source origin of said program is able to be obtained Said 
communication and processing unit are characterized by including the process which communicates 
with said program execution and communication apparatus by access control carried out based on a part 
or all of a collection of public keys of a signature check result by said program execution and 
communication apparatus. 
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[0044] [ furthermore, the program ID communications processing control method of this invention ] In 
the process which checks whether said program execution and communication apparatus are generated 
by the data with which each signature was created combining said program main part and said public 
key group, each public key corresponding to each signature, and each secret key which makes a pair 
Each signature consists of each signature value enciphered with each public key which expresses the 
source origin of said program for the digest which carried out hashing of the data created combining said 
program main part and said public key group by the hash function, and each secret key which makes a 
pair, and [ said program execution and communication apparatus ] It is characterized by judging whether 
each digest which decoded each signature value with each public key, respectively, and the digest 
obtained by carrying out hashing of the data created combining said program main part and said public 
key group by a hash function are in agreement. 

[0045] Furthermore, again [ the program ID communications processing control method of this 
invention ] In the process with which said communication and processing unit attest said program 
execution and communication apparatus with the public key method using the public key and secret key 
which accompany said program execution and communication apparatus It is characterized by judging 
whether the public key with which said communication and processing unit are equipped with the public 
key in which the partner who may communicate is shown, and accompanies said program execution and 
communication apparatus, and the public key in which said partner who may communicate is shown are 
in agreement. 

[0046] [ moreover, the program ID communications processing control method of this invention ] In the 
process with which said communication and processing unit attest said program execution and 
communication apparatus with the public key method using the public key and secret key which 
accompany said program execution and communication apparatus The one-time password method by a 
public key is used, and [ said communication and processing unit ] Send a random character string to 
said program execution and communication apparatus, and [ said program execution and communication 
apparatus ] Encipher this character string with the secret key which accompanies this program execution 
and communication apparatus, return to said communication and processing unit, and [ said 
communication and processing unit ] If it decodes with the public key in which the partner who holds 
the enciphered character string in advance, and who may communicate is shown and the decoded 
character string and the character string sent previously are in agreement, it will be characterized by 
attesting said program execution and communication apparatus. 

[0047] [ on the other hand, the program ID communication range control method of this invention ] In 
the information system constituted by the program, and two or more program execution and 
communication apparatus which generate a process, respectively and perform it based on these programs 
Said program contains a program main part and ID group showing the source origin of this program. [ a 
certain process which the program execution and the communication apparatus which exists based on a 
certain program generated ] Before communicating with a certain another process to which another a 
certain program execution and communication apparatus generated this program or a certain another 
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program to origin When ID group which expresses said source origin as the process which obtains a part 
or all of ID group to which both program execution and a communication apparatus express the source 
origin of said program which becomes the origin of the process in partner program execution and a 
communication apparatus is obtained ID group showing the source origin of said program which 
becomes ID group to which both program execution and a communication apparatus express the 
obtained source origin, and the origin of the process in self-program execution and a communication 
apparatus is compared. If one or more ID(s) showing the source origin of said program in agreement 
exist, it will be characterized by including the process which opens a channel. 

[0048] [ moreover, the program ID communication range control method of this invention ] In the 
information system constituted by the program, and two or more program execution and communication 
apparatus which generate and perform each process based on each program Said program contains a 
program main part, the public key showing the source origin of this program, and this public key and the 
secret key which makes a pair. [ a certain process which the program execution and the communication 
apparatus which exists based on a certain program generated ] Before communicating with a certain 
another process to which another a certain program execution and communication apparatus generated 
this program or a certain another program to origin The process which obtains the public key with which 
both program execution and a communication apparatus express the source origin of said program which 
consists of partner program execution and a communication apparatus the origin of the process in 
partner program execution and a communication apparatus, respectively, [ the process which judges 
whether the public key with which both program execution and a communication apparatus express the 
source origin of said program which becomes the origin of the process in the public key obtained from 
partner program execution and a communication apparatus, and self-program execution and a 
communication apparatus is in agreement, and both program execution and a communication apparatus ] 
The process which performs mutual recognition of the program which becomes the origin of the process 
in partner program execution and a communication apparatus using the public key and secret key 
showing the source origin of said program which becomes the origin of the process in partner program 
execution and a communication apparatus, The public key showing the source origin of said program 
which becomes the origin of the process in the public key obtained from partner program execution and 
a communication apparatus, and self-program execution and a communication apparatus is in 
agreement. And when mutual recognition of the program which becomes the origin of the process in 
partner program execution and a communication apparatus is carried out, both program execution and a 
communication apparatus are characterized by including the process which opens a channel. 

[0049] [ moreover, the program ID communication range control method of this invention ] In the 
process which performs mutual recognition of the program which becomes the origin of the process in 
partner program execution and a communication apparatus using the public key and secret key with 
which both program execution and a communication apparatus express the source origin of said program 
which becomes the origin of the process in partner program execution and a communication apparatus 
The one-time password method by a public key is used, and [ both program execution and a 
communication apparatus ] The public key which accompanies self-program execution and a 
communication apparatus is sent to partner program execution and a communication apparatus. A 
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random character string is sent to partner program execution and a communication apparatus, 
respectively. The character string enciphered with the public key with which partner program execution 
and a communication apparatus express the source origin of said program which becomes the origin of 
the process in partner program execution and a communication apparatus about this character string, and 
the secret key which makes a pair is returned to self-program execution and a communication apparatus. 
If self-program execution and a communication apparatus decode the enciphered character string with a 
corresponding public key and the decoded character string and the character string sent previously are in 
agreement, it will be characterized by attesting the program which becomes the origin of the process in 
partner program execution and a communication apparatus communication apparatus. 

[0050] [ furthermore, the program ID communication range control method of this invention ] In the 
information system constituted by the program, and two or more program execution and communication 
apparatus which generate and perform each process based on each program The public key and secret 
key with which said program execution and communication apparatus accompany self -program 
execution and a communication apparatus, Said program including the public key which accompanies 
partner program execution and a communication apparatus, and the process generated and performed 
based on said program A program main part, The public key showing the source origin of this program 
and the signature performed to said program main part with this public key and the secret key which 
makes a pair are included. [ a certain process which the program execution and the communication 
apparatus which exists based on a certain program generated ] Before communicating with a certain 
another process to which another a certain program execution and communication apparatus generated 
this program or a certain another program to origin Before said signature performs said communication 
with the process which checks whether it is generated by the public key showing the source origin of 
said program main part and said said program, and the secret key which makes a pair, both program 
execution and a communication apparatus [ both program execution and a communication apparatus ] 
The process which attests partner program execution and a communication apparatus with the public key 
method using the public key and secret key which accompany partner program execution and a 
communication apparatus, When both program execution and a communication apparatus are able to 
check that said signature is generated with the public key showing the source origin of said program 
main part and said program, and the secret key which makes a pair The process which transmits said 
public key to partner program execution and a communication apparatus before performing said 
communication, The process which judges whether the public key with which both program execution 
and a communication apparatus express the source origin of said program which becomes the origin of 
the process in the public key obtained from partner program execution and a communication apparatus, 
and self -program execution and a communication apparatus is in agreement, Mutual recognition of the 
program which becomes the origin of the process in partner program execution and a communication 
apparatus is carried out. And when the public key showing the source origin of said program which 
becomes the origin of the process in the public key obtained from partner program execution and a 
communication apparatus, and self -program execution and a communication apparatus is in agreement, 
both program execution and a communication apparatus are characterized by including the process 
which opens a channel. 
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[0051] Furthermore, again [ the program ID communication range control method of this invention ] In 
the process which both program execution and a communication apparatus check for whether said 
signature is generated by the public key showing the source origin of said program main part and said 
program, and the secret key which makes a pair It consists of a signature value enciphered with the 
public key with which said signature expresses the source origin of said program for the digest which 
carried out hashing of said program main part by the hash function, and the secret key which makes a 
pair. While both program execution and a communication apparatus decode said signature value with the 
public key showing the source origin of said program and obtaining a digest, hashing of said program 
main part is carried out by a hash function, and a digest is obtained and it is characterized by judging 
whether both digests are in agreement. 

[0052] [ moreover, the program ID communication range control method of this invention ] In the 
process with which both program execution and a communication apparatus attest partner program 
execution and a communication apparatus with the public key method using the public key and secret 
key which accompany partner program execution and a communication apparatus It is characterized by 
judging whether the public key which both program execution and a communication apparatus equip 
with the public key in which the partner who may communicate is shown and in which the partner who 
may this communicate is shown, and one or more public keys of the public key group which 
accompanies partner program execution and a communication apparatus are in agreement. 

[0053] [ furthermore, the program ID communication range control method of this invention ] In the 
process with which both program execution and a communication apparatus attest partner program 
execution and a communication apparatus with the public key method using the public key and secret 
key which accompany partner program execution and a communication apparatus The one-time 
password method by a public key is used, and [ self-program execution and a communication apparatus ] 
The public key which accompanies partner program execution and a communication apparatus is 
obtained from partner program execution and a communication apparatus. Send a random character 
string to partner program execution and a communication apparatus, and [ partner program execution 
and a communication apparatus ] Encipher this character string with the secret key which accompanies 
partner program execution and a communication apparatus, return to self -program execution and a 
communication apparatus, and [ self -program execution and a communication apparatus ] If the 
enciphered character string is decoded with said public key obtained from partner program execution 
and a communication apparatus and the decoded character string and the character string sent previously 
are in agreement, it will be characterized by attesting partner program execution and a communication 
apparatus. 

[0054] Furthermore, again [ the program ID communication range control method of this invention ] 
When there is a public key where both program execution and a communication apparatus succeed in 
attestation of partner program execution and a communication apparatus, and corresponds with a 
collection of the public keys of the signature check result by both program execution and a 
communication apparatus The communication apparatus with which both program execution and a 
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communication apparatus form two or more virtual channels in per channel virtually in the process 
which opens the channel between processes, The resource group for virtual channels showing the source 
origin of said program which exists for every public key, When the public key showing the source origin 
of said program is obtained including the resource group for channels When the process generated based 
on said program communicates, the communication apparatus of both program execution and a 
communication apparatus assigns channel resources to one of the virtual channel resource groups 
corresponding to the public key showing the obtained source origin, and is characterized by offering a 
channel using virtual channel resources. 

[0055] [ moreover, the program ID communication range control method of this invention ] In the 
information system constituted by the program, and two or more program execution and communication 
apparatus which generate and perform each process based on each program The public key and secret 
key with which said program execution and communication apparatus accompany self -program 
execution and a communication apparatus, Each program including the public key which accompanies 
partner program execution and a communication apparatus, and the process generated and performed 
based on each program A program main part, The public key group showing the source origin of this 
program and the signature group performed with each public key and each secret key which makes a 
pair to the data created combining said program main part and said public key group are included. [ the 
process which checks whether both program execution and a communication apparatus are generated by 
the data with which each signature was created combining said program main part and said public key 
group, each public key corresponding to each signature, and each secret key which makes a pair, and 
both program execution and a communication apparatus ] [ the process which attests partner program 
execution and a communication apparatus with the public key method using the public key and secret 
key which accompany partner program execution and a communication apparatus, and both program 
execution and a communication apparatus ] A collection of the public keys of the signature check result 
by self -program execution and a communication apparatus is told to partner program execution and a 
communication apparatus. The process which judges whether there is any public key which is in 
agreement with a collection of the public keys of the signature check result by self -program execution 
and a communication apparatus and a collection of the public keys of the signature check result by 
partner program execution and a communication apparatus, One or more public keys which succeed in 
attestation of partner program execution and a communication apparatus, and are in agreement with a 
collection of the public keys of the signature check result by both program execution and a 
communication apparatus are characterized by both program execution and a communication apparatus 
including the process which opens the channel between processes at a certain time. 

[0056] [ furthermore, the program ID communication range control method of this invention ] In the 
process which judges whether both program execution and a communication apparatus are generated by 
the data with which each signature was created combining said program main part and said public key 
group, each public key corresponding to each signature, and each secret key which makes a pair Each 
signature consists of each signature value enciphered with each public key which expresses the source 
origin of said program for the digest which carried out hashing of the data created combining said 
program main part and said public key group by the hash function, and each secret key which makes a 
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pair, and [ partner program execution and a communication apparatus ] Carry out hashing of the data 
created by said program main part and said public key group while decoding each signature value with 
each public key showing the source origin of said program, respectively and obtaining the digest group 
by a hash function, and a digest is obtained. It is characterized by judging whether this digest and said 
digest group are in agreement. 

[0057] Furthermore, again [ the program ID communication range control method of this invention ] In 
the process with which both program execution and a communication apparatus attest partner program 
execution and a communication apparatus with the public key method using the public key and secret 
key which accompany partner program execution and a communication apparatus It is characterized by 
judging whether the public key which both program execution and a communication apparatus equip 
with the public key in which the partner who may communicate is shown and in which the partner who 
may this communicate is shown, and one or more public keys of the public key group which 
accompanies partner program execution and a communication apparatus are in agreement. 

[0058] [ moreover, the program ID communication range control method of this invention ] In the 
process with which both program execution and a communication apparatus attest partner program 
execution and a communication apparatus with the public key method using the public key and secret 
key which accompany partner program execution and a communication apparatus The one-time 
password method by a public key is used, and [ self-program execution and a communication apparatus ] 
The public key which accompanies partner program execution and a communication apparatus is 
obtained from partner program execution and a communication apparatus. Send a random character 
string to partner program execution and a communication apparatus, and [ partner program execution 
and a communication apparatus ] Encipher this character string with the secret key which accompanies 
partner program execution and a communication apparatus, return to self-program execution and a 
communication apparatus, and [ self-program execution and a communication apparatus ] If the 
enciphered character string is decoded with said public key obtained from partner program execution 
and a communication apparatus and the decoded character string and the character string sent previously 
are in agreement, it will be characterized by attesting partner program execution and a communication 
apparatus. 

[0059] [ furthermore, the program ID communication range control method of this invention ] When 
there is a public key where both program execution and a communication apparatus succeed in 
attestation of partner program execution and a communication apparatus, and corresponds with a 
collection of the public keys of the signature check result by both program execution and a 
communication apparatus The communication apparatus with which both program execution and a 
communication apparatus form two or more virtual channels in per channel virtually in the process 
which opens the channel between processes, The resource group for virtual channels showing the source 
origin of said program which exists for every public key, When one or more public keys showing the 
source origin of said program are obtained including the resource group for channels When the process 
generated based on said program communicates, the communication apparatus of both program 
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execution and a communication apparatus assigns channel resources to one of the virtual channel 
resource groups corresponding to the public key showing the obtained source origin, and is characterized 
by offering a channel using virtual channel resources. 

[0060] Furthermore, again [ the program ID communication range control method of this invention ] 
The resource group for virtual channels is the socket defined virtually, it corresponds to each port of the 
socket which each of these virtual channel resource groups defined as this virtual target, the resource 
group for channels is the usual socket, and each of each channel resource groups is characterized by 
corresponding to this socket each usual port. 

[0061] In the information system constituted on the other hand by the program execution and the 
communication apparatus which the channel offer method generates a process based on a program and 
this program, and performs and communicates the whole public key of this invention Said program 
including the process in which said program execution and communication apparatus are generated and 
performed based on said program A program main part, The public key showing the source origin of this 
program, and the communication apparatus which forms two or more virtual channels in per channel 
virtually, The resources for virtual channels which exist for every public key showing the source origin 
of said program, When said program execution and communication apparatus communicate by 
processing of the process generated based on said program including one or more resources for channels 
The resources for virtual channels required as the public key showing the source origin are made into a 
pair, and it is made to correspond with a virtual channel and is characterized by including ****** which 
offers a channel using a virtual channel. 

[0062] Furthermore, the whole public key of this invention again [ the channel offer method ] The 
resource group for virtual channels is the socket defined virtually, it corresponds to each port of the 
socket which each of these virtual channel resource groups defined as this virtual target, the resource 
group for channels is the usual socket, and each of each channel resource groups is characterized by 
corresponding to this socket each usual port. 

[0063] 

[Mode for carrying out the invention] The form of operation of this invention is hereafter explained in 
detail with reference to Drawings. 

[0064] (1) [ the information system with which the secret-key-less program attestation method 
concerning the form of operation of the 1st of this invention was applied ] if form drawing 1 of the 1st 
operation is referred to The principal part consists of programs 112 which are installed in the portable 
device 1 1 with which the program execution and the communication apparatus which has an execution 
function and a communication function were applied, the main phone machine 12 with which the 
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communication and the processing unit which has a communication function were applied, and the 
portable device 1 1 , and are executed. 

[0065] As for an execution function and a communication function, Java (registered trademark of Sun 
Microsystems, Inc.) etc. is assumed. 

[0066] As a portable device 11, a cellular-phone machine (PHS (Personal Handy Phone) is included), a 
Personal Digital Assistant, etc. are assumed. 

[0067] A POS (Point Of Sales) terminal etc. is assumed as a main phone machine 12. 

[0068] [ the communication function between the portable device 1 1 and the main phone machine 12 ] 
Short-distance wireless-communications technology, such as Bluetooth which Ericsson etc. advocates, 
wireless LAN (Local Area Network), and PIAFS (PHS Internet Access Forum Standard), shall realize. 

[0069] The portable device 11 is constituted including the reliable inclusion functional part 111, the 
process 1 120 which executes a program 112, and the secret key 1131 and public key 1 132 which 
accompany the portable device 1 1 . 

[0070] The public key 1 1221 with which a program 112 expresses the source origin of a program 1 12 as 
the program main part 1121, It is constituted including the hash value 11231 which is the signature (a 
digital signature, electronic signature) which enciphered the digest which carried out hashing of the 
program main part 1121 by the hash function with the public key 1 1221 and the secret key (not shown) 
which makes a pair. In addition, as for the program 1 12, in the sources (manufacturer etc.) and origins 
(version etc.), the program main part 1121, the public key 1 1221, and the hash value 1 1231 are created 
as one. 

[0071] The main phone machine 12 has the public key 1132 which accompanies the portable device 11 
as a public key in which the partner who may communicate is shown. 

[0072] When drawing 2 is referred to, [ processing of the inclusion functional part 1 1 1 of the portable 
device 1 1 and the main phone machine 12 ] It consists of the hash value check step S 101, the 
communication demand generating step S102, the portable device attestation step S103, the program 
source origin judging step S104, a program attestation step S105, and program a non-attested step S106. 

[0073] Next, operation of the information system with which the secret-key-less program attestation 
method concerning the form of the 1st operation constituted in this way was applied is explained in 

http://dossier2.ipdl.inpit.go.jp/JP/application/P/2001-250922/22.08.2001_Description_50101223134.htm:JE (32 of 60)8/26/2008 2:00:54 PM 



http://dossier2.ipdl.inpit.go.jP/JP/application/P/2001-250922/22.08.2001_Description_50101223134.htm:JE 

detail with reference to drawing 1 and drawing 2. 

[0074] First, the portable device 11 checks whether the hash value 11231 is generated by the program 
main part 1121 and a public key 1 1221, and the secret key that makes a pair by the inclusion functional 
part 111 (Step S101). [the part ] in detail while the inclusion functional part 111 obtains the digest 
which decoded the hash value 11231 with the public key 11221, and carried out hashing of the program 
main part 1 121 [ verifying whether hashing of the program main part 1 121 is carried out by a known 
hash function, a digest is obtained, and both digests are completely in agreement ] The hash value 11231 
checks whether it is generated by the program main part 1 121 and a public key 1 1221, and the secret key 
that makes a pair. That is, the program main part 1 121 and a public key 1 1221 were not altered, and a 
program 112 checks having the genuine source origin. In addition, this check processing should just be 
performed once, when a program 112 introduced for example, downloads to the portable device 11. 

[0075] Next, when the process 1 120 which executes the program 1 12 in the portable device 11 tended to 
communicate with the main phone machine 12 and a communication demand is generated (Step SI 02), 
Or before it, the main phone machine 12 attests the portable device 1 1 with the public key method using 
the public key 1132 and secret key 1131 which accompany the portable device 11 (Step SI 03). 

[0076] For example, it judges whether the public key 1132 which accompanies the portable device 11 
held as a public key in which the partner with whom oneself may communicate is shown, and the public 
key 1132 of the main phone machine 12 which accompanies the portable device 11 which the portable 
device 1 1 holds correspond, and when in agreement, the portable device 1 1 is attested. 

[0077] Moreover, when the one-time password (One Time Password) method by the public key of RSA 
(Rivest, Shamir, Adleman) is used, The main phone machine 12 sends a random character string to the 
portable device 11 ("Challenge"). The inclusion functional part 1 1 1 of the portable device 11 enciphers 
the character string with the secret key 1131 which accompanies the portable device 11, and returns it to 
the main phone machine 12 ("Response"). If the main phone machine 12 is decoded with the public key 
1 132 which accompanies the portable device 1 1 held as a public key in which the partner who may 
communicate the enciphered character string in advance is shown and the decoded character string and 
the random character string sent previously are in agreement The portable device 1 1 is attested with his 
being the partner (that is, thing which owns the public key 1232 which accompanies the portable device 
1 1 held as a public key in which the partner who may communicate is shown, and the secret key 1131 
which makes a pair) who may communicate. 

[0078] When it succeeds in attestation of the portable device 11, [the main phone machine 12 ] The 
public key 11221 of the hash value check result by the portable device 11 is obtained from the inclusion 
functional part 1 1 1 of the portable device 11. Based on the hash value check result by the portable 
device 11, it judges whether it is that in which a program 112 has the genuine source origin (Step S104), 
and suppose that the program 112 was attested with the public key 1 1221 obtained when that was right 
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(StepS 105). 

[0079] On the other hand, when attestation of the portable device 11 goes wrong (Step SI 03), or when a 
public key 11221 is not a public key showing the genuine source origin of a program 112 (Step S104), 
the main phone machine 12 does not attest a program 112. 

[0080] Even if a program 112 does not have a secret key, according to the form of the 1st operation, 
[ the main phone machine 12 ] [ be / attestation of the program 112 which becomes the origin of the 
process 1120 in the portable device 11 which is going to communicate with the main phone machine 
12 / possible ] When communicating with the portable device 1 1 which carries out based on the program 
112 which steals and is under the environment in which a **** alteration is possible, and operates, the 
main phone machine 12 can prevent ********** 0 f a program 112, and it can attest. 

[0081] (2) [ the information system with which the secret-key-less program attestation method 
concerning the form of operation of the 2nd of this invention was applied ] if form drawing 3 of the 2nd 
operation is referred to The principal part consists of programs 212 which are installed in the portable 
device 21 with which the program execution and the communication apparatus which has an execution 
function and a communication function were applied, the main phone machine 22 with which the 
communication and the processing unit which has a communication function were applied, and the 
portable device 21, and are executed. 

[0082] As for an execution function and a communication function, Java etc. is assumed. 

[0083] As a portable device 21, a cellular-phone machine (PHS is included), a Personal Digital 
Assistant, etc. are assumed. 

[0084] A POS terminal etc. is assumed as a main phone machine 22. 

[0085] The communication function between the portable device 21 and the main phone machine 22 
shall be realized by short-distance wireless-communications technology, such as Bluetooth which 
Ericsson etc. advocates, wireless LAN, and PIAFS. 

[0086] The portable device 21 is constituted including the reliable inclusion functional part 211, the 
process 2120 which executes a program 212, and the secret key 2131 and public key 2132 which 
accompany the portable device 21. 

[0087] Programs 212 are the public key groups 21221-2122n (n is two or more right integers.) which 
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express the source origin of a program 212 as the program main part 2121. the following — being the 
same — The program main part 2121 [ and the public key groups 21221-2122n ] The digest which 
carried out hashing of the data combined and created by the hash function is constituted including the 
hash value groups 21231-2123n which are signature groups which enciphered each public keys 21221- 
2122n and a pair with each secret key (not shown) to make, respectively. In addition, as for the program 
212, in the sources (manufacturer etc.) and origins (version etc.), the program main part 2121, the public 
key groups 21221-2122n, and the hash value groups 21231-2123n are created as one. 

[0088] The main phone machine 22 has the public key 2132 which accompanies the portable device 21 
as a public key in which the partner who may communicate is shown. 

[0089] When drawing 4 is referred to, [ processing of the inclusion functional part 21 1 of the portable 
device 21 and the main phone machine 22 ] It consists of the hash value check step S201, the 
communication demand generating step S202, the portable device attestation step S203, the program 
origin judging step S204, a program attestation step S205, and program a non-attested step S206. 

[0090] Next, operation of the information system with which the secret-key-less program attestation 
method concerning the form of the 2nd operation constituted in this way was applied is explained in 
detail with reference to drawing 3 and drawing 4. 

[0091] First, it is checked whether as for the portable device 21, each hash values 2 1 23 1 -21 23 n are 
generated by the inclusion functional part 211 with the program main part 2121 and the public key 
groups 21221-2122n, each public keys 21221-2122n, and each secret key that makes a pair. A collection 
of the public keys corresponding to the checked hash value is obtained (Step S201). In detail [ the 
inclusion functional part 211] While obtaining the digest group which carried out hashing of the data 
which decoded each hash values 21231-2123n with each public keys 21221-2122n, respectively, and 
was created combining the program main part 2221 and the public key groups 21221-2122n Carry out 
hashing of the data created combining the program main part 2121 and the public key groups 21221- 
2122n by a known hash function, and a digest is obtained. [ verifying, respectively whether this digest 
and each of digest groups are completely in agreement ] It is checked whether each hash values 21231- 
2123n are generated by the program main part 2121 and the public key groups 21221-2122n, each public 
keys 21221-2122n, and each secret key that makes a pair, respectively. A collection of the public keys 
corresponding to the checked hash value is obtained. That is, the program main part 2121 and the public 
key groups 21221-2122n were not altered, and a program 212 checks having the genuine source origin. 
In addition, this check processing should just be performed once, when a program 212 introduced for 
example, downloads to the portable device 21. 

[0092] Next, when the process 2120 which executes the program 212 in the portable device 21 tended to 
communicate with the main phone machine 22 and a communication demand occurs (Step S202), Or 
before it, the main phone machine 22 attests the portable device 21 with the public key method using the 
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secret key 2131 and public key 2132 which accompany the portable device 21 (Step S203). 

[0093] For example, it judges whether the public key 2132 which accompanies the portable device 21 
held as a public key in which the partner with whom oneself may communicate is shown, and the public 
key 2132 of the main phone machine 22 which accompanies the portable device 21 which the portable 
device 21 holds correspond, and when in agreement, the portable device 21 is attested. 

[0094] Moreover, when the one-time password method by the public key of RS A is used, The main 
phone machine 22 sends a random character string to the portable device 21 ("Challenge"). The 
inclusion functional part 211 of the portable device 21 enciphers the character string with the secret key 
2131 which accompanies the portable device 21, and returns it to the main phone machine 22 
("Response"). If the main phone machine 22 is decoded with the public key 2132 which accompanies 
the portable device 21 held as a public key in which the partner who may communicate the enciphered 
character string in advance is shown and the decoded character string and the random character string 
sent previously are in agreement The portable device 21 is attested with his being the partner (that is, 
thing which owns the public key 2132 which accompanies the portable device 21 held as a public key in 
which the partner who may communicate is shown, and the secret key 2131 which makes a pair) who 
may communicate. 

[0095] When it succeeds in attestation of the portable device 21, [ the main phone machine 22 ] A 
collection of the public keys of the hash value check result by the portable device 21 is obtained from 
the inclusion functional part 211 of the portable device 21. It judges with a program 212 being a thing 
with the genuine source origin, if one or more public keys are contained in the collection of the public 
keys of the hash value check result by the portable device 21 (Step S204). Suppose that the program 212 
was attested by a part or all of the collection of public keys (Step S205). 

[0096] On the other hand, when attestation of the portable device 21 goes wrong (Step S203), or when 
the public key showing the genuine source origin of a program 212 is not obtained (Step S204), the main 
phone machine 22 does not attest a program 212 (Step S206). 

[0097] In addition, [ with the form of implementation of the above 2nd, when one or more public keys 
were contained in the collection of the public keys of the hash value check result by the portable device 
21 at Step S204, the program 212 judged with it being a thing with the genuine source origin, but ] Only 
when public key groups [ 21221-2122n ] all are contained in the collection of the public keys of the hash 
value check result by the portable device 21, a program 212 can judge with it being a thing with the 
genuine source origin. 

[0098] When allowing a program 212 to have the public key groups 21221-2122n according to the form 
of the 2nd operation Since the hash value groups 21231-2123n which are signature groups are given to 
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the public key groups 21221-2122n held with the program main part 2121, ********** of a program 
can be prevented. 

[0099] (2) [ the information system with which the program ID communications processing control 
method concerning the form of operation of the 3rd of this invention was applied ] if form drawing 5 of 
the 3rd operation is referred to The principal part consists of programs 312 which are installed in the 
portable device 3 1 with which the program execution and the communication apparatus which has an 
execution function and a communication function were applied, the main phone machine 32 with which 
the communication and the processing unit which has a communication function were applied, and the 
portable device 31, and are executed. 

[0100] As for an execution function and a communication function, Java etc. is assumed. 

[0101] As a portable device 31, a cellular-phone machine (PHS is included), a Personal Digital 
Assistant, etc. are assumed. 

[0102] A POS terminal etc. is assumed as a main phone machine 32. 

[0103] The communication function between the portable device 31 and the main phone machine 32 
shall be realized by short-distance wireless-communications technology, such as Bluetooth which 
Ericsson etc. advocates, wireless LAN, and PIAFS. 

[0104] The portable device 31 is constituted including the reliable inclusion functional part 311 and the 
process 3120 which executes a program 312. 

[0105] The program 312 is constituted including the program main part 3121, and the public key 31221 
and secret key 31241 showing the source origin of a program 312. In addition, as for the program 312, in 
the sources (manufacturer etc.) and origins (version etc.), the program main part 3121, the public key 
31221, and the secret key 31241 are created as one. 

[0106] If drawing 6 is referred to, processing of the inclusion functional part 311 of the portable device 
31 and the main phone machine 32 will consist of the communication demand generating step S301, the 
public key acquisition step S302, the program attestation step S303, a communication / processing step 
S304, and a processing[ communication / ]-less step S305. 

[0107] Next, operation of the information system with which the program ID communications 
processing control method concerning the form of the 3rd operation constituted in this way was applied 
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is explained in detail with reference to drawing 5 and drawing 6. 

[0108] When a communication demand for the process 3120 which executes the program 312 in the 
portable device 31 to communicate with the main phone machine 32 is generated (Step S301), [ the main 
phone machine 32 ] The public key 31221 showing the source origin of the program 312 which becomes 
the origin of a process 3120 is obtained through the inclusion functional part 311 of the portable device 
31 (StepS302). 

[0109] Next, the main phone machine 32 attests whether it is that in which the program 312 which 
becomes the origin of a process 3120 with the public key method using a public key 31221 and a secret 
key 31241 has the genuine source origin to the inclusion functional part 31 1 of the portable device 31 
(StepS303). 

[0110] For example, when the one-time password method by the public key of RSA is used, The main 
phone machine 32 sends a random character string to the inclusion part 31 1 of the portable device 31 
("Challenge"). Encipher with the public key 31221 showing the source origin of the program 312 which 
becomes the origin of a process 3120 about the character string, and the secret key 31241 which makes a 
pair, and the inclusion functional part 31 1 of the portable device 31 is returned to the main phone 
machine 32 ("Response"). If the main phone machine 32 decodes the enciphered character string with 
the public key 31221 received previously and the decoded character string and its random character 
string sent previously correspond It attests with the program 312 which becomes the origin of a process 
3120 being a thing with the genuine source origin (that is, a program 312 owning the public key 31221 
showing the source origin of this program 312, and the secret key 31241 which makes a pair). 

[0111] When it succeeds in attestation of a program 312 (Step S303), by the user authority 
corresponding to a public key 31221, the main phone machine 32 carries out access control, and 
performs processing generated by subsequent communications (Step S304). 

[0112] On the other hand, when attestation of a program 312 goes wrong (Step S303), or when the user 
authority corresponding to a public key 31221 does not exist, the main phone machine 32 performs 
processing by the user authority to have not carried out processing generated by communication, or for 
specification to have been restricted (Step S305). 

[0113] According to the form of the 3rd operation, since it communicates by access control carried out 
based on the public key 31221 showing the source origin of a program 312, i.e., the information similar 
to the manufacturer and the version of a program 312, security can be maintained to a malicious 
program. 

[0114] Moreover, in order to communicate by access control carried out based on the public key 31221 
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showing the source origin of a program 312, i.e., the information similar to the manufacturer and the 
version of a program 312, About processing by the communication under distributed environment with 
difficult central control like user management, security can be maintained to a malicious program. 

[0115] (4) [ the information system with which the program ID communications processing control 
method concerning the form of operation of the 4th of this invention was applied ] if form drawing 7 of 
the 4th operation is referred to The principal part consists of programs 412 which are installed in the 
portable device 41 with which the program execution and the communication apparatus which has an 
execution function and a communication function were applied, the main phone machine 42 with which 
the communication and the processing unit which has a communication function were applied, and the 
portable device 41, and are executed. 

[0116] As for an execution function and a communication function, Java etc. is assumed. 

[0117] As a portable device 41, a cellular-phone machine (PHS is included), a Personal Digital 
Assistant, etc. are assumed. 

[0118] A POS terminal etc. is assumed as a main phone machine 42. 

[0119] The communication function between the portable device 41 and the main phone machine 42 
shall be realized by short-distance wireless-communications technology, such as Bluetooth which 
Ericsson etc. advocates, wireless LAN, and PIAFS. 

[0120] The portable device 41 is constituted including the reliable inclusion functional part 411, the 
process 4120 which executes a program 412, and the secret key 4131 and public key 4132 which 
accompany the portable device 41. 

[0121] The public key 41221 with which a program 412 expresses the source origin of a program 412 as 
the program main part 4121, It is constituted including the hash value 41231 which is the signature 
which enciphered the digest which carried out hashing of the program main part 4121 by the hash 
function with the public key 41221 and the secret key (not shown) which makes a pair. In addition, as 
for the program 412, in the sources (manufacturer etc.) and origins (version etc.), the program main part 
4121, the public key 41221, and the hash value 41231 are created as one. 

[0122] The main phone machine 42 has the public key 4132 which accompanies the portable device 41 
as a public key in which the partner who may communicate is shown. 
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[0123] When drawing 8 is referred to, [ processing of the inclusion functional part 41 1 of the portable 
device 41 and the main phone machine 42 ] It consists of the hash value check step S401, the 
communication demand generating step S402, the portable device attestation step S403, the program 
source origin judging step S404, a communication / processing step S405, and a processing 
[ communication / ]-less step S406. 

[0124] Next, operation of the information system with which the program ID communications 
processing control method concerning the form of the 4th operation constituted in this way was applied 
is explained in detail with reference to drawing 7 and drawing 8. 

[0125] First, the portable device 41 checks whether the hash value 41231 is generated by the program 
main part 4121 and a public key 41221, and the secret key that makes a pair by the inclusion functional 
part 411 (Step S401). [ the part ] in detail while the inclusion functional part 411 obtains the digest 
which decoded the hash value 41231 with the public key 41221, and carried out hashing of the program 
main part 4121 [ verifying whether hashing of the program main part 4121 is carried out by a known 
hash function, a digest is obtained, and both digests are completely in agreement ] The hash value 41231 
checks whether it is generated by the program main part 4121 and a public key 41221, and the secret key 
that makes a pair. That is, the program main part 4121 and a public key 41221 were not altered, and a 
program 412 checks having the genuine source origin. In addition, this check processing should just be 
performed once, when a program 412 introduced for example, downloads to the portable device 41. 

[0126] Next, when the process 4120 which executes the program 412 in the portable device 41 tended to 
communicate with the main phone machine 42 and a communication demand is generated (Step S402), 
Or before it, the main phone machine 42 attests the portable device 41 with the public key method using 
the public key 4132 and secret key 4131 which accompany the portable device 41 (Step S403). 

[0127] For example, it judges whether the public key 4132 which accompanies the portable device 41 
held as a public key in which the partner with whom oneself may communicate is shown, and the public 
key 4132 of the main phone machine 42 which accompanies the portable device 41 which the portable 
device 41 holds correspond, and when in agreement, the portable device 41 is attested. 

[0128] Moreover, when the one-time password method by the public key of RSA is used, The main 
phone machine 42 sends a random character string to the portable device 41 ("Challenge"). The 
inclusion functional part 411 of the portable device 41 enciphers the character string with the secret key 
4131 which accompanies the portable device 41, and returns it to the main phone machine 42 
("Response"). If the main phone machine 42 is decoded with the public key 4132 which accompanies 
the portable device 41 held as a public key in which the partner who may communicate the enciphered 
character string in advance is shown and the decoded character string and the random character string 
sent previously are in agreement The portable device 41 is attested with his being the partner (that is, 
thing which owns the public key 4132 which accompanies the portable device 41 held as a public key in 
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which the partner who may communicate is shown, and the secret key 4131 which makes a pair) who 
may communicate. 

[0129] When it succeeds in attestation of the portable device 41, [the main phone machine 42 ] Obtain a 
public key 41221 from the inclusion functional part 411 of the portable device 41, and it is judged 
whether a program 412 is a thing with the genuine source origin based on the hash value check result by 
the portable device 41 (Step S404). If that is right, by the user authority corresponding to a public key 
41221, access control will be carried out and processing generated by subsequent communications will 
be performed (Step S405). 

[0130] When attestation of the portable device 41 goes wrong (Step S403) and a program 412 is not a 
thing with the genuine source origin on the other hand (Step S404), Or when the user authority 
corresponding to a public key 41221 does not exist, the main phone machine 42 does not perform 
processing generated by communication, or by the decided specific user authority, carries out access 
control and performs it (Step S406). 

[0131] Even if a program 412 does not have a secret key, according to the form of the 4th operation, 
[ the main phone machine 42 ] [ be / attestation of the program 412 which becomes the origin of the 
process 4120 in the portable device 41 which is going to communicate with the main phone machine 
42 / possible ] When communicating with the portable device 41 which carries out based on the program 
412 which steals and is under the environment in which a **** alteration is possible, and operates, the 
main phone machine 42 can prevent ********** 0 f a program 412, and it can attest. 

[0132] (5) [ the information system with which the program ID communications processing control 
method concerning the form of operation of the 5th of this invention was applied ] if form drawing 9 of 
the 5th operation is referred to The principal part consists of programs 512 which are installed in the 
portable device 51 with which the program execution and the communication apparatus which has an 
execution function and a communication function were applied, the main phone machine 52 with which 
the communication and the processing unit which has a communication function were applied, and the 
portable device 51, and are executed. 

[0133] As for an execution function and a communication function, Java etc. is assumed. 

[0134] As a portable device 51, a cellular-phone machine (PHS is included), a Personal Digital 
Assistant, etc. are assumed. 

[0135] A POS terminal etc. is assumed as a main phone machine 52. 
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[0136] The communication function between the portable device 51 and the main phone machine 52 
shall be realized by short-distance wireless-communications technology, such as Bluetooth which 
Ericsson etc. advocates, wireless LAN, and PIAFS. 

[0137] The portable device 51 is constituted including the reliable inclusion functional part 511, the 
process 5120 which executes a program 512, and the secret key 5131 and public key 5132 which 
accompany the portable device 51. 

[0138] The public key groups 51221-5122n to which a program 512 expresses the source origin of a 
program 512 as the program main part 5121, The program main part 5121 [ and the public key groups 
5 1221-5 122n ] The digest which carried out hashing of the data combined and created by the hash 
function is constituted including the hash value groups 51231-5123n which are signature groups which 
enciphered each public keys 51221-5122n and a pair with each secret key (not shown) to make, 
respectively. In addition, as for the program 512, in the sources (manufacturer etc.) and origins (version 
etc.), the program main part 5121, the public key groups 51221-5122n, and the hash value groups 51231- 
5123n are created as one. 

[0139] The main phone machine 52 has the public key 5132 which accompanies the portable device 51 
as a public key in which the partner who may communicate is shown. 

[0140] When drawing 10 is referred to, [ processing of the inclusion functional part 511 of the portable 
device 51 and the main phone machine 52 ] It consists of the hash value check step S501, the 
communication demand generating step S502, the portable device attestation step S503, the program 
source origin judging step S504, a communication / processing step S505, and a processing 
[ communication / ]-less step S506. 

[0141] Next, operation of the information system with which the program ID communications 
processing control method concerning the form of the 5th operation constituted in this way was applied 
is explained in detail with reference to drawing 9 and drawing 10. 

[0142] First, it is checked whether as for the portable device 51, each hash values 51231-5123n are 
generated by the inclusion functional part 511 with the program main part 5121 and the public key 
groups 51221-5122n, each public keys 5 1221-5 122n, and each secret key that makes a pair. A collection 
of the public keys corresponding to the checked hash value is obtained (Step S501). In detail [ the 
inclusion functional part 511 ] While obtaining the digest group which carried out hashing of the data 
which decoded each hash values 51231-5123n with each public keys 5 1221-5 122n, respectively, and 
was created combining the program main part 5121 and the public key groups 51221-5122n Carry out 
hashing of the data created combining the program main part 5121 and the public key groups 51221- 
5122n by a known hash function, and a digest is obtained. [ verifying, respectively whether this digest 
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and each of digest groups are completely in agreement ] ** is checked [ whether each hash values 51231- 
5123n are generated by the program main part 5121 and the public key groups 51221-5122n, each public 
keys 5 1221-5 122n, and each secret key that makes a pair, and ], respectively. A collection of the public 
keys corresponding to the checked hash value is obtained. That is, the program main part 5121 and the 
public key groups 51221-5122n were not altered, and a program 512 checks having the genuine source 
origin. In addition, this check processing should just be performed once, when a program 512 introduced 
for example, downloads to the portable device 51. 

[0143] Next, when the process 5120 which executes the program 512 in the portable device 51 tended to 
communicate with the main phone machine 52 and a communication demand occurs (Step S502), Or 
before it, the main phone machine 52 attests the portable device 51 with the public key method using the 
public key 5132 and secret key 5131 which accompany the portable device 51 (Step S503). 

[0144] For example, it judges whether the public key 5132 which accompanies the portable device 51 
held as a public key in which the partner with whom oneself may communicate is shown, and the public 
key 5132 of the main phone machine 52 which accompanies the portable device 51 which the portable 
device 51 holds correspond, and when in agreement, the portable device 51 is attested. 

[0145] Moreover, when the one-time password method by the public key of RSA is used, The main 
phone machine 52 sends a random character string to the portable device 51 ("Challenge"). The 
inclusion functional part 51 1 of the portable device 51 enciphers the character string with the secret key 
5131 which accompanies the portable device 51, and returns it to the main phone machine 52 
("Response"). If the main phone machine 52 is decoded with the public key 5132 which accompanies 
the portable device 5 1 held as a public key in which the partner who may communicate the enciphered 
character string in advance is shown and the decoded character string and the random character string 
sent previously are in agreement The portable device 51 is attested with his being the partner (that is, 
thing which owns the public key 5132 which accompanies the portable device 51 held as a public key in 
which the partner who may communicate is shown, and the secret key 5131 which makes a pair) who 
may communicate. 

[0146] When it succeeds in attestation of the portable device 51, [ the main phone machine 52 ] A 
collection of the public keys of a hash value check result is obtained from the inclusion functional part 
511 of the portable device 51. It judges with a program 512 being a thing with the genuine source origin, 
if one or more public keys are contained in the collection of the public keys of the hash value check 
result by the portable device 51 (Step S504). In the combination of the user authority corresponding to 
each public key of a collection of the public keys of a hash value check result, access control is carried 
out and processing generated by subsequent communications is performed (Step S505). 

[0147] When attestation of the portable device 51 goes wrong (Step S503) and a program 512 is not a 
thing with the genuine source origin on the other hand (Step S504), Or when one does not exist [ the 

http://dossier2.ipdl.inpit.go.jp/JP/application/P/2001-250922/22.08.2001_Description_50101223134.htm:JE (43 of 60)8/26/2008 2:00:54 PM 



http://dossier2.ipdl.inpit.go.jP/JP/application/P/2001-250922/22.08.2001_Description_50101223134.htm:JE 

user authority corresponding to the public key under collection of the public keys of the hash value 
check result by the portable device 51 ], the main phone machine 52 does not perform processing 
generated by communication, or by the restricted specific user authority, carries out access control and 
performs it (Step S506). 

[0148] In addition, [ with the form of implementation of the above 5th, when one or more public keys 
were contained in the collection of the public keys of the hash value check result by the portable device 
51 at Step S504, the program 512 judged with it being a thing with the genuine source origin, but ] Only 
when public key groups [ 5 1221-5 122n ] all are contained in the collection of the public keys of the hash 
value check result by the portable device 51, a program 512 can judge with it being a thing with the 
genuine source origin. 

[0149] [ according to the form of the 5th operation ] [ attach / to the public key groups 51221-5122n 
held with the program main part 5121 / when a program 512 allows having the public key groups 51221- 
5122n showing the source origin of this program 512 / the hash value groups 51231-5123n which are 
signature groups ] ********** 0 f a program 512 can be prevented, in the combination of the user 
authority corresponding to each public key of a collection of the public keys of a hash value check 
result, access control can be carried out and processing generated by communication can be performed. 

[0150] (6) [ the information system with which the program ID communication range control method 
concerning the form of operation of the 6th of this invention was applied ] if form drawing 1 1 of the 6th 
operation is referred to The portable device 61 which has the execution function and communication 
function of a program, and the main phone machine 62 which similarly has the execution function and 
communication function of a program, The principal part consists of a program 612 which is installed in 
the portable device 61 and executed, and a program 622 which is installed in the main phone machine 62 
and executed. 

[0151] As for an execution function and a communication function, Java etc. is assumed. 

[0152] As a portable device 61, a cellular-phone machine (PHS is included), a Personal Digital 
Assistant, etc. are assumed. 

[0153] A POS terminal etc. is assumed as a main phone machine 62. 

[0154] The communication method used for the communication function between the portable device 61 
and the main phone machine 62 shall be realized by short-distance wireless-communications technology, 
such as Bluetooth which Ericsson etc. advocates, wireless LAN, and PIAFS. 
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[0155] The portable device 61 is constituted including the reliable inclusion functional part 611 and the 
process 6120 which executes a program 612. 

[0156] The program 612 is constituted including the program main part 6121, and the public key 6122 
and secret key 6124 showing the source origin of a program 612. In addition, as for the program 612, in 
the sources (manufacturer etc.) and origins (version etc.), the program main part 6121, the public key 
6122, and the secret key 6124 are created as one. 

[0157] The main phone machine 62 is constituted including the reliable inclusion functional part 621 
and the process 6220 which executes a program 622. 

[0158] The program 622 is constituted including the program main part 6221, and the public key 6222 
and secret key 6224 showing the source origin of a program 622. In addition, as for the program 622, in 
the sources (manufacturer etc.) and origins (version etc.), the program main part 6221, the public key 
6222, and the secret key 6224 are created as one. 

[0159] When drawing 12 is referred to, [ processing of the inclusion functional part 611 of the portable 
device 61, and the inclusion functional part 621 of the main phone machine 62 ] It consists of the 
communication demand generating step S601, the public key acquisition step S602, the mutual 
recognition step S603, the public key comparison step S604, mutual recognition and a public key 
coincidence judging step S605, a communication permission step S606, and a communication 
disapproval step S607. 

[0160] Next, operation of the information system with which the program ID communication range 
control method concerning the form of the 6th operation constituted in this way was applied is explained 
in detail with reference to drawing 1 1 and drawing 12. 

[0161] When a communication demand occurs between the process 6120 which executes the program 
612 in the portable device 61, and the process 6220 which executes the program 622 in the main phone 
machine 62 (Step S601), [ first, the inclusion functional part 611 of the portable device 61 ] Send the 
public key 6122 showing the source origin of the program 612 which becomes the inclusion functional 
part 621 of the main phone machine 62 the origin of a process 6120, and [ the inclusion functional part 
621 of the main phone machine 62 ] It is investigated whether the public key 6222 showing the source 
origin of the program 622 which becomes the inclusion functional part 611 of the portable device 61 the 
origin of a process 6220 is sent (Step S602), next a public key 6122 and a public key 6222 are in 
agreement on both sides (Step S603). 

[0162] Next, mutual recognition of a program 612 and a program 622 is performed between the 
inclusion functional part 611 of the portable device 61, and the inclusion functional part 621 of the main 
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phone machine 62 (Step S604). 

[0163] For example, when the one-time password method by the public key of RSA is used, The 
inclusion functional part 611 of the portable device 61 sends a random character string to the inclusion 
functional part 621 of the main phone machine 62 ("Challenge"). The inclusion functional part 621 of 
the main phone machine 62 enciphers the character string with the secret key 6224 of a program 622, 
and returns it to the inclusion functional part 61 1 of the portable device 61 ("Response"). If the inclusion 
functional part 611 of the portable device 61 decodes the enciphered character string with a public key 
6222 and the decoded character string and its random character string sent previously correspond It 
attests with the program 622 which becomes the origin of a process 6220 having a public key 6222 (that 
is, the program 622 which becomes the origin of a process 6220 having a public key 6222 and the secret 
key 6224 which makes a pair). 

[0164] On the other hand, the inclusion functional part 621 of the main phone machine 62 sends a 
random character string to the inclusion functional part 61 1 of the portable device 61 ("Challenge"). The 
inclusion functional part 61 1 of the portable device 61 enciphers the character string with the secret key 
6124 which accompanies the portable device 61, and returns it to the inclusion functional part 621 of the 
main phone machine 62 ("Response"). If the inclusion functional part 621 of the main phone machine 62 
decodes the enciphered character string with a public key 6122 and the decoded character string and its 
random character string sent previously correspond It attests with the program 612 which becomes the 
origin of a process 6120 having a public key 6122 (that is, the program 612 which becomes the origin of 
a process 6120 having a public key 6122 and the secret key 6124 which makes a pair). 

[0165] When the mutual recognition of the program 611 and the program 612 was successful and a 
public key 6122 and a public key 6222 are in agreement (Step S605), The inclusion functional part 611 
of the portable device 61 and the inclusion functional part 621 of the main phone machine 62 permit 
communication between a process 61210 and a process 62210 (Step S606). 

[0166] On the contrary, when the mutual recognition of a program 611 and a program 612 goes wrong, 
Or when the public key 6122 showing the source origin of a program 612 and the public key 6222 
showing the source origin of a program 622 are not in agreement, The inclusion functional part 611 of 
the portable device 61 and the inclusion functional part 621 of the main phone machine 62 make 
communication disapproval between a process 6120 and a process 6220 (Step S607). 

[0167] According to the form of the 6th operation, [ the program 612 in the portable device 61, and the 
program 622 in the main phone machine 62 ] Since it cannot communicate with the programs 612 and 
622 which accompany the public keys 6122 and 6222 in agreement and cannot communicate with other 
arbitrary programs, The range in which the information which the program 612 in the portable device 61 
and the program 622 in the main phone machine 62 have circulates can be restricted within the limits of 
the program which makes the source origin the same. 
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[0168] [ moreover, the program 612 in the portable device 61 and the program 622 in the main phone 
machine 62 ] Since it cannot communicate with the programs 612 and 622 which accompany the public 
keys 6122 and 6222 in agreement and cannot communicate with other arbitrary programs, The 
information which the program 612 in the portable device 61 and the program 622 in the main phone 
machine 62 have will not reveal the source origin out of the range of the program made the same, even if 
programs 612 and 622 run recklessly. 

[0169] Furthermore, it is that the design in respect of [ about control of the communication range in 
distributed environment ] security becomes easy, and flexibility does not change. [ the Reason ] in order 
not to circulate information only between the programs which make the same the thing similar to the 
manufacturer or it about the leak of information at the time of the communication which is one of the 
important reasonable problems in distributed environment Even if it does not design the circulation 
range of information at the time of a design, neither the disclosure to the malicious others nor the 
disclosure by the bug of a program and reckless run takes place, and it sets in one service conversely. It 
is because information can be circulated by regarding it as the thing similar to the one manufacturer or it 
which is the whole thing in connection with the project and it is enough in the circulation range. 

[0170] (7) [ the information system with which the program ID communication range control method 
concerning the form of operation of the 7th of this invention was applied ] if form drawing 13 of the 7th 
operation is referred to The portable device 71 which has the execution function and communication 
function of a program, and the main phone machine 72 which similarly has the execution function and 
communication function of a program, The principal part consists of a program 712 which is installed in 
the portable device 7 1 and executed, and a program 722 which is installed in the main phone machine 72 
and executed. 

[0171] As for an execution function and a communication function, Java etc. is assumed. 

[0172] As a portable device 71, a cellular-phone machine (PHS is included), a Personal Digital 
Assistant, etc. are assumed. 

[0173] A POS terminal etc. is assumed as a main phone machine 72. 

[0174] The communication method used for the communication function between the portable device 71 
and the main phone machine 72 shall be realized by short-distance wireless-communications technology, 
such as Bluetooth which Ericsson etc. advocates, wireless LAN, and PIAFS. 

[0175] The portable device 71 is constituted including the reliable inclusion functional part 711, the 
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process 7120 which executes a program 712, the secret key 7131 and public key 7132 which accompany 
the portable device 71, and the public key 7232 which accompanies the main phone machine 72. 

[0176] The public key 7122 with which a program 712 expresses the source origin of a program 712 as 
the program main part 7121, It is constituted including the hash value 7123 which is the signature which 
enciphered the digest which carried out hashing of the program main part 7121 by the hash function with 
the public key 7122 and the secret key (not shown) which makes a pair. In addition, as for the program 
712, in the sources (manufacturer etc.) and origins (version etc.), the program main part 7121, the public 
key 7122, and the hash value 7123 are created as one. 

[0177] The main phone machine 72 is constituted including the reliable inclusion functional part 721, 
the process 7220 which executes a program 722, the secret key 7231 and public key 7232 which 
accompany the main phone machine 72, and the public key 7132 which accompanies the portable device 
71. 

[0178] The public key 7222 with which a program 722 expresses the source origin of a program 722 as 
the program main part 7221, It is constituted including the hash value 7223 which is the signature which 
enciphered the digest which carried out hashing of the program main part 7221 by the hash function with 
the public key 7222 and the secret key (not shown) which makes a pair. In addition, as for the program 
722, in the sources (manufacturer etc.) and origins (version etc.), the program main part 7221, the public 
key 7222, and the hash value 7223 are created as one. 

[0179] When drawing 14 is referred to, [ processing of the inclusion functional part 711 of the portable 
device 71, and the inclusion functional part 721 of the main phone machine 72 ] It consists of the hash 
value check steps S701 and S702, the communication demand generating step S703, the mutual 
recognition step S704, the public key coincidence judging step S705, a communication permission step 
S706, and a communication disapproval step S707. 

[0180] Next, operation of the information system with which the program ID communication range 
control method concerning the form of the 7th operation constituted in this way was applied is explained 
in detail with reference to drawing 13 and drawing 14. 

[0181] First, the portable device 71 checks whether the hash value 7123 is generated by the program 
main part 7121 and the public key group 7122 and a public key 7122, and the secret key that makes a 
pair by the inclusion functional part 711 (Step S701). [ the part ] in detail while the inclusion functional 
part 711 obtains the digest which decoded the hash value 7123 with the public key 7122, and carried out 
hashing of the program main part 7221 [ verifying whether hashing of the program main part 7121 is 
carried out by a known hash function, a digest is obtained, and both digests are completely in 
agreement ] The hash value 7123 checks whether it is generated by the program main part 7121 and the 
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public key group 7122 and a public key 7122, and the secret key that makes a pair. That is, the program 
main part 7121 and a public key 7122 were not altered, and a program 712 checks having the genuine 
source origin. In addition, this check processing should just be performed once, when a program 712 
introduced for example, downloads to the portable device 71. 

[0182] Moreover, the main phone machine 72 also checks whether the hash value 7223 is generated by 
the program main part 7221 and the public key group 7222 and a public key 7222, and the secret key 
that makes a pair by the inclusion functional part 721 (Step S702). [ the part ] in detail while the 
inclusion functional part 721 obtains the digest which decoded the hash value 7223 with the public key 
7222, and carried out hashing of the program main part 7221 [ verifying whether hashing of the program 
main part 7221 is carried out by a known hash function, a digest is obtained, and both digests are 
completely in agreement ] The hash value 7223 checks being generated with the program main part 
7221 and the public key group 7222 and a public key 7222, and the secret key that makes a pair. That is, 
the program main part 7221 and a public key 7222 were not altered, and a program 722 checks having 
the genuine source origin. In addition, this check processing should just be performed once, when a 
program 722 is introduced for example, installed in the main phone machine 72. 

[0183] Next, when the process 7120 which executes the program 712 in the portable device 71, and the 
process 7220 which executes the program 722 in the main phone machine 72 tended to communicate 
and a communication demand occurs (Step S703), Or before it, first between the inclusion functional 
part 711 of the portable device 71, and the inclusion functional part 721 of the main phone machine 72 
The public key method using the secret key 7131 and public key 7132 with which the portable device 71 
accompanies, and the secret key 7231 and public key 7232 which accompany the main phone machine 
72 performs mutual recognition of the portable device 71 and the main phone machine 72 (Step S704). 

[0184] For example, it judges whether the public key 7132 which accompanies the portable device 71 
held as a public key in which the partner with whom oneself may communicate is shown, and the public 
key 71132 of the main phone machine 72 which accompanies the portable device 71 which the portable 
device 71 holds correspond, and when in agreement, the portable device 71 is attested. On the other 
hand, it judges whether the public key 7232 which accompanies the main phone machine 72 held as a 
public key in which the partner with whom oneself may communicate is shown, and the public key 
72132 of the portable device 71 which accompanies the main phone machine 72 which the main phone 
machine 72 holds correspond, and when in agreement, the main phone machine 72 is attested. 

[0185] Moreover, when the one-time password method by the public key of RSA is used, The inclusion 
functional part 71 1 of the portable device 71 sends a random character string to the main phone machine 
72 ("Challenge"). The inclusion functional part 721 of the main phone machine 72 enciphers the 
character string with the secret key 723 1 which accompanies the main phone machine 72, and returns it 
to the portable device 71 ("Response"). If the inclusion functional part 71 1 of the portable device 71 
decodes the enciphered character string with the public key 7232 which accompanies the main phone 
machine 72 and the decoded character string and its random character string sent previously correspond 
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The main phone machine 72 is attested with his being the partner (that is, thing which owns the public 
key 7232 which accompanies the main phone machine 72, and the secret key 7231 which makes a pair) 
who may communicate. On the other hand, the inclusion functional part 721 of the main phone machine 
72 sends a random character string to the portable device 71 ("Challenge"). The inclusion functional part 
711 of the portable device 71 enciphers the character string with the secret key 7131 which accompanies 
the portable device 71, and returns it to the main phone machine 72 ("Response"). The inclusion 
functional part 721 of the main phone machine 72 decodes the enciphered character string with the 
public key 7132 which accompanies the portable device 71. If the decoded character string and the 
random character string sent previously are in agreement, the portable device 71 will be attested with his 
being the partner (that is, thing which owns the public key 7132 which accompanies the portable device 
71, and the secret key 7131 which makes a pair) who may communicate. 

[0186] When it succeeds in mutual recognition, [ the inclusion functional part 711 of the portable device 
71, and the inclusion functional part 721 of the main phone machine 72 ] The public key 7122 showing 
the source origin of a program 712 and the public key 7222 of each other showing the source origin of a 
program 722 are transmitted to a partner. It judges whether both public keys are in agreement (Step 
S705), when in agreement, it restricts, and communication is permitted between a process 71210 and a 
process 72210 (Step S706). 

[0187] When the mutual recognition of the portable device 71 and a main phone 72 goes wrong (Step 
S704), Or when the public key 7122 showing the source origin of a program 712 and the public key 
7222 showing the source origin of a program 722 are not in agreement (Step S705), The inclusion 
functional part 711 of the portable device 71 and the inclusion functional part 721 of the main phone 
machine 72 make disapproval communication between a process 7120 and a process 7220 (Step S707). 

[0188] According to the form of the 7th operation, [ the program 712 in the portable device 71, and the 
program 722 in the main phone machine 72 ] Since it cannot communicate with the programs 712 and 
722 which accompany the public keys 7122 and 7222 in agreement and cannot communicate with other 
arbitrary programs, The range in which the information which the program 712 in the portable device 71 
and the program 722 in the main phone machine 72 have circulates can be restricted within the limits of 
the program which makes the source origin the same. 

[0189] [ moreover, the program 712 in the portable device 71 and the program 722 in the main phone 
machine 72 ] Since it cannot communicate with the programs 712 and 722 which accompany the public 
keys 7122 and 7222 in agreement and cannot communicate with other arbitrary programs, The 
information which the program 712 in the portable device 71 and the program 722 in the main phone 
machine 72 have will not reveal the source origin out of the range of the program made the same, even if 
programs 712 and 722 run recklessly. 

[0190] Furthermore, it is that the design in respect of [ about control of the communication range in 
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distributed environment ] security becomes easy, and flexibility does not change. [ the Reason ] in order 
not to circulate information only between the programs which make the same the thing similar to the 
manufacturer or it about the leak of information at the time of the communication which is one of the 
important reasonable problems in distributed environment Even if it does not design the circulation 
range of information at the time of a design, neither the disclosure to the malicious others nor the 
disclosure by the bug of a program and reckless run takes place, and it sets in one service conversely. It 
is because information can be circulated by regarding it as the thing similar to the one manufacturer or it 
which is the whole thing in connection with the project and it is enough in the circulation range. 

[0191] Furthermore, even if programs 712 and 722 do not have a secret key, [ the portable device 71 and 
a main phone 72 ] [ be / the process 7220 in a partner and attestation of the programs 722 and 712 which 
become the origin of 7120** / possible ] When communicating with the partner who does based on the 
programs 712 and 722 which steal and are under the environment in which a **** alteration is possible, 
and operates, the portable device 71 and the main phone machine 72 can prevent ********** 0 f 
programs 722 and 712, and it can attest. 

[0192] (8) [ the information system with which the channel offer method was applied the program ID 
communication range control method concerning the form of operation of the 8th of this invention, and 
the whole public key ] if form drawing 15 of the 8th operation is referred to In the information system 
with which the program ID communication range control method concerning the form of the 7th 
operation was applied The portable device 81 and the main phone machine 82 further The 
communication apparatus 815 and 825, It is constituted including the virtual sockets 81511 -8 1 5 li which 
can assign all the port numbers for every public key, that is, may exist for every public key value by the 
same port number, 82611-8251j and Sockets 81521-8152k, and 82521-82521. In addition, the mark 
which changed the head character "7" of the mark into "8" is given to the portion in the information 
system with which the program ID communication range control method concerning the form of the 7th 
operation was applied, and a corresponding portion, and those detailed explanation is omitted. 

[0193] What made other channels, such as a channel and a pipe, virtual is sufficient as the virtual 
sockets 81511-8151i, and 8261 1-825 lj, and they may be other channels, such as Sockets 81521-8152k 
and 82521-82521., a channel, and a pipe. 

[0194] When drawing 16 is referred to, [ processing of the inclusion functional part 811 of the portable 
device 81, and the inclusion functional part 821 of the main phone machine 82 ] It consists of the hash 
value check steps S801 and S802, the communication demand generating step S803, the mutual 
recognition step S804, the public key coincidence judging step S805, a communication permission step 
S806, and a communication disapproval step S807. 

[0195] Next, operation of the information system with which the program ID communication range 
control method concerning the form of the 8th operation constituted in this way was applied is explained 
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in detail with reference to drawing 15 and drawing 16. 

[0196] Step S801 - Step S805, and Step S807 are the same as Step S701 - Step S705, and Step S707 in 
the program ID communication range control method concerning the form of the 7th operation. 

[0197] In operation of the information system with which the program ID communication range control 
method concerning the form of the 7th operation was applied Restrict, when in agreement [ in Step S806 
which permits communication ] between a process 8120 and a process 8220, and [ the communication 
apparatus 815 and 825 ] As opposed to the pair of the port number of the virtual socket which public 
keys 8122 and 8222, a process 81210, and a process 82210 require, respectively One of the virtual 
channels formed in the channel with the socket which incorporates with the inclusion functional part 811 
and is used between the functional parts 821 is assigned, and communication between a process 81210 
and a process 82210 is permitted according to this virtual channel. 

[0198] (9) [ the information system with which the program ID communication range control method 
concerning the form of operation of the 9th of this invention was applied ] if form drawing 17 of the 9th 
operation is referred to The portable device 91 which has the execution function and communication 
function of a program, and the main phone machine 92 which similarly has the execution function and 
communication function of a program, The principal part consists of a program 912 which is installed in 
the portable device 91 and executed, and a program 922 which is installed in the main phone machine 92 
and executed. 

[0199] As for an execution function and a communication function, Java etc. is assumed. 

[0200] As a portable device 91, a cellular-phone machine (PHS is included), a Personal Digital 
Assistant, etc. are assumed. 

[0201] A POS terminal etc. is assumed as a main phone machine 92. 

[0202] The communication method used for the communication function between the portable device 91 
and the main phone machine 92 shall be realized by short-distance wireless-communications technology, 
such as Bluetooth which Ericsson etc. advocates, wireless LAN, and PIAFS. 

[0203] The portable device 91 is constituted including the reliable inclusion functional part 911, the 
process 9120 which executes a program 912, the secret key 9131 and public key 9132 which accompany 
the portable device 91, and the public key 9232 which accompanies the main phone machine 92. 
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[0204] The public key groups 91221-9122n to which a program 912 expresses the source origin of a 
program 912 as the program main part 9121, The program main part 9121 [ and the public key groups 
91221-9122n ] It is constituted including the hash value groups 91231-9123n which are signature groups 
which enciphered the digest which carried out hashing of the data combined and created by the hash 
function with each public keys 91221-9122n and each secret key (not shown) which makes a pair. In 
addition, as for the program 912, in the sources (manufacturer etc.) and origins (version etc.), the 
program main part 9121, the public key groups 91221-9122n, and the hash value groups 91231-9123n 
are created as one. 

[0205] The main phone machine 92 is constituted including the reliable inclusion functional part 921, 
the process 9220 which executes a program 922, the secret key 9231 and public key 9232 which 
accompany the main phone machine 92, and the public key 9132 which accompanies the portable device 
91. 

[0206] Programs 922 are the public key groups 92221 -9222m (m is a right integer on two.) which 
express the source origin of a program 922 as the program main part 9221. the following - being the 
same - [ with the program main part 9221 and the public key groups 92221 -9222m ] It is constituted 
including the hash value groups 92231-9223m which are signature groups which enciphered the digest 
which carried out hashing of the constituted data by the hash function with each public keys 92221- 
9222m and each secret key (not shown) which makes a pair. In addition, as for the program 922, in the 
sources (manufacturer etc.) and origins (version etc.), the program main part 9221, the public key groups 
92221-9222m, and the hash value groups 92231-9223m are created as one. 

[0207] When drawing 1 8 is referred to, [ processing of the inclusion functional part 9 1 1 of the portable 
device 91, and the inclusion functional part 921 of the main phone machine 92 ] It consists of the hash 
value check steps S901 and S902, the communication demand generating step S903, the mutual 
recognition step S904, the public key coincidence judging step S905, a communication permission step 
S906, and a communication disapproval step S907. 

[0208] Next, operation of the information system with which the program ID communication range 
control method concerning the form of the 9th operation constituted in this way was applied is explained 
in detail with reference to drawing 17 and drawing 18. 

[0209] First, it is checked whether as for the portable device 91, each hash values 91231-9123n are 
generated by the inclusion functional part 911 with the program main part 9121 and the public key 
groups 91221-9122n, each public keys 91221-9122n, and each secret key that makes a pair. A collection 
of the public keys corresponding to the checked hash value is obtained (Step S901). In detail [ the 
inclusion functional part 911 ] While obtaining the digest group which carried out hashing of the data 
which decoded each hash values 91231-9123n with each public keys 91221-9122n, respectively, and 
was created combining the program main part 9121 and the public key groups 91221-9122n Carry out 

http://dossier2.ipdl.inpit.go.jp/JP/application/P/2001-250922/22.08.2001_Description_50101223134.htm:JE (53 of 60)8/26/2008 2:00:54 PM 



http://dossier2ipdl.inpit.go jp/JP/application/P/2001-250922/22.08.2001_Description_50101223134.htm:JE 



hashing of the data created combining the program main part 9121 and the public key groups 91221- 
9122n by a known hash function, and a digest is obtained. [ verifying, respectively whether each of this 
digest and digest groups is completely in agreement ] Each hash values 91231-9123n check, respectively 
being generated with the program main part 9121 and the public key groups 91221-9122n, each public 
keys 91221-9122n, and each secret key that makes a pair, and obtain a collection of the public keys 
corresponding to the checked hash value. That is, the program main part 9121 and at least one or more 
public keys in 91221-9122n of public key groups were not altered, and it checks having the genuine 
source origin. In addition, this check processing should just be performed once, when a program 912 
introduced for example, downloads to the portable device 91. 

[0210] Moreover, also with the portable device 92 [ the inclusion functional part 921 ] It is checked 
whether each hash values 92231-9223n are generated by the program main part 9221 and the public key 
groups 92221-9222n, each public keys 92221-9222n, and each secret key (not shown) that makes a pair. 
A collection of the public keys corresponding to the checked hash value is obtained (Step S902). In 
detail [ the inclusion functional part 921 ] While obtaining each digest which carried out hashing of the 
data which decoded each hash values 92231-9223m with public keys 92221-9222m, respectively, and 
was created combining the program main part 9221 and the public key groups 92221-9222m The digest 
which carried out hashing of the data created combining the program main part 9221 and the public key 
groups 92221-9222m by the known hash function is obtained. [ verifying, respectively whether each / 
both / digest is completely in agreement ] It checks, respectively that each hash values 92231-9223n are 
generated with the program main part 9221 and the public key groups 92221-9222n, each public keys 
92221-9222n, and each secret key (not shown) that makes a pair. A collection of the public keys 
corresponding to the checked hash value is obtained. That is, the program main part 9221 and at least 
one or more public keys in 92221 -9222m of public key groups were not altered, and it checks having the 
genuine source origin. In addition, this check processing should just be performed once, when a program 
922 is introduced for example, installed in the main phone machine 92. 

[021 1] Next, when the process 9120 which executes the program 912 in the portable device 91, and the 
process 9220 which executes the program 922 in the main phone machine 92 tended to communicate 
and a communication demand occurs (Step S903), Or before it, first between the inclusion functional 
part 911 of the portable device 91, and the inclusion functional part 921 of the main phone machine 92 
The public key method using the secret key 9131 and public key 9132 which accompany the portable 
device 91, and the secret key 9231 and public key 9232 which accompany the main phone machine 92 
performs mutual recognition (Step S904). 

[0212] For example, it judges whether the public key 9132 which accompanies the portable device 91 
held as a public key in which the partner with whom oneself may communicate is shown, and the public 
key 91132 of the main phone machine 92 which accompanies the portable device 91 which the portable 
device 91 holds correspond, and when in agreement, the portable device 91 is attested. On the other 
hand, it judges whether the public key 9232 which accompanies the main phone machine 92 held as a 
public key in which the partner with whom oneself may communicate is shown, and the public key 
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92132 of the portable device 91 which accompanies the main phone machine 92 which the main phone 
machine 92 holds correspond, and when in agreement, the main phone machine 92 is attested. 

[0213] Moreover, when the one-time password method by the public key of RSA is used, The inclusion 
functional part 911 of the portable device 91 sends a random character string to the main phone machine 
92 ("Challenge"). The inclusion functional part 921 of the main phone machine 92 enciphers the 
character string with the secret key 923 1 which accompanies the main phone machine 92, and returns it 
to the portable device 91 ("Response"). If the inclusion functional part 91 1 of the portable device 91 
decodes the enciphered character string with the public key 9232 which accompanies the main phone 
machine 92 and the decoded character string and its random character string sent previously correspond 
The main phone machine 92 is attested with his being the partner (that is, thing which owns the public 
key 9232 which accompanies the main phone machine 92, and the secret key 9231 which makes a pair) 
who may communicate. On the other hand, the inclusion functional part 921 of the main phone machine 
92 sends a random character string to the portable device 91 ("Challenge"). The inclusion functional part 
911 of the portable device 91 enciphers the character string with the secret key 9131 which accompanies 
the portable device 91, and returns it to the main phone machine 92 ("Response"). If the inclusion 
functional part 921 of the main phone machine 92 decodes the enciphered character string with the 
public key 9132 which accompanies the portable device 91 and the decoded character string and its 
random character string sent previously correspond The portable device 91 is attested with his being the 
partner (that is, thing which owns the public key 9132 which accompanies the portable device 91, and 
the secret key 9131 which makes a pair) who may communicate. 

[0214] When it succeeds in mutual recognition, [ the inclusion functional part 911 of the portable device 
91, and the inclusion functional part 921 of the main phone machine 92 ] It judges whether a collection 
of the public keys of a hash value check result is mutually told to a partner, and there is any public key 
in agreement (Step S905), and in a certain case, one or more public keys in agreement restrict, and 
permit communication between a process 91210 and a process 92210 (Step S906). 

[0215] When the mutual recognition of the portable device 91 or a main phone 92 goes wrong at Step 
S904, Or when one does not have the public key which is in agreement at Step S905, the inclusion 
functional part 911 of the portable device 91 and the inclusion functional part 921 of the main phone 
machine 92 make disapproval communication between a process 9120 and a process 9220 (Step S907). 

[0216] in addition, [ the form of implementation of the above 9th ] [ when one or more public keys 
which are in agreement with a collection of the public keys of the hash value check result by the portable 
device 91 and a collection of the public keys of a hash value check result with the main phone machine 
92 at Step S905 were contained, programs 912 and 922 judged with it being a thing with the genuine 
source origin, but ] Only when all the public keys of a collection of the public keys of the hash value 
check result by the portable device 91 and a collection of the public keys of a hash value check result 
with the main phone machine 92 are in agreement, communication can be permitted between a process 
91210 and a process 92210. 
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[0217] [ according to the form of the 9th operation ] When programs 912 and 922 allow having the 
public key groups 91221-9122n showing the source origin of these programs 912 and 922, and 92221- 
9222n, [ main parts / 9121 and 9221 / program ] Since the hash value groups 91231-9123n which are 
signature groups, and 92231-9223n are attached to the public key groups 91221-9122n to hold and 
92221-9222n, ********** of programs 512 and 522 can be prevented. 

[0218] 

[Effect of the Invention] The 1st effect is being able to prevent ********** an d being able to attest a 
communication partner's program, when performing the equipment and communication which external 
equipment carries out based on the program which steals and is under the environment in which a **** 
alteration is possible, and operate. This is because it can attest without a program's having a secret key. 

[0219] The 2nd effect is being able to allow having the public key which a program's prevents 
********** and expresses two or more source origins. This is because it signs to the public key group 
held with a program main part when allowing having a public key showing two or more source origins. 

[0220] The 3rd effect is being able to maintain security to a malicious program. This is because it 
communicates by ID showing the source origin of a program, i.e., the access control carried out based on 
the information similar to the manufacturer and the version of a program. 

[0221] The 4th effect is being able to maintain the security about processing by the communication 
under the distributed environment which does not need a central control system like user management. 
This is because it communicates by ID showing the source origin of a program, i.e., the access control 
carried out based on the information similar to the manufacturer and the version of a program, so 
security can be maintained to a malicious program. 

[0222] The 5th effect is restricted within the limits of the program to which the range in which the 
information which the program in program execution and a communication apparatus has circulates 
makes the source origin the same. The Reason is because the program in program execution and a 
communication apparatus can communicate only with the program which has ID showing the source 
origin in agreement and cannot communicate with other arbitrary programs. 

[0223] The 6th effect is that the information which the program in program execution and a 
communication apparatus has will not reveal the source origin out of the range of the program made the 
same even if a program runs recklessly. The Reason is because the program in program execution and a 
communication apparatus can communicate only with the program which has ID showing the source 
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origin in agreement and cannot communicate with other arbitrary programs. 

[0224] The 7th effect is that the range in which the information which the program in program execution 
and a communication apparatus has circulates is restricted within the limits of the program which makes 
the source origin the same. This is because communication is possible only between the programs 
offered by the thing holding the same secret key, when the program in program execution and a 
communication apparatus uses ID showing the source origin in agreement as a public key. 

[0225] The 8th effect is that the design in respect of [ about control of the communication range in 
distributed environment ] security becomes easy, and flexibility does not change. [ the Reason ] in order 
not to circulate information only between the programs which make the source origin the same about the 
leak of information at the time of the communication which is one of the important reasonable problems 
in distributed environment Even if it does not design the circulation range of information at the time of a 
design, neither the disclosure to the malicious others nor the disclosure by the bug of a program and 
reckless run takes place, and it sets in one service conversely. It is because information can be circulated 
by regarding it as the thing similar to the one manufacturer or it which is the whole thing in connection 
with the project and it is enough in the circulation range. 

[0226] The 9th effect is being able to maintain security to a malicious program. This is because 
communication propriety is performed based on ID showing the source origin of a program, i.e., the 
information similar to the manufacturer and the version of a program. 

[0227] The 10th effect is being able to maintain the security about processing by the communication 
under the distributed environment which does not need a central control system like user management. 
This is because communication propriety is performed based on ID showing the source origin of a 
program, i.e., the information similar to the manufacturer and the version of a program, so security can 
be maintained to a malicious program. 

[0228] The 11th effect is that the system design about a channel is easy, when performing 
communication according to public key. This is because it is limited beforehand which channel is 
occupied by which object for public keys. 

[Brief Description of the Drawings] 

[Drawing 1] It is the block diagram showing the composition of the information system with which the 
secret-key-less program attestation method concerning the form of operation of the 1st of this invention 
was applied. 
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[Drawing 2] It is the flow chart showing processing of an information system in which the secret-key- 
less program attestation method concerning the form of the 1 st operation was applied. 

[Drawing 3] It is the block diagram showing the composition of the information system with which the 
secret-key-less program attestation method concerning the form of operation of the 2nd of this invention 
was applied. 

[Drawing 4] It is the flow chart showing processing of an information system in which the secret-key- 
less program attestation method concerning the form of the 2nd operation was applied. 

[Drawing 5] It is the block diagram showing the composition of the information system with which the 
program ID communications processing control method concerning the form of operation of the 3rd of 
this invention was applied. 

[Drawing 6] It is the flow chart showing processing of an information system in which the program ID 
communications processing control method concerning the form of the 3rd operation was applied. 

[Drawing 7] It is the block diagram showing the composition of the information system with which the 
program ID communications processing control method concerning the form of operation of the 4th of 
this invention was applied. 

[Drawing 8] It is the flow chart showing processing of an information system in which the program ID 
communications processing control method concerning the form of the 4th operation was applied. 

[Drawing 9] It is the block diagram showing the composition of the information system with which the 
program ID communications processing control method concerning the form of operation of the 5th of 
this invention was applied. 

[Drawing 10] It is the flow chart showing processing of an information system in which the program ID 
communications processing control method concerning the form of the 5th operation was applied. 

[Drawing 11] It is the block diagram showing the composition of the information system with which the 
program ID communication range control method concerning the form of operation of the 6th of this 
invention was applied. 

[Drawing 12] It is the flow chart showing processing of an information system in which the program ID 
communication range control method concerning the form of the 6th operation was applied. 
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[Drawing 13] It is the block diagram showing the composition of the information system with which the 
program ID communication range control method concerning the form of operation of the 7th of this 
invention was applied. 

[Drawing 14] It is the flow chart showing processing of an information system in which the program ID 
communication range control method concerning the form of the 7th operation was applied. 

[Drawing 15] It is the block diagram showing the composition of the information system with which the 
program ID communication range control method concerning the form of operation of the 8th of this 
invention was applied. 

[Drawing 16] It is the flow chart showing processing of an information system in which the program ID 
communication range control method concerning the form of the 8th operation was applied. 

[Drawing 17] It is the block diagram showing the composition of the information system with which the 
program ID communication range control method concerning the form of operation of the 9th of this 
invention was applied. 

[Drawing 18] It is the flow chart showing processing of an information system in which the program ID 
communication range control method concerning the form of the 9th operation was applied. 

[Drawing 19] It is a block diagram explaining an example of the composition of the conventional 
information system. 

[Drawing 20] It is a block diagram explaining other examples of the composition of the conventional 
information system. 

[Drawing 21] It is a block diagram explaining another example of the composition of the conventional 
information system. 

[Explanations of letters or numerals] 11, — , 91 The portable devices 12, -, 92 main phone machines 
111, --, 911 Inclusion functional parts 112, -, 912 Programs 1120, -, 9120 Processes 1121, --, 9121 The 
program main parts 1 1221-1 122n, --, 91221-9122n Public keys 1 1231-1 123n, -, 91231-9123n The hash 
values 1 1241-1 124n, -, 91241-9124n Secret keys 1131, -, 9131 Secret keys 1132, -, 9132 Public keys 
81511-815U, 8251 1-825 lj Virtual sockets 81521-8152k, 82521-82521. A socket S101, S201, S401, 
S501, S701, S702, S801, S802, S901, S902 The hash value check step S102, S202, S301, S402, S502, 
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S601, S703, S803, and S903 The communication demand generating step S103, S203, S403, S503 The 
portable device attestation step S104, S204, S404, S504 The program source origin judging step S105, 
S205, S303 The program attestation step SI 06, S206= The program non-attested step S302, and S602 
The public key acquisition step S304, S405, and S505 Communication / processing step S305, S406, and 
S506 The processing[ communication / ]-less step S603 and S704 Mutual recognition step S604 The 
public key comparison step S605 Mutual recognition and the public key coincidence judging step S606, 
S706, S806, S906 The communication permission step S607, S707, S807, S907 The communication 
disapproval step S705, S805, S905 The public key coincidence judging step S804, S904 Mutual 
recognition step 



[Translation done.] 
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